


www.nhipsongcongnghe.net

CAI PAT HE PIEU HANH LINUX REDHAT
8.0

1. Mot s6 diéu luu y trude khi cai:

D& cai RedHat 8.0 chay tron tru thoai mai, ban can c6 hé théng PII, 64MB Ram tré |én, va
phan ving & cling danh dé& cai Linux can khodng 2GB trd I&n. Tuy nhién khéng c6 gi can
tré ban cai Linux trén mét hé théng cé cdu hinh thadp hon, nhung khi d4 ban chi c6 thé

chay vdi cac ing dung han ché trén hé théng.

- Nén tim hiéu théng sd ciu hinh cla hé théng trudc khi cai dat. Piéu nay rét quan trong,
gitp ban thuan Igi trong qua trinh cdu hinh hé théng sau khi cai dat. Ban sé phai lua chon
cho dung théng s6 cla cac linh kién phan cing trong qua trinh cau hinh hé théng nhu: loai

card man hinh, loai man hinh( tén sé quét ngang, doc), card mang, card am thanh. v.v.

- Can chuén bj phan vling dia con tréng d& cai Linux. Linux can t8i thiéu hai phan vung la
Linux Native (ext3) va Linux swap. Ddn gian, ban cé thé dung Partition Magic d& phéan chia

dia.

§ M6t partition 1a Linux native ext3. Can khoang 2GB tr& 1&n dé cai Linux, bao gdbm ca KDE
va Gnome, cdc tién ich d6 hoa, multimedia, va lap trinh. T8i thiéu ban cadn 400MB va cai

toan bo la 4,5GB.

§ MOt partition 1a Linux swap, |a phan vung trdo d&i cta Linux danh cho viéc str dung bd
nhé 4o, lam khdng gian trao ddi. Thdng thudng, dung Iugng bd nhé ao t8i vu sé& gép doi
dung lugng bé nhé RAM cla hé thdng.

2. Bat dau cai dat:

Cach don gian va thdng dung nhéat dé€ cai Redhat Linux 1a cai d&t tir b6 CDROM:

Khai ddng hé théng tir bd dia CD cai dat ( CD s6 1), va nhén Enter tir ddu nhéc khdi dong
d& mic dinh cai dit theo ché& dd d6 hoa. Chuong trinh cai dit sé tu ddng do théng sb cua
ban phim, chudt, card man hinh, man hinh va sau dé di vao qua trinh cai dat. Théng qua
tirng budc wizard d& ban chon cac théng s6 v& hé théng nhu ban phim, chudt, ngdn ngit

trong qua trinh cai dat, giG hé thong.

a. Chon kiéu cai dat:
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- Personal Desktop: danh cho ngudi mdi bat dau vdi Linux hodc cho nhiing hé thdng
desktop ca nhan. Chuong trinh cai dat sé chon lua nhitng géi phan mém can thiét nhat cho
c&u hinh nay. Dung lugng dia can cho kiéu cai dit nay chiém khoang 1,5GB, bao gdm ca

moi trudng dé hoa.

- WorkStation: danh cho nhitng tram lam viéc vdi chirc nang d6 hoa cao cdp va cac coéng

cu phat trién.
- Server: cai dat hé thong dong vai tro may chd nhu webserver, ftpsever, SQL server.v.v.

- Custom: day 13 Iva chon linh hoat cho ban trong qua trinh cai dat. Ban cd thé chon cac

goi phan mém, cac moi trudng lam viéc, boot loader tuy theo y ban.
b. Thiét 1ap phén vlng cai Linux:
PAy la qua trinh nhay cdm nh&t va nguy hiém nhét trong qua trinh cai dat, vi chi can bt

cén chon sai thi dit liéu trén & cirng cua ban cé thé bj mat sach.

Chilrc nang “automatic partition” sé gilp ban tu déng tao cac phan viung cho Linux. Hay
cén than néu ban chon option “remove all partition on this system”, vi nhu thé t&t ca cac
phan ving trén G cling clia ban déu bi xoa. Option “remove all Linux partition on this

system” sé chi x0a cac phan vlung cta Linux ma thoi

O day, dé thuan tién thi ban cé thé dung Partition Magic dé phan chia dia trudc. Tdi giai
doan nay chi 1a cong viéc tao dinh dang cho phan viung cai d&t ma thoi. Tuy nhién ban van
c6 thé thao tac phan chia phan ving cai dit dé dang vdi Disk Druid.

Théng thudng, ban nén chon * Manually partition with Disk Druid ” d& tao cac phan vung:

- M6t phén viung chra mount point I3 “/”, c6 ki€u file hé thdng Ia Linux Native ext3.

- Mdt phan vung swap cho Linux, kiéu ctia phan vling nay Ia Linux swap, kich thudc t8i uu

la gap déi dung lugng RAM cla hé théng hién tai.

Cac button trén man hinh giao dién cho phép ban thao tac phan chia va dinh dang phan
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vung. Nit New, Delete d& tao mdi hay xod mdt phan viing. Nut Edit d& dinh dang phén
vung dé, co kiéu 1a gi (ext3, swap, fvat...), qui dinh lai kich thudc, 1& thu muc gi trong hé
théng phan cap bd nhd.

Ban cé th& Reset qua trinh thao tdc néu chua thoa man yéu ciu cua minh, chua c6 mot

thay d6i nao dudc thuc hién cho dén khi ban hoan thanh céng viéc vdi Disk Druid.
c. Cach quan ly dia trong Linux:

Trong cdu trdc cay th(& bac cda Linux, cao nhat la “/”, dugi do la /boot, /etc, /root, /mnt

V.V,

DEi véi Linux, moi thiét bi phan cirng déu dudc coi nhu file hodc thu muc nadm trong hé
th6ng phéan c8p cay thu muc. Chang han hé théng cla ban cd hai 6 cling thi dia cirng th(r
nhéat 13 /dev/had, 6 ciing th hai 1a /dev/hdb. Trong cling mdt & dia, cdc hé théng file dugc
chia thanh cac phan viing khac nhau. Mot & cirng c6 4 phén ving chinh (primary) dugc
danh s6 th(r tu' tir 1 dén 4. tuong Ung véi & clring dau tién sé |a hdal, hda2 .v.v, phan ving
thudc phdn md réng (extended) dudc danh s8 bat dau tir s6 5: vi du hda5s, hda6 ...

d. Cai dat boot loader

DAy 14 chuong trinh diing dé€ khdi déng Linux cling nhu cac hé digu hanh khac (dual boot)
khi ban cé nhiéu han moét hé diéu hanh dugdc cai trén hé théng. Grub la boot loader mac
dinh khi cai RedHat 8.0. Pay la chuong trinh rét manh va uyén chuyén. Grub tu ddng do
cac hé diéu hanh hién co6 trén hé théng va thém vao trong danh sach khdi dong. Cac tuy

chon trén man hinh tudng d&i dé hiéu.

V@i tuy chon “ configure advance boot loader option” cho phép ban chon viéc cai grub Ién

dau trong 6 cling:

Né&u chon Grub dé& khdi ddng hé théng , grub sé& dudc cai Ién Master boot record (
/dev/hda).

Né&u chon mdt chuang trinh khac d€ khdi ddng nhu system commander chdng han, ban
hay chon cai grub Ién “first sector of boot partition”. Nhu vay, system commander sé tu

dong nhan ra Linux va thém vao muc nhap khagi dong cho Linux.

e. Cau hinh account:
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Viéc ciu hinh acount dung dé thiét 1ap méat kh&u root va cé thé tao thém cac account khac

dé€ log in vao hé théng khi viéc cai dat hoan tat.

Tai khoan root 1a tai khoan cd quyén cao nhét trong hé théng. Ban cé thé cai dit, cdu hinh

hé théng hay lam moi chuyén moét khi dang nhap vao hé théng vdéi tai khoan nay.

f. Cac luu y lua chon goi phan mém cai dat:

Vé&i Redhat 8.0, viéc chon cac géi phan mém dé cai dat dudc thuc hién rat thuén tién khi
cac gbi phan mém dudc gom lai thanh nhédm. Cé thé chon cai cac géi phan mém ngay lic

nay cac goi can thiét hodc c6 thé cai thém sau khi hoan tat cai dat.

Ban chon muc “select individual package” dé& cai thém cac g6i ma mac dinh sé& khéng cai
cho ban. Vi du nhu mc (Midnight Commander, tuong tu NC trong DOS). Sau khi lua chon

xong, chuong trinh cai dat s& duyét cac géi phu thudc d& ban cai thém.

Trong sudt qua trinh chon goéi phan mém cai dit, ban dudc théng bao dung lugng can dé
cai dat. Nén chi y dé khéng vugt qua dung lugng phan viing ma ban d& danh cho Linux
trong qua trinh chon Iua. Mot diéu chu y la ban nén cai cac programming develop va
kernerl source, cac thu vién 1ap trinh dé thuén tién cho viéc sau nay can bién dich lai nhan

hé diéu hanh hodc cai dat va bién dich phan mém va driver cho hé thdong.
g. Cau hinh X

DPE& lam viéc dudc vai giao dién dd hoa, ban can cdu hinh cho X Window. Néu may mén,
card d6 hoa va man hinh clia ban s& n&m trong danh sach dugc Linux ho trg. Con néu
khdng, cach chic chin vdi loai card d& hoa d& chay dudc la chon loai vesa. V& man hinh,
Linux sé& tu do cho ban hodc ban sé& cdu hinh bdng tay viéc chon tin s6 quét cho man hinh.
H&y can than vi qud trinh nay dé Idm hong man hinh va card d6 hoa cta ban. Pay chinh 13

ly do ban cdn ndm virng théng s6 cua céc linh kién phan cing.

Né&u khéng can Linux tu do tim va cdu hinh dum ban, ban cé thé ma file
/etc/X11/XF86Config (hodc XF86Config-4) d€ ciu hinh bang tay.

Sau khi nh&n nut test dé€ kiém tra hé thdng cd chay tét vGi ché dd dd hoa chua, néu moi

viéc sudn sé, chic mung ban da hoan tat qua trinh cai dat Linux.

Luu y vé card do6 hoa
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M3c du Linux nhan dang va hd trg ding nhiu loai card d6 hoa dugc san xuét trong 2 ndm
gan day, sau khi c&u hinh, card d6 hoa van chay vdéi bus PCI cho du card dd hoa cta ban Ia
loai AGP, va ban van chua tan dung dudc cac chirng ndng dd hoa 3D cao cdp cla né. Ly do
14 cic nha san xuét linh kién vi ly do bao mat va ban quyén nén chua hd trg cho cac nha
phat trién Linux. Tuy nhién, hién nay nhiéu nha san xuat phan cirng da bat dau hd trg
driver cho cdc linh kién cta minh trén cdc hé th8ng Linux. Chdng han v4&i nha san xuét
Nvidia, ban cd thé tai driver clia né théng qua www.nvidia.com hodc
ftp://download.nvidia.com/XFree86_40/1.0-3123. Cac game 3D chay vdi hinh anh rat min

mang khong thua kém gi trén MS Window sau khi ban da cai driver cho hé théng.
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Cach cai dat font va in an tiéng Viét trén

Linux

Co 2 cach cai dat Unicode fonts cho X Window.
1. S dung ttmkfdir (cach cii)
2. SUr dung fontconfig (cdch md&i cho Mandrake-9.0, RedHat-8.0)

1. S dung ttmkfdir (cach cd):

a. Tao /usr/share/fonts, néu chua cd, bang Iénh:

mkdir /usr/share/fonts

b. M4 utf8.tar.gz trong thu muc /usr/share/fonts bang 1énh:
cd /usr/share/fonts && tar xvzf utf8.tar.gz

c. Tao danh sach chira fonts bang 1énh:
cd utf8 && ttmkfdir > fonts.scale && mkfontdir

d. Bdo cho fonts server biét dia diém cua Unicode fonts bang Iénh:
chkfontpath --add /usr/share/fonts/utf8

e. Khai dong lai X font server bang Iénh:

/etc/rc.d/init.d/xfs restart
2. S dung fontconfig (cdch mdi cho Mandrake-9.0, RedHat-8.0):

a. Bo utf8.tar.gz vb /usr/share/fonts va md né ra bang Iénh:

cp utf8.tar.gz /usr/share/fonts && cd /usr/share/fonts && tar xvzf utf8.tar.gz

b. Cp nhét danh sdnch fonts bdng lénh:

fc-cache
Chi vay thoi khong can khai déng lai xfs hay X.

Ban cling cd thé bd arial font (tai vé dia chi & dudi) vd trong ~/.fonts va khéng phai restart

cai chi hét néu ban xai fontconfig (Red Hat 8 hoac 9 hoac Mandrake-9.1).
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Vi du:

cd ~

mkdir ~/.fonts (néu chua cd)

tar xvijf arial.tar.bz2

cp arialuni.ttf ~/.fonts

Xem trang web ti€ng Viét va cach in tiéng Viét:

Théng thudng néu ban xem trang web bang Mozilla thi khéng cén phai set font gi ca. Néu
ban xai Konqueror trén Red Hat 8.0 thi ban phai set fonts trong Konqueror nhu hinh & day

thi méi xem va in dudc tiéng Viét.

Né&u ban xai ban Mandrake mdi nhat (9.1) thi ban s& khéng can lam gi hét. Viéc hién thj va

in &n tiéng Viét dugc ho trg rat tot.
Thém chi tiét:

.Unicode fonts: c thé tai vé tir http://www.vnlinux.org/fonts/utf8.tar.gz hodc
http://www.vnlinux.org/arial.tar.bz2 néu ban van chua hién thi dugc tiéng Viét 100%
.fontconfig homepage tai http://www.fontconfig.org.

.ttmkfdir cé thé tai vé tir http://www.joerg-pommnitz.de/TrueType/xfsft.html
.mkfontdir nam trong gdi XFree86-3x (hodc XFree86-4x)

. Viet Unicode cé nhiéu fonts http://sourceforge.net/project/showfiles.p...lease_id=132517
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Thu thuat bao mat cho Linux

Trong bai viét nay, ching to6i xin gidi thiéu mét s6 kinh nghiém nham nang cao
tinh an toan cho mét hé thdng Linux (dé dé theo ddi cho ban doc, chiing toi sé
minh hoa bang RedHat, mét phién ban Linux rat phd bién & Viét Nam va trén thé
gidi).

Hién nay, trén moéi truéng may chu, Linux ngay cang chiém mét vi tri quan trong.
Nguyén nhan khién Linux dan tré thanh mot déi tha tiém niang cua hé diéu hanh
Microsoft Windows la do tinh n dinh, dd linh hoat va kha ning chiu tai I6n: day la

nhitng dic di€ém quan trong hang dau cua moét hé thong may phuc vu.

Tinh bao méat tot ciing 1a mot trong nhitng di€ém ndi bat cta Linux. Tuy nhién, dé
mot hé thong Linux c6 kha nang chong lai cac cudc tan cong, ngudi quan tri ciing
can phai ndm dugc mét sé ky nang nhat dinh. Trong bai viét nay, ching toi xin
gidi thiéu mot sé kinh nghiém nham nang cao tinh an toan cho mét hé théng
Linux (dé dé theo déi cho ban doc, chiing tdi s& minh hoa biang RedHat, mét phién

ban Linux rat pho bién & Viét Nam va trén thé giéi).

1.1. Loai bo tat ca cac account va nhom dac biét

Ngay sau khi cai dat Linux, ngudi quan tri nén xoa bo tat ca cac account va nhém
(group) da dudc tao sin trong hé théng nhung khdng c6 nhu cau st dung, vi du
nhu Ip, sync, shutdown, halt, news, uucp, operator, games, gopher, v.v... (Tuy
nhién ban doc can biét ro nhirng account va nhém nao khong can cho hé thdng
ctia minh r6i hdy xo0a)

Thuc hién viéc xoa bé account véi Iénh :

# userdel

Vi du, néu khdng c6 nhu ciu vé in an trén hé théng, cé thé xoa account Ip nhu

sau:
# userdel Ip

Tuong tu nhu vy, cé thé thuc hién viéc xoa bé cdc nhém khdng can thiét véi Iénh
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# groupdel
2.2. Che giau file chira mét khau

T lich sir xa xua cia Unix va ca Linux, mat kh&u cua toan bd cac account da tirng
dugc luu ngay trong file /etc/password, file c6 quyén doc bgi tat ca cac account
trong hé théng! Piy la mot ké hé 16n cho cac ké pha hoai: Mic du cdc mét khiu
déu dudgc ma hoda, nhung viéc giai ma ngudc la cé thé thuc hién dugc (va cé thé
thuc hién kha dé dang, dic biét vi co ché ma hoa mat khau khong phai la khé pha
va ngay nay kha ning tinh toan va xir ly cia may tinh rat manh). Vi li do trén, gan
day cac nha phat trién Unix va Linux da phai dit riéng mat khdu ma hoa vao mét
file ma chi c6 account root méi doc dudgc: file /etc/shadow. (Khi sit dung phucng
phap nay, dé dam bao tinh tucng thich, nci vén dat mat khau trong file
/etc/password ngudi ta danh dau "x")

Né&u ban doc dang st dung cac phién ban RedHat gan day (vi du RedHat 6.x hay
7.x) thi nhé chon lua Enable the shadow password khi cai dit RedHat dé st dung
tinh ning che gidu mat khau nay (Ciing thiat may vi chon lua nay la mac dinh

trong hau hét cac phién ban Linux dang st dung rong rai hién nay)
3.3. Tu dong thoat khoi shell

Ngudi quan tri hé théng rat hay quén thoat ra khéi dau nhac shell khi két thic
cong viéc. Ban than t6i ciing da tirng nhiéu Ian khi dang thuc hién viéc quan tri
v@8i account root thi boé di vi mét sé cdng viéc khac. That nguy hiém néu lic dé cé
mot ké pha hoai & d6: Ké nay c6 thé dé dang cé quyén truy xuat hé thdng & mic

cao nhat ma chdng can tén mot chit cong sltc nao ca.

PE& giam nguy co nay, ngudi quan tri nén cai dat tinh nang ty dong thoat ra khéi
shell khi khong cé su truy xuéit nao trong mot khoang thdi gian dinh trudc bang
cach dit mot tham s quy dinh khoang thdi gian hé thdng van duy tri ddu nhic
shell.

Muodn cai dat tham s6 nay, ngudi st dung bién moi truasng TMOUT va gan cho né
maot gia tri s6 thé hién khoang thgi gian tinh bing gidy hé théng van duy tri dau
nhac. P& thuc hién diéu nay cho tit ca cac account trong hé théng, cach don gian
nhat la dat né vao file /etc/profile dong Iénh sau: (gia sir ta dat khoang thgi gian
la 600 giay)
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TMOUT=600

Nhu vay la néu trong khoang 10 phat ngudi st dung khong truy xuat shell, shell
sé tu dong thoat ra. Tuy nhién can chi y: Meo nay sé khong "an" néu lic dé ngudi
dung dang chay moét chuong trinh nao dé nhu vi hay mc,... Cé6 nghia la ngudi dung
phai dang lam viéc truc tiép véi shell ch&r khong phai véi bat ky mot chuong trinh

nao khac.
4.4. Loai bo cac dich vu khong st dung

Mét diéu kha nguy hiém la sau khi cai dat, hé thong tu dong bat chay kha nhiéu
dich vu (va da sé 1a cac dich vu khong mong muén), dan téi tén tai nguyén va gay
nén nhiéu nguy co vé bao mat. Ngudi quan tri nén loai bo ngay Iap tirc cac dich vu
khong dung téi ngay sau khi cai may. Hodc don gian bang cach xoa bé cac goi
phan mém/dich vu khong s dung (qua cong cu quan tri géi phan mém rpm cua
RedHat) hodc st dung cong cu ntsysv dé duyét xem tét ca cac dich vu dang cai
dat roi vo hiéu hoa nhirng dich vu khong can thiét (bang cach bé danh dau cac
dich vu khong sif dung v@i phim Space). Sau khi thoat ra khdi ntsysv thi khgi

dong lai may: cac dich vu khong mong muodn sé khong chay nira.
5.5. Khong tiét 16 thong tin vé hé thong qua telnet

Dich vu cho phép truy xuat hé thong tir xa telnet c6 kha ning tiét 16 thong tin vé
hé théng, dé tao diéu kién cho nhifng ké pha hoai tan céng dua vao nhifng diém
yéu da biét. Piéu nay rat dé nhan thay: Moi ngudi dung két ndi tir xa vao dich vu
telnet déu nhan dugc thong tin vé tén may, phién ban Linux va phién ban cua

nhan (kernel) ciia may chu.

Pé tranh diéu nay, ta can thuc hién viéc kich hoat telnetd (telnet server) véi tham
s6 -h. (Tham s6 -h sé& ngin telnet tiét 16 cac thong tin va chi in ra ddu nhic
"Login:" cho nhitrng ngudi két ndi tir xa).

Do cac phién ban RedHat 7.x khi chay telnetd khong con st dung inetd nira (ma
st dung xinetd - mot phién ban nang cap va c6 nhiéu cai tién so vdi inetd) nén
cach cau hinh lai telnetd sé khac nhau tuy theo phién ban RedHat dang st dung.

+ V@i cac phién ban RedHat 6.x va trudc do, thuc hién cac budc sau:

Trong file /etc/inetd.conf, thay ddi dong
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telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd
chuyén thanh :

telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd -h
Tiép theo, khdi dong lai inetd bang cau lénh:

# /etc/rc.d/init.d/inetd restart

+ V@i cac phién ban RedHat 7.x, thuc hién budc sau:
Trong file /etc/xinetd.d/telnet , thém chon lua:
server_args = -h

File trén sé c6 dang nhu sau;

service telnet

{

disable = yes

flags = REUSE

socket_type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd
log_on_failure += USERID
server_args = -h

¥

Tiép theo, khéi dong lai xinetd bang cau Iénh:

# [etc/rc.d/init.d/xinetd restart

6.6. Tranh s dung cac dich vu khong ma hoa thong tin trén dudng truyén

Mac du & trén ching toi da trinh bay cach ngan dich vu telnet tiét 16 thong tin,
nhung chiing tdi xin cé 18i khuyén: Tuyét déi tranh s dung nhirng dich vu ki€u

nhu telnet, ftp (ngoai trir ftp anonymous) vi nhirng dich vu nay hoan toan khéng

hé ma hoa mat khau khi truyén qua mang. Bat ky mot ké pha hoai nao ciing cé
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thé dé dang "tém" dugc mat khau cua ban bing nhitng cong cu nghe 1én ki€u nhu

sniffer.

0" nhitng truéng hop cé thé, nén st dung dich vu ssh thay thé cho ca ftp va
telnet: dich vu SSH (Secure Shell) ding co ché ma hoa céng khai dé bao méat
thong tin, thuc hién ma hoa ca mat khau 1an thong tin chuyén trén dudng truyén.
Hién dang dudc sir dung kha rdong rai, géi phan mém cua SSH ciing dugc dong
kém trong hau hét cac phién ban gan day cua Linux. Chang han, cac phién ban
RedHat tir 7.0 tré 1én mic dinh déu cai OpenSSH, moét san pham ma nguén mé cé
thé sir dung hoan toan mién phi. (Ban doc cé thé tham khao website

www.openssh.org vé san pham nay).

Ngoai ra, nhitng dich vu "r" ki€u nhu rsh, rcp hay rlogin ching téi ciing khuyén
nén tuyét doéi tranh st dung. Ly do la cac dich vu nay ngoai viéc truyén mat khau
khéng ma hoa con thuc hién viéc kiém tra quyén truy xuét dua trén dia chi may
két ndi, 1a mot diéu cuc ky nguy hiém. Cac ké pha hoai st dung ky thuat spoofing
déu c6 thé dé dang danh lira dudc cach kiém tra nay khi "lam gia" dudc dia chi

cua may truy xuat dich vu hgp Ié.
7. 7. Cam s dung account root tir consoles

Cé6 thé& ban doc déu nhan thdy, ngay sau khi cai dit RedHat, account root sé&
khong cé quyén két néi telnet vao dich vu telnet trén hé thong (chi nhirng
account thuédng mdi cé thé két ndi). Nguyén nhén la do file /etc/securetty quy
dinh nhitng console dugc phép truy nhap bdgi root chi liét ké nhirng console "vat
ly" (tic la chi truy xuat dugc khi ngoi truc ti€p tai may cht) ma bé qua nhirng két
noi qua mang. Dich vu ftp ciing sé bi han ché nay: account root khong dudc phép

truy xuat ftp qua mang.

Pé& tang tinh bao mét hon nira, soan thao file /etc/securetty va bé di nhirng

console ban khong mudn root truy nhap tir do.

8.8. Cam "su" Ién root

Trong Linux, 1&énh su (Substitute User) cho phép ngudi diing chuyén sang mét
account khac. Néu khong muén mot ngugi bat ky "su" thanh root, thém hai dong

sau vao nodi dung file /etc/pam.d/su

auth sufficient /lib/security/pam_rootok.so debug

auth required /lib/security/Pam_wheel.so group=wheel
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Nhu vay, chi c6 nhitng ngudi c6é ding ky la thanh vién cia nhém wheel méi co
quyén "su" thanh root. D& cho phép mdt ngudi diing cé quyén nay, ngudi quan tri

chi viéc gan account cua ngudi nay vao nhom wheel (qua file /etc/group)
9.9. Han ché cac thong tin ghi bdi bash shell

Thong thudng, tat ca cac Iénh dudc thuc hién tai ddu nhac shell chia cac account
déu dudc ghi vao file ".bash_history" nam trong thu muc ca nhéan cia cac
account. Piéu nay ciing gy nén nhitng nguy hiém tiém an, dic biét véi nhirng
rng dung doi héi phai gé cac théng mat nhu mat khau trén dong 1énh. Ngu'di
quan tri nén han ché nguy cc nay dua trén 2 bién moi truéng HISTFILESIZE va
HISTSIZE: Bién moi trudng HISTFILESIZE xac dinh s6 I1énh (gd tai dau nhic shell)
sé dugc luu lai cho Ian truy nhap sau, con bién moi truéng HISTSIZE xac dinh s6
Iénh sé& dudc ghi nhé trong phién lam viéc hién thdi. Ta c6é thé giam gia tri cua
HISTSIZE va dat bang 0 gia tri HISTFILESIZE dé giam t6i da nhitng nguy hiém da

néu trén.

P& thuc hién viéc nay, chi can don gian thay dai gia tri hai bién nay trong file

/etc/profile nhu sau:

HISTFILESIZE=0
HISTSIZE=20

Nhu vay, tai phién lam viéc hién thgi, shell chi ghi nhé 20 Iénh gan nhat, dong
thai khong ghi lai cac 1énh ngudi dung da go khi ngudi dung thoat ra khoi shell.

10.10. Cam nhom ngo té6i nhirng file script khéi dong Linux

Khi khéi dong Linux, cac file script dugc dat tai thu muc /etc/rc.d/init.d sé dugc
thuc hién. P& tranh nhirng su to mo khong can thiét, ngudi quan tri nén han ché
quyén truy xuét t&i nhirng file nay chi cho account root bang Iénh sau:

# chmod -R 700 /etc/rc.d/init.d/*

11.11. Xoa bé nhirng chuong trinh SUID/SGID khong sir dung

Thong thudng, nhitng *ng dung dudc thuc hién dudi quyén cua account goi thuc

hién ¥ng dung. Tuy nhién, Unix va Linux s dung mot ky thuat dac biét cho phép
mot s6 chuang trinh thuc hién dudi quyén cua ngudi quan ly chucng trinh (chr
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khong phai ngudi thuc hién). Pay chinh la ly do tai sao tat ca moi user trong hé
thong déu cé thé& déi mat khau cua minh trong khi khdong hé cé quyén truy xuat
Ién file /etc/shadow: Nguyén nhan vi Iénh passwd c6 gan thudc tinh SUID va

dugc quan ly béi root, ma chi c6é root maéi cé quyén truy xuat /etc/shadow.

Tuy nhién, kha niang nay cé thé gay nén nhirng nguy co tiém tang: Néu mot
chudng trinh cé tinh nang thuc thi dudgc quan ly baéi root, do thiét ké t6i hoac do
dudgc cai dat co tinh bdi nhirng ké pha hoai ma lai c6 thudc tinh SUID thi moi diéu
toi té déu cé thé xay ra. Thuc té cho thiy, kha nhiéu ky thuat xam nhép hé théng
ma khong c6 quyén root dudc thuc hién nhé ky thuat nay: ké pha hoai bang cach
nao do tao dugc mot shell (vi du bash) dudc quan ly béi root, c6 thudc tinh SUID.
Sau d6 moi truy xuat pha hoat sé dugdc thuc hién qua shell nay vi moi Iénh thuc

hién trong shell sé dugc thuc hién dudi quyén cua root.
Thudc tinh SGID ciing tudng tu nhu thudc tinh SUID: cac chucong trinh dugc thuc
hién véi quyén nhém la nhém quan ly chucng trinh chf khong phai nhém cua

ngudi chay chuaong trinh.

Nhu vdy, ngudi quan tri sé phai thudng xuyén kiém tra xem trong hé théng cé

nhirng i'ng dung nao c6 thudc tinh SUID hoac SGID ma khong dugc phép khdong?
Pé tim tat ca cac file cé thudc tinh SUID/SGID, si dung Iénh find nhu sau:
# find / -type f \( -perm -04000 -0 -perm -02000 \) \-execlIs ulg {} \;

Né&u phat hién dugc mot file c6 thudc tinh SUID/SGID mot cach khong can thiét,

c6 thé loai bé cac thudc tinh nay bang lénh:
# chmod a-s
12.12. Tang tinh bao mat cho nhan (kernel) cua Linux

Thuc té cho thay, Linux khéng hin dudc thiét ké véi cac tinh nang bao mat that
chit ché: kha nhiéu 16 hdng c6 thé bi Igi dung bdi nhifng tin tic thong thao vé hé
thong. Do d6, viéc st dung mot hé diéu hanh véi nhan dudc cung co la rat quan
trong: M6t khi nhan - phan cét 16i nhat cua hé diéu hanh - dugc thiét ké tot thi

nguy co bi pha hoai sé giam di rat nhiéu.

Ban doc c6 thé xem xét viéc ciing cd nhan Linux théng qua cadc miéng va (patch).

Toi xin gigi thiéu mot trong nhitng website tot nhat chuyén cung cap cac miéng
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va bd sung cho nhén Linux vé bao mat tai dia chi www.grsecurity.net. Tai day ban
doc c6 thé tim hiéu thong tin hitu ich va tai xuéng cac miéng va bd sung cho hé

thong Linux cua minh.
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Bao mat hé thong *nix véi PAM

1. bat van dé

Chac hén ban d3 tirng tu hoi tai sao cac chuang trinh ftp, su, login, passwd, sshd, rlogin ...
lai c6 thé hiéu va lam viéc vdi shadow password; hay tai sao cac chuang trinh su, rlogin lai
doi hoi password; tai sao mot s6 hé thdng chi cho moét nhdm nao dé coé quyén su, hay
sudo, hay hé théng chi cho phép mot s6 ngudi dung, nhdom ngudi dung dén tlr cac host xac
dinh va cdc thiét 1ap gidi han cho nhitng ngudi dung dé, ...T4t ca déu cd thé ly giai vGi PAM.
Ung dung ctia PAM con nhiéu hon nhing gi t6i vira néu nhiéu, va né bao gém cac module

dé tién cho ngudi quan tri lva chon.
2. Cau trdc PAM

- Cac U'ng dung PAM dugc thiét Iap trong thu muc /etc/pam.d hay trong file /etc/pam.conf
( login, passwd, sshd, vsftp, ...)

- Thu vién cac module dudc luu trong /lib/security ( pam_chroot.so, pam_access.so,
pam_rootok.so, pam_deny.so, ... )

- Cac file cdu hinh dudc luu trong /etc/security ( access.conf, chroot.conf, group.conf ,... )
+access.conf - Diéu khién quyén truy cip, dugc st dung cho thu vién pam_access.so.
+group.conf — Diéu khi€n nhém ngudi dung, s dung bdi pam_group.so

+limits.conf — thi€t 1ap cac gidi han tai nguyén hé théng, dugc st dung bdi pam_limits.so.
+pam_env - Diéu khién kha ndng thay d6i cac bién mdi trudng, sir dung cho thu vién
pam_env.so .

+time - Thiét 1ap han ché€ thdgi gian cho dich vu va quyén ngudi dung, s dung cho thu

vién pam_time.so.

3. Cach hoat dong ctia PAM

Thuat ngit

- Cac chuong trinh login, pass, su, sudo, ... trén dudc goi la privilege-granting application (

chuang trinh trao dac quyén ).

- PAM-aware application: la chudng trinh gilp cac privile-granting application lam viéc vdi
thu vién PAM.

Céac budc hoat dong:

1. Ngudi dung chay mét ing dung dé& truy cap vao dich vu mong mudn, vd login.
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2. PAM-aware application goi thu vién PAM dé& thuc hién nhiém vu xac thuc.

3. PAM library sé dua vao file cdu hinh ciia chugng trinh dé trong /etc/pam.d ( vd & day la
login -> file cau hinh /etc/pam.d/login ) xac dinh loai xac thuc nao dugc yéu cau cho
chuang trinh trén. Trong trudng hdp khong cé file cau hinh, thi file /etc/pam.d/other sé
dudc sur dung.

4. PAM library sé load cac module yéu cau cho xac thuc trén.

5. Cac modules nay s& tao mot lién két tdi cac ham chuyén déi ( conversation functions )
trén chuong trinh.

6. Cac ham nay dua vao cac modules ma dua ra cac yéu cau vdi ngudi dung, vd ching yéu
cau ngudi dung nhap password.

7. Ngugi dung nhép thong tin vao theo yéu cau.

8. Sau khi qua trinh xac thuc két thuc, chudng trinh nay sé dua vao két qua ma dap Ung
yéu cau ngudi dung ( vd cho phép login vao hé théng ) hay théng bao that bai vdi ngugi
dung.

4. Bay gid ching ta sé nghién clu file config

Listing 10-1: The /etc/pam.d/rlogin file

#%PAM-1.0

auth required /lib/security/pam_securetty.so

auth sufficient /lib/security/pam_rhosts_auth.so

auth required /lib/security/pam_stack.so service=system-auth
auth required /lib/security/pam_nologin.so

account required /lib/security/pam_stack.so service=system-auth
password required /lib/security/pam_stack.so service=system-auth

session required /lib/security/pam_stack.so service=system-auth

Cac dong trong file config c6 dang sau:

module-type control-flag module-path module-args

----MODULE TYPE

auth: thuc hién xac thuc. Thdng thudng, mot auth module s& yéu cau password dé kiém

tra, hay thiét l1ap cac dinh danh nhu nhém ngugi dung, hay thé kerberos.

Account diéu khién su kiém tra “bé& mat” vdi yéu ciu xac thuc. Vi du, né cé thé kiém tra

ngudi dung truy cap dich vu t&r mot host va trong thdgi gian cho phép hay khong.
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Password: thiét l1ap password. Thong thudng, nd luén co su tuong 'ng gilfa mot module
auth va mot module password..

Session: diéu khi€n cac nhiém vu quan ly session. Bugc sir dung d& dam bao réng ngudi

dung st dung tai khoan cta ho khi da dugc xac thuc..

----PAM MODULE CONTROL FLAGS

Require: cd diéu khié€n nay ndi v4i PAM library yéu ciu su thanh cdng clia modules tugng
Urng, vd “auth required /lib/security/pam_securetty.so” a module pam_securetty.so phai
thanh cong. Néu module dé khong dugc thuc hién thanh cong thi qua trinh xac thuc that
bai. Nhung ltc d6, PAM van tiép tuc vdi cdc module khéc, tuy nhién né chi cé tac dung
nhdm tranh khdi viéc ngudi diing cé thé doan dudc qua trinh nay d3 bi that bai & giai doan

nao.

Sufficient: cd nay khac vdi cd trén & chd, khi c& mot module thuc hién thanh cong né sé

thong bao hoan thanh ngay qua trinh xac thuc, ma khong duyét cac module khac nita.

Requisite: cG nay cé y ndi PAM library loai bd ngay qua trinh xac thuc khi gap bat ky thong

bao that bai cia module nao.

Optional: cG nay it khi dugc sir dung, né cé y nghia la module nay dugc thuc hién thanh
cong hay that bai cling khong quan trong, khéng anh hudng qua trinh xac thuc.

----MODULE-PATH - Budng dan dén thu vién PAM.
----ARGUMENTS - Céc bién tuy chon cho cac module.

Cac module ( auth, account, password, session ) dudc thuc hién trong stack va ching dugc

thuc hién theo th(r tu xuat hién trong file config.

Céc chuong trinh yéu ciu xac thuc déu cé thé sir dung PAM.
5.Sau day t6i xin gidi thiéu chlfc nang cua moét sé module

_ pam_access.so:

- Support module type :account

- Module nay st dung file thiét Iap trong etc/security/access.conf .
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File cdu hinh nay cé dang nhu sau:

< 4+ or->::+ :grant permission

- : deny permission

V@i username list 1a ngudi dung hay nhdm ngudi dung, tty list la login qua console, host
list xac dinh cac host hay domain. Ching ta cé thé sir dung cac tir khda ALL=t4t c3,
EXCEPT=trur, LOCAL=cuc bd.

Vi du sau cho cdm osg login tur tat ca, va cho phép linet login tir xa.

account required pam_access.so

-:0sg:ALL

+:linet:ALL EXCEPT LOCAL

pam_chroot.so:

Support module type :account; session; authentication

Dung dé& chroot cho cac user thiét 1ap trong /etc/security/chroot.conf

Vi du, t6i thuc hién chroot cho sshd d& ngudi dung linet chi c6 quy@n truy cip trong
/home/osg ma khéng cé quyén truy cdp dén cac thu muc home cla ngudi dung khac
Thém dong sau trong /etc/pam.d/sshd ( luu y trong /etc/sshd/sshd_config phai thiét lap
UsePAM = yes )

session required pam_chroot.so
_ pam_deny.so:

Support module type: account; authentication; password; session
Module nay luén tra vé gid tri false. Vd né dudc dung trong /etc/pam.d/other dé tir chdi
moi truy cap cua ngudi dung khi truy cap vao cac PAM-aware program ma khong co file

cau hinh PAM
- Acount module type: TU chdi ngugi dung quyén truy cap vao hé théng

#add this line to your other login entries to disable all accounts

login account required pam_deny.so

- Authentication module type: tr chdi truy cap, thiét 1ap gia tri mac dinh. vd trong
/etc/pam.d/other. Khi ngugi dung login vao hé thGng, dau tién sé goi cac module trong
/etc/pam.d/login ra va yéu cau ngudi dung nhép théng tin tuong &'ng ( username,
password ), néu cac thdng tin nay khéng dap ('ng thi PAM sé& goi /etc/pam.d/other ra dé
deny quyén truy céap.

#/etc/pam.d/other
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auth required /lib/security/$ISA/pam_deny.so
account required /lib/security/$ISA/pam_deny.so
password required /lib/security/$ISA/pam_deny.so

session required /lib/security/$ISA/pam_deny.so

- Password module type: Khong cho phép change password

vi du khéng cho phép ngudi dung ddi passwd
Thém dong sau vao /etc/pam.d/passwd

password required pam_deny.so

_ pam_limits.so
- Support module type: session

Thiét 1&p cac gidi han tai nguyén trong /etc/security/limit

username|@groupname type resource limit.

A resource can be one of these keywords:
- core - Limits the size of a core file (KB).
- data - Maximum data size (KB).

- fsize - Maximum file size (KB).

- memlock - Maximum locked-in memory address space (KB).
- nofile - Maximum number of open files.

- rss - Maximum resident set size (KB).

- stack - Maximum stack size (KB).

- cpu - Maximum CPU time in minutes.

- nproc - Maximum number of processes.
- as - Address space limit.

- maxlogins - Maximum number of logins allowed for this user.

Thong tin chi tiét & trong /etc/security/limits.conf

vd dusi day, tat ca user gigi han 10 MB mdi session va cho phép max 13 4 logins déng thdi.
ftp dugc cho phép 10 login déng thgi ( hitu ich cho anonymous ftp ); thanh vién cia nhém
manager gidi han 40 process, nhém developers gigi han 64MB b6 nhd, va cac user thudc

wwwusers khéng thé tao files I6n han 50 MB = 500000 KB.

Listing 3. Setting quotas and limits
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* hard rss 10000

* hard maxlogins 4

* hard core 0

bin -

ftp hard maxlogins 10

@managers hard nproc 40
@developers hard memlock 64000

@wwwausers hard fsize 50000

PE active cac limits ndy, ban can thém dong sau vao cudi /etc/pam.d/login:
session required /lib/security/pam_limits.so.

_ pam_listfile.so

Module nay doc thong tin trong file va thuc hién hanh dong dugc thiét [ap ( nhu cho phép
hay khong cho phép truy cdp ) dua vao su ton tai hay khéng cta cac nhan té nhu

username, host, groups, ...

Vi du trong vsftpd
auth required /lib/security/pam_listfile.so item=user \

sense=deny file=/etc/ftpusers onerr=succeed

Yéu cau PAM load pam_listfile module va doc trong /etc/ftpusers, né€u /etc/ftpusers chira
cac dong username, thi PAM s& sir dung sense=deny d& quyét dinh ngdn can cac user nay

truy cap vao. Vay cac user trong /etc/ftpusers sé ko cé quyén truy cap vao ftp.
_ pam_rootok.so

S& dung module nay d& yéu ciu root khéng can nhép password khi thuc hién chuong

trinh, vd né dudc gan vao su dé chi rang root khéng can gd passwd khi danh 1&énh su

_pam_wheel.so
Chi cho phép quyén truy cap root véi group wheel. Vi du chi cho phép nhitng ngudi thudc

nhom wheel c6é quyén su Ién root.

#
# root gains access by default (rootok), only wheel members can

# become root (wheel) but Unix authenticate non-root applicants.
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#
auth sufficient pam_rootok.so
auth required pam_wheel.so

auth required pam_unix_auth.so

————————————————— > Tham khao
Document: http://www.kernel.org/pub/linux/libs/pam/pre/doc/
M& ngudn module:

http://cvs.sourceforge.net/viewcvs.py/pam/Linux-PAM/modules/
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Cach bién dich nhan (kernel)

1. L3y kernel vé:

Kernel source cé thé tai vé tir http://www.kernel.org . Ban stable hién tai la
2.4.21 va developer la 2.5.73. Néu ban khéng mudn test nhitng chirc nang mgi

cua kernel thi nén st dung 2.4.21 cho cong viéc hang ngay.

2. Bung nén va chuan bi kernel: gia st ban vira tai vé linux-2.4.21.tar.bz2, sau khi

chay cac dong Iénh duéi ban sé sin sang cho viéc compile kernel

2a. $mv linux-2.4.21.tar.bz2 /usr/src/
2b. $cd /usr/src && tar -xvjf linux-2.4.21.tar.bz2
2c. $In -s linux-2.4.21 linux

Pén day ban da san sang cho viéc compile nhung déi lic c6 1& ban sé can apply

mot patch nao dé thi cé thé chay Iénh sau trong thu muc /usr/src/linux
$patch -p1 --dry-run < /dia diém/va tén/cua patch

Luu y: --dry-run sé 'gia do' apply cai patch nhung thuc su chua lam gi hét. Ban
nén xai --dry-run truéc khi apply dé phong hé cai patch khong phai cho kernel
ban dang xai hodc patch con bi 16i. Sau khi chay --dry-run va khdong thay bao 10i
gi thi ban cé thé that su apply patch bang Iénh $patch -p1 < /dia diém/va

tén/cua patch

3. Compile kernel: sé dugc thuc hién véi cac Iénh sau day:

3a. $make menuconfig (hodc make config, hodac make xconfig) sé hoi ban mot
loat cau héi cho kernel phu hdp véi may cua ban. Néu ban biét chdc minh sé xai
mot chifc nang nao doé thi nén tra IGi Y con khong thi tra IGi N, tra IGi M (module)
néu ban ludng lv khong biét cai phan cifng cia minh sé xai driver nay hay driver
khac, nhat la phan cho network card hay sound card. Néu ban khong ro6 cau hai

nay hadi cai gi thi go h sé c6 phan giai thich kha ré rang.
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Ban c6 thé tai vé mét ban config mau ma minh xai cho may Pentium3, Tekram
SCSI card, SB Live! sound card, bt848 Haupauge TV card,
ext2/ext3/reiserfs/jfs/tmpfs/is09660/vfat/ntfs va ipsec VPN compiled vo
kernel, tulip, intel, realtek modules cho network cards, iptables va wireless
modules. Néu ban khéng can cai nao thi chi viéc comment out (bo cai dau # &
phia truéc) cai hang d6. Chang han may ban la Petium4 thi nén thay ddi véi gia tri
tucong rng. Sau d6 chay Iénh $make oldconfig thay vi $make menuconfig nhu &

trén.
3b. $make dep sé chuin bi cac dependencies can thiét
3c. $make clean sé don dep .o files ma developers dé quén va tao cac source tree.

3d. $make bzImage sé& bat dau that su compile kernel. Néu moi chuyén sudn sé

ban sé& c6 bzZImage nam trong thu muc /usr/src/linux/arch/i386/boot

3e. $make modules sé compile cac modules ban chon trong lic chay $make

menuconfig & trén.
3f. $make modules_install sé cai cdAc modules vao thu muc /lib/modules/2.4.21

3g. $cp /usr/src/linux/arch/i386/boot/bzImage /boot/mykernel-2.4.21 sé cp

kernel image ban md@i compile v6 thu muc /boot.

Néu ban c6 SCSI card va compile SCSI card hoac filesystem (ext3, reiserfs,..v..)
ma may s dung duéi dang module thi ban phai tao initial ramdisk véi Iénh
$mkinitrd -o /boot/initrd-2.4.21.img /lib/modules/2.4.21. Con néu ban da

compile SCSI card va filesytem vo6 luon kernel thi bai bai initrd.

4. Chuéan bi boot loader

4a. Néu ban dung GRUB: tao han mot section méi cho kernel cua ban bang cach
stra menu.lIst v&i Iénh $vi /boot/grub/menu.lst gia sif / cua ban ndm trén

/dev/hda3 va /boot nam trén /dev/hdal, thém vao nhirng hang sau:

title MyKernel-2.4.21
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kernel (hd0,0)/boot/mykernel-2.4.21 root=/dev/hda3
initrd (hd0,0)/boot/initrd-2.4.21.img
Né&u ban khong xai initrd thi khong can hang cudi & trén.

4b. N&u ban dung LILO: tao hdn mot section cho kernel ciia ban bang cach stra

file lilo.conf véi Iénh $vi /etc/lilo.conf thém vao nhirng hang sau:

image=/boot/mykernel-2.4.21
label=MyKernel-2.4.21
root=/dev/hda3
initrd=/boot/initrd-2.4.21.img

read-only

Nhé chay Iénh $lilo néu khong ban sé khong thay kernel méi ciia minh khi reboot.

Ban nén giif lai /usr/src/linux/.config d€ mai nay néu ban muén compile 2.4.22
ching han thi c6 thé xai lai né bang cach chay $make oldconfig thay vi $make
menuconfig. Luu y: $make mrproper sé xo6a di /usr/src/linux/.config file va don
dep sach sé cac .o files va symlinks (In -s command). Ban sé& khdéng thé dung

config file cua kernel 2.4 cho kernel 2.5 dugc.

Hy vong bai viét nay sé giap ban hi€u rd hon qua trinh cdp nhat kernel tir source.
Nhu thudng 1€, cam on cac bac trén #unixcircle da cho feedback. Moi gop y xin

gui vé em_mé_compile_kernel@vnlinux.org
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Lam reverse proxy vG@i Linux + Apache,
Bao vé may chu

1. Gidi thiéu
Chao cac fan ham mo Linux,

Bai viét nay chl yéu dua trén hai tai liéu la "Web Security Appliance With Apache and
mod_security" cua Ivan, tac gid mod_security va "Securing Apache 2: Step-by-Step" cua
Artur Maj. Ba con c6 thé xem day 1& mét ban dich tiéng Viét cua hai tai liéu trén, kém theo
nhitng suy nghi riéng clia ban than tdi dua vao kinh nghiém thuc té khi trién khai reverse
proxy -0-. Bai viét nay cé thé xem la mdt case study thudc tap tai liéu "Bao v& may chud an
toan vdi phdn mém tu do".

Nhiém vu clia ching ta la bao vé mdt hay nhiéu content web-server -1- ndm trong ving
Internal -2-, cdc web-server nay cé thé 1& Apache httpd, hodc Microsoft IIS, hodc cé thé
chi Ia mot web-server don gian dugc embedded vao mét (ng dung nao dé. D& hoan thanh
nhiém vu, chdng ta sé tap trung vao xay dung mot firewall/ids hoat dong & tang
application, trong tai liéu nay goi la reverse-proxy, si dung Apache httpd -3- trén nén
Linux.

2. Reverse proxy la gi?

Client

Content server
Reverse proxy

Client Internet

Router/gateway

M6t proxy, theo dinh nghia, la moét thié€t bi dirng gilta server va client, tham gia vao "cudc
tro chuyén" gilta hai bén. Khai niém proxy ma ching ta thudng dung hang ngay t6t hon
nén dudc goi la mot forward proxy: mot thiét bi dirng gilta mot client va tat ca server ma
client d6 mudn truy cap vao. M6t reverse proxy lam céng viéc hoan toan ngugc lai: né
ding gilta mot server va tat ca client ma server nay phai phuc vu. Reverse proxy giéng
nhu moét nha ga kiém mot tram kiém soat, cac request tir client, bat budc phai ghé vao
reverse proxy, tai reverse proxy s& kiém soat, loc bo cac request khdong hop 18, va luan
chuyén cac request hgp & dén dich cubi cling |a cac server. Chl y 18 mot reverse proxy co
thé& luan chuyén request cho nhiéu server cluing lc.

Lgi thé I8n nhat cua viéc sir dung reverse proxy la é kha nang quan li tap trung. Mot khi da
d8y dudc tat ca traffic di qua mét tram kiém soat duy nhéat (1a reverse proxy), chidng ta cé
thé &p dung nhiéu "dd nghé&" khac dé tdng cudng an ninh cho hé thdng cla minh. Di nhién,
b4t ki san ph&dm hay c6ng nghé nao cling c6 uu va khuyét diém cta nd, di cing vdi single
point of access bao gig cling la "bong ma" single point of failure. Single point of failure cé
thé dugc gidi quyét bang cach xay dung cluster. Day Ia mét van d& hoan toan vugt qua
khéi pham vi clia bai viét ndy, téi chi xin gigi thiéu bd nao mudn tim hiéu vé cluster trén
Linux thi thir ghé vao http://www.linux-ha.org. Ngoai ra ap dung reverse proxy dung cach
sé giup tang cudng performance cling nhu nang cao scalability cia cac web-application
chay trén cdc content server. Chut xiu nifa, tdi s& di vao chi tiét cac uu diém cla reverse
proxy cling nhu lam thé& nao dé khai thac cac uu diém dé.

3. Cai dat may chu reverse-proxy
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3.1. Chon va cai dat hé diéu hanh cho reverse proxy

Di nhién la t6i st dung linux cho may chu reverse proxy. Toi khong moé ta qua trinh cai dat
linux & day bdi cd rat nhiéu tai liéu hay trén Internet néi vé dé tai nay, va hon nira téi nghi
la mbt khi d& nghi dén chuyén lam reverse proxy thi chac chdn chuyén cai dat Linux khéng
la van dé.Linux cé qua trgi distro, thé mrro chon distro nao? Theo t6i thi distro nao cling
nhu nhau ca thoi, nhung néu ai do hoi téi cau hoi trén thi cau tra IGi s€ la Trustix -4-. Bat
k& chon distro nao, nhé la sau khi cai dat xong, hdy danh mét chit thdi gian dé secure cai
distro ctia minh lai trudc khi doc ti€p -5-. Phan ti€p theo ching ta sé ban vé viéc cai dat
Apache httpd cling nhu cdc module kém theo cta né.

3.2. 1.3.x hay 2.x?

Trudc tién, tdi nghi can phai tra 18i cdu hdi Ia ching ta s& chon phién ban Apache nao dé
lam reverse proxy day, 1.3.x hay 2.x? T6i chon 2.x vi ba ly do: th& nhat Ia t6i "nghe don"

T
I cé rat nhidu 0-day trong phién ban 1.3.x &, Ly do th( hai 1a Apache 2.x cung cdp mdt
bd filtering API t6t hon so véi phién ban 1.3.x, cho phép cdc module cé thé nhin thdy va
tudng tac va@i ndi dung cua cac request cling nhu cac response tucgng Ung tir tra IGi tir
server. Diéu nay rat quan trong doi véi mot reverse proxy dong vai tro 1a moét application
gateway bdi vi n6 phai kiém tra tit ca thdng tin di xuyén qua né trudc khi chuyén giao cho
bén nhén. -6-. Ly do cu8i cling 1& Apache httpd 2.x c6 performance cao han hdn 1.3.x khi
phuc vu cac static content nhu file HTML va file hinh anh. T6i quan tdm dén van dé nay la
vi t8i cb y dinh giam tai cho cac content server bén trong bang cach tach content ra lam
hai loai la dynamic (cac loai file CGI/Perl, PHP) va static (cac file HTML va file hinh anh),
cac content server chi phuc vu dynamic content, con tat ca static content thi dua qua may
chu reverse proxy luén. Luc dé khi cac request cua client di vao reverse proxy, néu request
dd cé dich dén la mét static content, may chu reverse proxy sé tra IGi luon cho client ma
khéng can forward request dé dén content server & phia sau, chi nhitng request dén cac
dynamic content mdi dudgc forward dé€ cac content server x( li. T6i s& di vao chi tiét van dé
nay & phan sau, chi luu y mét diéu la cuGi cung toi lai khong dung Apache httpd cho muc
dich nay ma lai sir dung mot may chu web khac chuyén tri static content.

3.3. Chon module cho Apache httpd

Ngoai nhitng module ma tai liéu "Securing Apache 2: step by step" dé nghi, ching ta phai
chon thém cac module sau day:

-mod_rewrite, mod_proxy, mod_proxy_http: cdc module ndy sé& hd trg ching ta trong viéc
thiét 1ap reverse proxy.

-mod_security: module nay gilp chuing ta cdu hinh reverse proxy thanh mot application
firewall dé chéng lai cac dang tan cong thudng thdy vao cac web-application chay trén
content server. -7-

-mod_ssl: module nay gilp ching ta ma héa dit liéu cta cac két ndi tir client dén server
thong qua giao thirc SSL va TLS, bién giao thirc HTTP khéng an toan thanh giao thic
HTTPS rat bao mat. -8-

Phan quan trong ti€p theo la chon mét MPM phu hgp vd&i muc dich lam reverse proxy cua
chiing ta. MPM I3 viét tat cha cum tir Multi-Processing Module, |a mét cai thién dang k& cua
Apache httpd 2.x so vGi Apache 1.x. Trong kién tric cua Apache 2.x, MPM dong vai tro hét
stic quan trong, né chiu trach nhiém l&dng nghe trén cac c6ng mang, chdp nhan cac yéu
cau két ndi tir phia client, va chuyén cac yéu cau dé vao bén trong dé Apache httpd xur Ii -
9-. Trong trudng hdp nay tdi chon MPM worker. MPM worker st dung thread dé& phuc vu
cac request, do d6 n6 cé kha nang phuc vu mét lugng 16n cac request nhung lai ton rat it
tai nguyén so vdi cac process-based MPM khac nhu prefork. Dong thdi MPM worker van
khai thac dac tinh 6n dinh cla ca process-based MPM béng céch tao ra nhiéu process dé
trudc, moi process c6 nhiéu thread dé€ san sang phuc vu client -10-,

3.4. Bién dich va cai dat Apache httpd

CAu hoi ké tiép la bién dich cidc module theo kiu nao. Nhu ching ta déu biét, c6 hai cach
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bién dich cac module trong Apache httpd. Cach th nhat, goi la phuagng phap dong, la bién
dich cac module thanh cac thu vién lién két chia sé (tuong ty nhu cac thu vién DLL trén
Windows). Vdi cach nay, cac module sé dugc bién dich thanh cac file .so, va sé dugc tai I1én
khi Apache httpd khdi dong néu can (tuy theo cac cau Iénh LoadModule trong file cau hinh
conf/httpd.conf). Cach bién dich th{ hai, goi la phudng phap tinh, la gom tat ca module
nhét vao trong file bin/httpd ludn (link statically). Khi khdi dong va trong qua trinh chay,
Apache httpd khéng can phai tai thém module nao nira. Phuang phap tinh dugc xem la Iua
chon t6t han hét. Chon phuaong phap tinh, ching ta khéong can dung dén module mod_so
(module can thiét dé tai cac file .so trong phudng phap déng). Hon nita, theo khuyén céo
cua Apache, st dung phudng phap tinh sé gilp tang 5% vé mat performance so vdi
phuong phap dong.

Chung ta tai Apache httpd 2.x & http://httpd.apache.org/download.cgi va tai mod_security
tai http://www.modsecurity.org st dung cac lénh sau:

CODE

localhost$ wget http://www.tux.org/pub/net/apache/dist/htt...d-2.0.54.tar.gz
localhost$ wget http://www.modsecurity.org/download/modsecurity-1.8.7.tar.gz
localhost$ tar -xzf httpd-2.0.54.tar.gz -C /usr/local/src

localhost$ tar -xzf modsecurity-1.8.7.tar.gz -C /usr/local/src

Tai liéu kém theo clia mod_security chi huéng din céch bién dich mod_security thanh mét
thu vién chia sé clia Apache httpd, do dé chling ta can phai chun bj d6i chd dé cé6 thé bién
dich tinh mod_security:

CODE

localhost$ cd /usr/local/src

localhost$ mkdir -p httpd-2.0.54/modules/security

localhost$ cp modsecurity-1.8.7/apache2/mod_security.c httpd-2.0.54/modules/security
localhost$ cp httpd-2.0.54/modules/echo/Makefile.in httpd-2.0.54/modules/security

Okay, xong xudi, bat dau bién dich nhu sau:

CODE

localhost$ cd /usr/local/src/httpd-2.0.54
localhost$ ./configure \
--with-mpm=worker \
--disable-charset-lite \

--disable-include \

--disable-env \

--disable-status \

--disable-autoindex \

--disable-asis \

--disable-cgid \

--disable-cgi \

--disable-negotiation \

--disable-imap \

--disable-actions \

--disable-userdir \

--disable-alias \

--disable-so \
--with-module=security:mod_security.c \
--enable-modules="ssl| rewrite proxy proxy_http'

NE&u qua trinh bién dich thanh cdng, ching ta s& tiép tuc nhu sau dé cai Apache httpd vao
hé théng (tai thu muc mac dinh la /usr/local/apache):

CODE

localhost$ make

localhost$ su

localhost# umask 022

localhost# make install

localhost# chown -R root:sys /usr/local/apache



www.nhipsongcongnghe.net

3.5. BGi "root" clia server

Phan nay xin vui lobng tham khao tai liéu "Securing Apache 2:Step by Step."
-m

(con tiép)

Phan sau:
4. Cau hinh Apache httpd lam reverse proxy

-0-: Thuc té phan tiéng Viét cla tai liéu "Securing Apache 2: Step-by-Step" t6i sao chép
kha nhiéu tur ban dich va md réng tai liéu "Securing Apache: Step-by-Step"
(http://www.securityfocus.com/infocus/1694) clia hnd aka conmale. Tham khao thém vé
ban dich va ma rong clia anh conmale tai
http://www.hvaonline.net/forum/index.php?a... T&f=161&t=46199

-1-: ngoai web-server ra, giai phap reverse proxy (hodc tuong tu) cé thé ap dung cho cac
dich vu khac nhu VNC (xem th(r http://sourceforge.net/projects/vnc-reflector/), mail (xem
thur tai liéu "Qmail as the mail gateway" ciia hnd@diendantinhoc.org). Chi duy nhat mot
dich vu tui chua lam dudc reverse proxy la FTP, bo nao cé thong tin vé ftp reverse proxy
thi cho tui vai xu.

-2-: chiing ta van c6 thé thiét 1ap reverse proxy dé bao vé cho cac web-server ndm & ngay
vung DMZ, hoac thiét [ap moét reverse-proxy dat ngay trong vung Internal dé bao vé cac
web-server & vung Internal tir cac mGi hiém hoa dén tlir bén trong.

-3-: Ngoai Apache httpd ra, con cd rat nhiéu software khac cé thé dugc &'ng dung dé lam
reverse proxy ma dang ké nhét Ia pound. Thao khao thém tai dia chi
http://www.apsis.ch/pound/.

-4-: Trustix la mot distro nhd gon (tron bo cai dat chi c6 mét CD duy nhat) dugc xay dung
dua trén RedHat vdi hai muc tiéu chinh Ia bdo méat va 6n dinh. Phién ban stable mdi nhéat
cua Trustix la 2.2, phién ban unstable la 3.0 RC2. Tham khao thém tai www.trustix.org.

-5-: Tham khao tai liéu Linux Security HOWTO ¢4 tai http://www.tldp.org d& biét thém chi
ti€t. Phan mém Bastille-Linuxciling sé rat hitu dung trong viéc secure cho cac Linux server.

-6-: Chi c6 st dung Apache 2.x thi nhitng luat can loc OUTPUT clia mod_security mdi cé
tac dung.

-7-: Tham khao thém tai liéu vé mod_security tai dia chi http://www.modsecurity.org va
loat ki su clla conmale vé cac vu tan cong DDoS vao HVA.

-8-: K& tir phién ban Apache httpd 2.0, mod_ssl| d& dudc chinh thirc dua vao Apache httpd.
Tham khao thém tai liéu vé mod_ssl tai dia chi http://www.modssl.org.

-9-: Chon lya MPM cho Apache 2.x la mot van dé cuc ki quan trong, anh hudng rat nhién
dén performance cua server, do dé téi dé nghi nhirng ai quan tdm dén Apache 2.x, nén
tham khao thém tai liéu vé MPM tai http://httpd.apache.org/docs-2.0/mpm.html

-10-: Tai sao thread lai "ngon" han process vé performance? Nhitng ai quan tam dén van
dé nay xin tim cac tim doc cac tai liéu sau day:

Advanced Linux programming (http://www.advancedlinuxprogramming.com)
Understanding the Linux kernel.

Tac gid Mrro - Nhom HVAonline
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Ung dung tap tin htaccess trén may chu
Apache

Ung dung tap tin htaccess trén may chu Apache - 15/11/2004 12h:37

Ban da tirng nghe vé tap tin .htaccess trén cac may chu hé Unix (FreeBSD, Linux,
Solaris, True64...)? Ban biét rang tap tin nay c6 thé diéu khién dugc kha nhiéu
th{r, tham chi thay ddi dudc ca thiét 1ap mac dinh ciia may chu Apache
http://apache.org/. Thé nhung ban da tan dung dugc bao nhiéu Iénh trong tap
tin nay dé lam cho website cia minh manh mé&, an toan hon?

Trong bai viét tdng hop nay, tac gia sé cung ban nghién clru, ’ing dung mét sé
Iénh thong dung nhat dé thuc hién cac tac vu bao vé, diéu khién website theo y
ban mudn. Na‘lo, Xin mai ban!

Tao trang béo 16i mang mau sic ca nhan

Trong qua trinh lam viéc VO'I client, néu c6 16i xay ra (vi du nhu khong t|m thay
tap tin) thi Apache sé& bao 16i bang mot trang c6 sén hién thi ma sé cua 16i d6, rat
khong dep va khé hiéu.

Véi .haccess thi ban cé thé tu tao cac trang bao 16i hay hon. P& lam dudc diéu nay
thi trong tap tin .htaccess ban thém dong sau:

ErrorDocument ma s6 16i /trangloi.html
Trong d6 ma s& 16i 1a m& s cua 16i phat sinh, sau day |a nhirng 16i hay g&p:

- 401 - Authorization Required (c&n password dé truy nhap)
- 400 - Bad request (Loi do yéu cau)

- 403 - Forbidden (khéng dudc vao)

- 500 - Internal Server Error (I0i server)

- 404 - Wrong page (l0i trang, khong tim thay...)

con trangloi.html & trang web ma ban mudn hién thi khi 16i phat sinh, cé thé dua vao tap
tin nay ndi dung hay dé hoa gi tuy ban, chdng han lién két trd vé trang chinh cua trang
web. Vi du: ErrorDocument 404/trangloi.html hodc: ErrorDocument500/l0i/500.html

Bay gid ban hay tai (upload) 2 tap tin .htaccess va trangloi.html I1én hosting ctia minh.
Chéng &n cdp bang thdng (bandwidth)

Thoéng thudng nhiing dich vu luu trif web chi cung cép cho ban mot lugng dif liéu luan
chuyén (data transfer) nhat dinh hang thang va khi ban st dung hét lugng di liéu nay,
website cla ban sé tu dong bi déng clra. Ban sé phai tra thém tién cho lugng bang théng
vUugt qua hoac phai budc long chG dén thang sau.

Né&u hinh anh, dit liéu, ... cia ban bi cac website khac “an trom” (bang cac thu thuit don

gian) 1am cho lugng dit liéu ludn chuyén cua ban tang Ién, thi cd nghia |a ban s& phai tra
tién cho cai ma ban khong st dung. S dung tap tin .htaccess la mét giai phap hoan hao,
d€ ngdn chan viéc sir dung hinh anh tradi phép trén website cla ban. Ban chi viéc dua vao
tap tin .htaccess no6i dung sau :

RewriteEngine on

RewriteCond %{HTTP_REFERER} !"$

RewriteCond %{HTTP_REFERER} !“http://(www\.)?trangweb\.com/.*$ [NC]
RewriteRule \.(gif|jpg)$ - [F]

O doan m3 trén tbi sir dung module Rewrite ctia mdy chu Apache, ban chi viéc thay doi
trangweb.com thanh dia chi website ciia minh.

C6 thé sir dung mét hinh anh nao dé canh cdo nhitng ké “&n trdm” bang thdng, ban dlung
dong Iénh sau:
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RewriteEngine on

RewriteCond %<{HTTP_REFERER} "%

RewriteCond %{HTTP_REFERER} !“http://(www\.)?trangweb\.com/.*$ [NC]
RewriteRule \.(gif|jpg)$ http://www.trangweb.com/diehotlinker.jpg [R,L]

Khéng cho hién danh sach tap tin trong thu muc

Trong trudng hgp mdt thu muc nao dé khéng cé tap tin index hodc default, Apache sé& hién
thi mot danh sach liét ké nhirng tap tin c6 trong thu muc dé. Tuy nhién néu day la nhitng
tai liéu nhay cam, ban khong muén ngudi khac thay, hdy thém Iénh sau vao tap tin
.htaccess

Options -Indexes
Thay thé trang index

Théng thudng khi truy nhap vao mot trang web, Apache sé tim tap tin index.htm hoac
default.htm tra ké&t qua vé cho trinh duyét, ban cé thé diuing .htaccess thay d8i mic dinh
nay.

DirectoryIndex index.php index .php3 messagebrd.pl index.html index.htm

V@i dong Iénh nay thi tat ca cac tap tin dudc liét ké sé dudc tim theo th(r tu khi cé yéu cau
t&i thu muc hién hanh, trang nao dugc tim thay dau tién sé thanh trang index cua thu
muc.

Cam/han ché IP truy nhap

M6t s6 ngudi mudn lam ngap (flood) trang web cua ban, viéc can lam la ngan cdm nhirng
IP ctia nhitng ngudi nay truy nhap vao trang web, ban thém doan ma sau vao .htaccess:
deny from 203.262.110.20; cho phép IP truy nhap: allow from 203.262.110.20.

Néu ban chi viét IP dudi dang: 203.262.110 thi sé cdm tat ca IP trong dai tir
203.262.110.1 dén 203.262.110.254.

S dung dong Iénh sau: Deny from all s&€ cam tdt ca moi truy nhap dén cac trang web
trong thu muc, tuy nhién cac tap tin trong d6 van cé thé dudc st dung tir bé&n ngoai théng
qua céc Iénh dang require hay include (trong Iap trinh PHP), c6 th& xem thém m& ngudn
clia PHPBB forum,IBF... d& hi€u rd han.

Tu d6ng chuyén dén dia chi mdi (Redirection)

Ban chuyén trang web clia minh dén dia chi m&i nhung khdng phai ai cling biét diéu nay,
redirect truy nhép tir xa mot cach dan gian bang lénh sau:

Redirect/olddirectory http://www.trangwebmoi.com/thumucmoi ;
Tuy bién dudi tap tin

Théng thudng, tuy thudc vao ngon ngif Iap trinh web ma ban s dung tap tin sé co phan
md rong khac nhau nhu: html, htm, asp, aspx, php, cgi, ..Tuy nhién néu st dung
.htaccess ban cé thé tac ddng vao may chu Apache, Apache sé goi dén tap tin cla ban va
tra vé cho trinh duyét web clia ngudi dung véi phan md réng do ban quy dinh trong
.htaccess. Ban s(r dung doan Iénh sau trong tap tin .htaccess:

RewriteEngine on
RewriteRule (.*)\.dll$ $1.html

Html Ia phan m@ rong thuc sy cua nhitng tap tin trén website, dll Ia phan md réng do ban
lua chon. Luu y trong lién két trén trang web, ban phai goi ding dudng dan dén tap tin vdi
phan md rong mdi (& trén la dll), vi du http://www.trangweb.com/in dex.dll

Luu y khi sir dung tép tin .htaccess:
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- Chi ap dung trén may chu Apache da bat ché do .htaccess, néu chua ban hay thir lién hé
véi nha cung cap dich vu hosting.

- P& tao ra tdp tin nay ban cé thé sir dung ngay chudng trinh Notepad ciia Windows: chon
ché db save as vdéi tén .htaccess, nhung khi ltu nhg bd dubi txt.

-.htaccess chi cé tac dung déi v@i nhitng tap tin ngang hang (trong cung thu muc véi né)
hodc thu muc con. V3&i thu muc, noé chi cé tac dung trong thu muc chira né va thu muc
con, con v tac dung vdi thu muc me (parent directory).

- Ban c6 thé dung mdt sd chuong trinh FTP (Leaf FTP, WS FTP, Cute FTP) dé tai tap tin
.htaccess |én hosting clia minh vGi ché do ASCII, néu n6 khong hoat dong ban thir CHMOD
V@i gia tri 644.



