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Internet Of Things (IoT) cho ngudi mdi bat dau 1/155
\ e ? A
LOi mo dau

Internet Of Things (IoT) - Internet van vat dudng nhu dang ding trudc mot budc ngoét dé di dén
giai doan tiép theo cho mo6t thé gidi hién dai, v&n minh. D6 (& vién cdnh ma moi vat déu cdé thé két ndi
vdi nhau théng qua Internet khéng day. Cac doanh nghiép dang cé xu hudng Ung dung san phém
cdng nghé loT vao sé&n xuét ngay cang nhiéu bdi thi truong séng tao tiém nang va chi phi sén xuét

ngay cang théap.

Chung kién su phat trién nhu v b&o clia céc san phém Ung dung cdng nghé loT va thi trudng cong
nghé Start up tidm né&ng dang ngay cang sdi déng hon bao gidy hét, quyén séch nay cung cép céc
ndi dung ve loT vai triét lf Khéng chi la thuc té& - khéng rdi rac, hudng dén nhirng ngudi tré tudi da,
dang va mudn tap trung nadng luc clia minh cho khéng gian Internet Of Things. Mong muén cho ra dai
nhi{tng s&n phé&m dbéc déo, sédng tao, ngay cang hoan thién va ddng bo dé co thé dép Ung nhu cau

clia cudc séng.

Noi dung dugc thiét k& mat cach co ban giup hoc vién cé céi nhin téng quan ve viéc xay dung hé

théng, s&n xuét thiét bi va dé dang tham gia vao linh vuc loT mdi mé.
A e \_° A ’, e 92
Boi loi vé tac gia

Chu bién clia cudn séch la dng Pham Minh Tuéan(TuanPM), cé nhigéu nam kinh nghiém lam viéc trong
mang loT va phat trién céc thu vién ma ngudn md cho cong ddng. Tac gid xay dung cudn s&ch nay
vdi muc dich déng gép 1 phan nhd nhing kién thidc clia minh vao su phéat trién clia nganh céng

nghiép v&n con mdi mé nhung rat tiém nang nay.
Thuat nglr hay sU dung

- 0T - Internet Of Things hay internet van véat.

- ESPB266 - Chip xU li tich hop thu phét WiFi.

- Git - Trinh quén | phién ban.

- Github - Mang xa hai danh cho lap trinh vién.

. IDE - Viét t&t clia Integrated Development Enviroment - méi trudng phat trién tich hap.
- Compiler - Trinh bién dich.

- Logic Level - MUc dién é&p dé chip hiéu dugc (1 hay 0).
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Giai thich code trong bai

void setup()

{
//comment @
inta=1;
a+ @

}

® Dong nay gidi thich day la comment (chu thich).

@ Dong nay gidi thich bién a tdng thém 1 don vi.

iotmaker.vn
h.vn
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e s o e A A

Gidi thiéu ndi dung

N&i dung quyén sach nay bao gdm cac hudng dén chi tiét cho ngusi doc l&p trinh Ung dung loT sl
dung Chip WiFi phd bién hién nay la ESP8266 dé két néi vai Server, gdi, nhan dir liéu va thuc thi cac
lénh t&r Server. Internet Of Things dua va céc két ndi Internet kha nhiéu, do vay cac ndi dung cling

tap trung nhiéu vao cac giao thic (prototcol), cédc phuong phéap quan Y cling nhu céu hinh két ndi.

Phan ciing s’ dung chinh la System On Chip (SoC) ESP8266 - c6 kha nang két néi WiFi va lap trinh
dugc vai gid thanh ré va phd bién trén thé gidi. Board mach s dung la board ph&n ciing md. [oT WiFi

Uno cod so db chan tuong thich vai céc board Arduino Uno.
Phan mém s’ dung l&p trén méy tinh cho Chip ESP8266 la Arduino, ngdn ng{ lap trinh C/C++.

Céc phan lién quan dén Server chay trén méy tinh st dung NodeJS vdi ngén ngl l&p trinh

Javascript.

Ngoai ra, ban sé& can tim hiéu mot s6 céng cu va khai niém thuong xuyén dugc s dung trong quyén

sach nay nhu sau:

- Git - Trinh quan Y phién bén s dung rat rong rai trén thé gidi, Github la mét mang xa héi cho
l&p trinh vién dua trén Git. Git giup ban quén | dugc mé& ngudn, lam viéc nhém, x& 1Y céc thao
tadc hop nhéat, lich s ma ngudn .. Co thé trong qua trinh lam viéc vdi quyén sach nay, ban sé
can s dung céc thu vién ma ngudn md cho Arduino ti Github, nén viéc cai dat va s dung cong
cu khé can thiét cho viéc do. Chua ké, nd s& giup ban quén |y m& ngudn va du an ngay cang

chuyén nghiép hon.

- Sublime Text - L& m6t trinh soan thdo phé bién, nhanh, nhe va nhidu tinh n&ng hay. S& dung
dé lap trinh. Javascript (NodeJS)

- Code formater - Dung dé dinh dang m& ngudn phu hap, dé doc, dé slra chra.
- Editorconfig - La m6t cong cu cdng thém vao cho céc Editor, giup viéc dong bd héa céc tiéu

chuén nhu Indent, Align, Space .. dé d&dm bao code khi dugc md & cac Editor khéng bi thay déi.

Tuy phén cung chinh thic sl dung la board mach phan cing m& loT WiFi Uno,
0 nhung ban hoan toan coé thé sl dung bat kg board ESP8266 nao khac trén thi
trudng cho cuén sach nay, vi du nhu: NODEMCU, Wemaos, ...

Céc noi dung trong quyén sach nay tap trung vao hudng dan céc giao thuc,
@ cach thuc lam viéc vadi cé hé théng vai board ESP8266, Server .., con cac du én

méau, hudng dan chi tiét cé thé tim thém tai arduino.esp8266.vn.

Q T&t cé cac phan Code déu khéng gidi thich rd chi tiét APl cho mbi tinh nang. Ma
thay vao dé dugc cung cép tai phu luc Cheat Sheet (Arduino va C).
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Ai co thé s’ dung?

- Céc lap trinh vién phan mé&m/Mobile App, Web App.. mudn tham gia lam s&n phdm loT.
- Sinh vién muédn nang cao k{j ndng, bé sung kién thic.
- Cé nhan mudn tu minh lam céc s&n phdm phuc vu cudc séng, phuc vu céng viéc.

- Startup Tech khéng chuyén vé phan cing hodc phan mém.
Muc tiéu mang lai cho nguai doc

- Giup cho ngusdi khédng chuyén vé phan cing tiép can dé lam san phém loT dé dang.
- Co thé tu phat trién hé théng tich hop cho san phém IoT.
- Hidu biét v& quy trinh tao ra san phém phan cing, di vao mang san xuét thiét bi.

- Tranh nhiing sai sot khéng dang co khi phat trién va thiét ké sai hé théng.
R .
Chuan bi

. it nh&t ban can 1 board mach ESP8266 ap trinh dugc, t6t nhat nén s dung cac board mach
tuong tich va&i Arduino IDE (d& cd cédc module nap cho chip).

- Nén co thém céc module khac nhu cdm bién, ddng co dé thuc hanh, mot bo StarterKit la phu
hop.

- 1 may tinh cé nhan (Windows, MacOS hoac Linux).

- C & Arduino ESP8266 Cheatsheet (Muc luc cuéi quyén sach nay).

iotmaker.vn
h.vn
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KiEn thlic co ban

Trong pha&n nay, chung ta sé bat dau b&ng viéc tim hiéu téng quan vé hé théng loT, téng quan vé
dong chip ESP82686, rdi dén viéc cai d&t cong cu phét trién Arduino trén may tinh clia ban. Tiép dén
l& viéc bién dich céc du &n méu, lua chon trinh thu vién, trinh soan th&o sé& lam viéc. K&t thuc chuaong
nay chung ta sé cé dugc céi nhin t8ng quat vé hé théng loT, ldm thé nao va s’ dung céng cu gi dé
l&p trinh Ung dung vd&i ESP826B.

Diém qua phan nay nhu sau:
- 10T va Ung dung thuc té.
- Tim hiéu v& chip WiFi ESP8266.
- Arduino IDE va sUf dung Arduino vdi ESP8266.
- Starter Kit bd cong cu khai déng viéc hoc lap trinh [oT.
- Node.js - Javascript ngdn ng lap trinh Server Side.
- Cai dat tat cé céc cong cu.

Vd&i nhing ai d& ting hiéu ré ESP8266, da ting lam vé hé théng loT, da chuyén nghiép trong l&p trinh
C/C++ co thé bd qua chuong nay.

h.vn
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Internet Of Things (loT)

Internet of Things (loT) la gi?

Internet of Things (IoT) - Mang ludi van vat két néi Internet la moét kich ban
clia thé gidi, khi ma mai do vat, con ngudi dugc cung cdp mot dinh danh cla
riéng minh, va tat cad co kha n&ng truyén tai, trao dédi théng tin, dif liéu qua
mot mang duy nhat ma khéng can dén su tuong tac truc tiép gira nguai vdi
ngudi, hay ngudi vdi may tinh. loT da phat trién tr su hoi tu clia céng nghé
khéong day, cong nghé vi co dién tl va Internetl]. Néi don gidn la mot téap
hop céc thiét bi cd kha néng két ndéi vai nhau, vai Internet va vdi thé gidi bén
ngoai dé thuc hién mot cdng viéc nao do. Link: viwikipedia.org/wiki/

Mang_ludi_van_vat_két_ndi_Internet
— Wikipedia

Internet of things (IoT) dung dé chf céc déi tugng co thé dugc nhan biét cling nhu chi su tdn tai cla
chung trong mét kién tric tdng hoa mang tinh k&t néi: Mang ludi van vat két néi Internet, hay goi don

gidn hon la Things.

loT c6 thé la bé cam Ung dugc l&p rép trong mot chiéc td lanh dé ghi lai nhiét do, la mot trai tim dugc
céy ghép trong co thé con ngudi,.. Hiéu don gian, loT cé thé khién moi vat gid day co thé giao tiép vai
nhau dé dang hon va uu diém ldn nhét cla “Thang minh” la khd n&ng phong nglia va cénh bao tai
bat ki dau.

Cum tU Internet of things dugc dua ra bdi Kevin Ashton vao n&dm 1993, tiép sau dé nd cling dugc dung
nhigdu trong cac &n phdm dén t cac hdng va nha phan tich. Ho cho réng loT la mét hé thédng phic
tap, bdi nd la mot lugng lan cac duang lién két gitra méy maoc, thiét bi va dich vu vdi nhau. Ban dau,
loT khéng mang ( nghia tu déng va théng minh. V& sau, ngudi ta da nghi dén khé nang két hop gitra
hai kh&i niém loT - Autonomous control lai v&i nhau. N6 co thé quan sat su thay déi va phan hoi vai
maéi trudng xung quanh, ctng co thé tu didu khién ban than ma khéng can két ndi mang. Viéc tich
hop tri théng minh vao 1oT con co thé giup céc thiét bi, may maéc, phan mém thu thap va phan tich
cac d liéu dién t clia con nguai khi chung ta tuong tac vdi ching. Xu hudng tét yéu trong tuong lai,
con ngudi cé thé giao tiép vdi may moc chi qua mang internet khdng dady ma khéng can thém bét cu

hinh thic trung gian nao khac.

Cau hai dat ra &, didu gi giup loT “théng minh” va “hiéu” con ngudi? Ban dau, ngudi ta cho réng
Internet clia van vat chl yéu xoay quanh giao tiép M2M (céc thiét bi két néi vai nhau théng qua mot
thiét bi khac digu khién). Nhung khi hudng dén su “théng minh hoa”, dé khéng chi la giao tiép gila

M2M ni{fa ma can phai dé cap dén céac cdm bién (sensor). Va cling dung l&m tudng réng Sensor la

iotmaker.vn
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mot cd may hoat déng dudi su van hanh cla céc thidt bi khac ma thuc chét, nd tuong tu nhu déi mat
va dbi tai cla loai nguai vai su ghi nhéan lién tuc nhiing do luang, dinh lugng, thu thap dU liéu tu thé
gidi bén ngoai. Suy cho cung, Internet of things dem dén su két néi gita méy mdéc va cdm bién, va
nho dén dr liéu dién toan ddm may dé ma hoa dir liéu. Nhiing Ung dung dién todn dadm may la mét
xich quan trong giup cho Internet of things cé thé hoat ddng nhd su phan tich, x( Lf va s dung di

liéu ma céc cdm bién thu théap duogc.

Tinh hinh trén thé gidi hién nay, tac dong clia 10T rat da dang va tich cuc & nhiéu linh vuc: quén | ha
tadng, y té, x4y dung va tu déng hda, giao théng... John Chambers (CEO clia Cisco) d& céng bé: Cho
dén nédm 2024 sé cdé 500 ty thiét bi duoc két ndi. Thuc té, con s6 nay ldn hon gan 100 l&n s6 ngudi
trén Trai dat, didu dé cho théy “van vat” nhigdu hon con nguai rét nhigdu. Ching ta déu biét Ung dung
loT cé thé “ndi chuyén” vdi con ngudi théng qua ban phim, thiét bi cling dugc thiét k& ngay cang
hoan thién vdi nhigdu cdm bién hon dé co thé giao tiép mdt cadch nhanh nhét va chinh xac nhét vai
con ngudi, thu thap di liéu don gidn ti méi ngudi chung ta. Nhung quan trong nhét, tuy giao tiép vdi
con ngudi nhung Ung dung loT khéng phai la con nguai.

Ngudi ta cho réng, 10T & chia khoa clia su thanh céng, la budc ngoét va co héi lan cla tuong lai. Dé
khéng bi tut lai phia sau, cac chinh pht va doanh nghiép can co su déi mai va dau tu manh tay hon

dé phéat trién cac san phdm Ung dung c6ng nghé Internet of things.

Céc hashtag: #lo0T #InternetOfThings

Hé thdng Internet of Things (IoT)

Hé thdng 1oT cho phép ngudi dung tién sé&u hon vao viéc tu déng hda, phéan tich, tich hop. Gidp cho
viéc cai thién tdm nhin, tinh chinh xac, ndng tdm céc cong nghé vé cdm bién, két néi, robot dé dat

hiéu quéd cao nhat.

Céc hé théng loT phéat trién, khai thac céc tién bd clia phan mém, gidm gié thanh khi xay dung phan
cung va tadn dung cac cdng nghé hién dai. Nhimng cai tién nay lam thay déi céch van hanh clia qué

trinh s&n xuét s&n pham, dich vu, x& héi, kinh té va &nh hudng dén cé chinh tri
Nhiing diém mé&u chét cla loT

Nh{ng v&n dé quan trong nhét cdia hé théng loT bao gom tri thdng minh nhén tao, k&t ndi, cdm bién

va cac thiét bi nhé nhung mang tinh co déng cao, ching dugc mo té so lugc nhu bén dudi:

- Al (Artifical Intelligence) - Hé thdng IoT v& co ban duagc hiéu la lam cho mai thiét bi tréd nén
théng minh, nghia la né gilp ndng cao moi khia canh clia cudc séng bang nhitng di liéu thu
thap duogc, théng qua céc thuét todn tinh todn nhéan tao va két néi mang. Mot vi du don gidn nhu
hép dung gao cla ban, khi biét rang gao sép hét, hé thdng tu déng dat mot don hang mdi cho

nha cung cép.

- Connectivity - L& m6t d&c trung co ban cla loT, hién nay céc mang thiét bi dang tréd nén phé
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bién, nhidu mang thiét bi ngay cang nhé hon, ré hon va dugc phét trién phu hap vadi thuc té

clng nhu nhu céu cla ngudi dung .

- Sensors - 10T s& mét di su quan trong clia minh néu khéng cé sensors. Cac cam bién hoat
dédng giéng nhu moét cdng cu giup l1oT chuyén t mang ludi cac thiét bi thu déng sang mang ludi
céc thiét bj tich cuc, ddng thdi co thé tuong tac vdi thé gidgi thuc.

- Active Engagement Ngay nay, phan lén cac tuong tac clia nhiing céng nghé két néi xady ra 1
cach thu déng. IoT duogc cho la sé dem dén nhiing hé théng mang tich tich cuc vé ndi dung, sén

ph&m cling nhu céac dich vu gén két.

- Small Devices - Nhu da dugc du doén tU trudc, cac thiét bi ngay cang dugc téi uu vai muc dich
n&ng cao doé chinh x&c, khd ndng md réng cling nhu tinh linh hoat. No dugc thiét ké ngay cang

nhd haon, ré hon va manh mé hon theo thai gian.
loT - Nhing lgi ich mang lai

Nh{ng lgi ich ma loT dem lai dugc dan trai hau hét dén céc tat cé céc linh vuc trong dai sdng, kinh

doanh.. Dudi day liét ké ng&dn gon mot sé tinh ndng hitu ich cla loT:

. Cai thién viéc gén két khach hang - Hé théng loT gitip phan tich cac diém md hién tai, tim ra
nhiing sai sot vé dbé chinh x&c. loT thay déi digu nay dé mang lai nhidu su gén két hon va hiéu
qua hon vaéi nguoi dung. Mot Ung dung tai céac clra hang, dich vu iBeacon giup tadng s6 lugng
s&n phdm tdi ngudi tiéu dung bang cach chi ddn ngudi dung tdi khu vuc cu thé trong clra hang
va dua ra céc gdi | vé sdn phdm. Chung cung cép céc thong tin chi tiét, cdc danh gid vé san
phdm, ..B&n canh do chung ciing cé kha n&ng cho phép ngudi dung chia sé céc san phédm qua

mang xa hai ...

- T6i uu hda cong nghé - giup na&ng cao trai nghiém cla khach hang cling nhu céi thién viéc s

dung thiét bi va hé trg cai tién céng nghé.

- Gidm sy hao phi - 10T giup viéc quan li tai nguyén & céc linh vuc dugc cai thién 1 céch ré rang.
Cac phéan tich hién tai thudng cung cép cho chung ta céi nhin & khia canh bén ngoai, trong khi

loT cung cép céc df liéu, théng tin thuc té& dé quan li tai nguyén mot cach hiéu qua haon.

- Tdng cuong viéc thu thap d liéu - Thong thuang, viéce thu thap dU liéu bi han ché do thiét
k& hé théng mang tinh thu dong. 10T pha v& su rang budc, gidi han cla thiét k& va tao ra 1 hinh

anh chinh xac cla tat cd moi thu.
loT - Nhing théach thuc gap phai

Mé&c du loT mang lai khé nhiéu lgi ich &n tugng, nd cling g&p phai nhiing thach thic dang ké. Duai

day la 1s6 van dé chinh clia loT :

. Kiém soat an ninh - [oT tao ra 1 hé sinh thai ma & doé cac thiét bj két ndi lien tuc va giao tiép vai

nhau qua mang ludi cac két néi. Tuy nhién, hé thdng thudong chua chu trong dén céc bién phép

iotmaker.vn
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an ninh nh&m bao mat théng tin, d&n dén no coé thé g&p phai cac cudc tdn cong nhém Ly cép

thong tin clia ngudi dung.

- Tinh b&do méat - Do tinh bdo méat chua cao cong vdi ban chét cla loT la khdng c&n nhigu su
tuong tac clia con ngudi nén céc k& tdn céng co thé cung cdp céc thang tin ngudi dung gia

mao.

- Tinh phuc tap - Mot s6 hé théng loT coé dé phic tap vé thiét ké va trién khai Ung dung ciing
nhu kho kh&n trong viéc béo tri, nang cép hé théng do st dung nhiéu céng nghé con khé mdi

2

me.

- Tinh linh hoat - Cé nhiéu su lo ngai khi d& cép dén tinh linh hoat clia hé thdng loT khi tich hap
vdi cac hé thdng khac badi cac hé théng khi két hop co thé xay ra xung dbt va céc tinh ndng sé bi

khoa l&n nhau.

- Tuan th{ céac tiéu chudn - Gidng nhu cac cong nghé khac trong linh vuc thuong mai, 10T ciing
phai tuan tha céc tiéu chuén, quy dinh da dat ra trudc dé. Tinh phic tap cla loT lam cho viéc

tudn thd cac tieu chudn la mot thr thach thuc su

NTERNE

FINGS

Hinh 1. Hinh minh hoa
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GROWTH IN THE INTERNET OF THINGS

THE NUMBER OF CONNECTED DEVICES WILL EXCEED 50 BILLION BY 2020

BILLIONS OF DEVICES
50

oT
INCEPTION |

19.52 1936 2000 2004 2008 2012 2016 2020

Hinh 2. Su phét trién clia iot du dodn dén ndm 2020

Nh{ng Ung dung thuc té trong cudc sdéng

Nh{ng Ung dung cla loT vao cac linh vuc trong daoi séng la vo cung phong phu va da dang. Chung ta

sé& cung diém qua m6t s6 Ung dung dién hinh d& mang lai "tiéng t&m" cho loT:

- Smart Home - Theo théng k&, smart home la Ung dung lién quan dén loT dugc tim ki€ém nhiéu
nhét trén Google. Smart Home la 1 ngdi nha vdi rat nhigdu tinh nang tu déng nhu bat may diéu
khéng khi khi ban sép vé tdi nha, tdt dén ngay khi ban rai khai nha, ma khoa khi ngusi than trong
gia dinh dang & clra nha, md& garage khi ban l&i xe di lam v& .. con rat nhiéu nhiing tinh nang

giup ndng cao chét lugng cudc séng khi s dung smart home.

- Vat dung mang theo trén ngudi - Co thé k& dén mot s6 thiét bi nhu Dashbon Mask, day a1
chiéc smart headphone giup ban via coé thé nghe nhac véi &m thanh co d6 trung thuc cao vira
cé thé xem phim HD vdi méy chiéu o, hodc AMPL SmartBag ba 6 cé pin du phong cd thé sac

dién cho cac thiét bi di dang, ké cd méy tinh.

- Connected cars - Giup ndng cao nhing trai nghiém cho ngudi dung xe 6t8, 1 chiéc Connected
car co thé t8i uu cac hoat déng clia nd nhu théng bao khi hét nhién liéu, dua ra céac canh bao

khi cé vat tai gadn hodc mdi day nhéat la xe dién tu l&i clia hang Tesla..

iotmaker.vn
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ESP8266

ESP8266 la dong chip tich hap Wi-Fi 2.4Ghz cd thé lap trinh duagc, ré tién dugc san xuat bdi mot cong

ty bén d&n Trung Qudc: Espressif Systems.

Dugc phat hanh dau tién vao thédng 8 nam 2014, dong goéi dua ra thi trudng dang Md dun ESP-01, dugc
san xuét bdi bén thd 3: Al-Thinker. Cé kha n&ng két ndi Internet qua mang Wi-Fi mét cach nhanh
chéng va st dung rét it linh kién di kém. Vai gia cé cé thé ndi la rat ré so vai tinh ndng va kha n&ng
ESP8266 co thé lam duoc.

ESP8266 co mot cong ddng céc nha phat trién trén thé gidi rat ldn, cung cép nhidu Module lap trinh

ma ngudn md giup nhidu ngudi co thé tiép can va xay dung Ung dung rat nhanh.

Hién nay t&t cé céac dong chip ESP8266 trén thj trudng déu mang nhan ESP82B6EX, la phién béan
néang cép clia ESP8266

So doé chéan

LUUY:
A Dong trén mbi chan BmA,lEn nhat 12mA

Cho ché d6 nguli néi tét GPIO16 va

EXT_RSTB. Dé wakeup, GPIO16 sé& xuét muc

THAP kh&i déng lai hé théng

Khi khai dong/khai dong laijweakup, gitt GPIO1S THAP
va GPIO2 CAO.

— G T

— gD
—@Em
—GEDI

e —

e —

= —
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O —

o— —QEIDF
CECEe— — QIO EXD IED
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@D SP. FUNCTION(S)
@D COMM. INTERFACE
@D PN NUMBER
I PWM
@D POWER
@ /0

ADC
@D CONTROL
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IONECTEO 1~
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TEO—
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(GPi04 (15 R

HSPI
CLK
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Hinh 3. So do chan ESP82B6EX

800
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Théng s6 phan cung

- 32-bit RISC CPU : Tensilica Xtensa LX106 chay & xung nhip 80 MHz

- H6 trg Flash ngoai tir 512KiB dén 4MiB

- B4KBytes RAM thuc thi lénh

- 9BKBytes RAM d ligu

- B4KBytes boot ROM

- Chudn wifi EEE 802.11 b/g/n, Wi-Fi 2.4 GHz
° Tich hgp TR switch, balun, LNA, khuéch dai cong suét va matching network
° HE trg WEP, WPA/WPA2, Open network

- Tich hop giao thic TCP/IP

- HS tro nhiéu loai anten

- 16 chén GPIO

- H6 trg SDIO 2.0, UART, SPI, I12C, PWM,I2S v&i DMA

- 1ADC 10-bit

- D&i nhiét d6 hoat déng réng : -40C ~ 125C

Hinh 4. Mat module tich hop phé bién (Module ESP12E)

SDK hé trg chinh thic ti hang

Espressif hién da hd trg 3 nén tadng SDK (Software Development Kit - Goi phat trién phan mém) déc
l&p, l&: NONOS SDK, RTOS SDK va Arduino. Ca 3 déu cé nhiing uu diém riéng phu hgp vai tiing Ung
dung nhéat dinh, va s dung chung nhiéu céc ham diéu khién phan cing. Hién nay Arduino dang

dugc s dung rong rai bdi tinh dé sl dung, kién tric phan mém t&t va tan dung dugc nhidu thu vién

iotmaker.vn
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coéng dong
ESP8266 NONOS SDK

Hién nay, NONOS SDK phién ban tlr 2.0.0 trd [én da én dinh va cung cdp gan nhu la day du tat ca
céc tinh ndng ma ESP8266 co thé thuc hién:

- Cac API cho Timer, System, Wifi, doc ghi SPI Flash, Sleep va céc Module phan cing: GPIO, SPI, I12C,
PWM, I2S v&i DMA.

- Smartconfig: HA trg cdu hinh thang s Wi-Fi cho ESP8266 nhanh chong.
- Sniffer APl: B&t céc goi tin trong mang khéng day 2.4Ghz.
- SNTP API: Bong bo thai gian vai May chi thai gian.

- WPAZ Enterprise APl: Cung c&p viéc quéan Y két ndi Wi-Fi bang tai khodn s’ dung cac may chu
RADIUS.

.- TCP/UDP API: Cho két n&i internet va hd trg cac Module dua trén céc giao thic nhu: HTTP, MQTT,
CoAP.

- mDNS API: Giup tim ra IP cla thiét bj trong mang néi b6 bang tén (hostname).
- MESH API: Lién két cdc module ESP8266 vdi c&u tric mang MESH
- FOTA API: Firmware Over The Air - cap nhat firmware tu xa cho thiét bj .

- ESP-Now API: S dung céc gai tin Wireless 2.4GHz trao ddi truc tiép vai ESP8266 khac ma khang

can két ndi tagi Access Point.

- Simple Pair API: Thiét lAp két nGi bdo méat gitta 2 thiét bj tu dong.
ESP8266 RTOS SDK

RTOS SDK s dung FreeRTOS lam nén tdng, ddng thai hau hét cac APl clia NON OS SDK déu co thé
s(r dung v&i RTOS SDK.

ESP8285

ESP8285 la mat phién ban khéc sau nay clia ESP82B6BEX, gidng hoan toan ESP826BEX ngoai tru viéc
thay vi dung SPI FLASH bén ngoai thi ESP8285 tich hgp 1MiB Flash bén trong gitip gidm dién tich phan

cung va don gidn hda qua trinh sén xuét.

h.vn
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Module va Board mach phat trién

ESP8266 can it nh&t thém 7 linh kién ntra mdi cé thé hoat déng, trong dé phan kho nhéat la Antena.
Doi hoi phai dugc san xuét, ki8m tra vai cac thiét bi hién dai. Do do, trén thi trudng xuét hién nhiéu
Module va Board mach phét trién d&dm duong hét dé ngudi dung don gidn nhét trong viéc phat trién

Ung dung. Mot s6 Module va Board phat trién phé bién:

Bé&ng 1. M6t s6 module ESP8266 trén thi trudng

Tén S6 chan Pitch LEDs Antenna Shielded Dimensiaons
ESP-01 5] Q.1" Yes PCB No 14.3 x 24.8
ESP-02 B Q.1" No U-FL No 14.2 x 14.2
ESP-03 10 2mm No Ceramic No 17.3 x 121
ESP-04 10 2mm No None No 14.7 x 121
ESP-05 3 Q.1" No U-FL No 14.2 x 14.2
ESP-06 11 misc No None Yes 14.2 x 14.7
ESP-0O7 14 2mm Yes Ceramic+tU- Yes 20.0 x 16.0
FL

ESP-08 10 2mm No None Yes 17.0 x 16.0
ESP-09 10 misc No None No 10.0 x 10.0
ESP-10 3 2mm No None No 14.2 x 10.0
ESP-1 8] 0.05" No Ceramic No 17.3 x 121
ESP-12 14 2mm Yes PCB Yes 24.0 x 18.0
ESP-12E 20 2mm Yes PCB Yes 24.0 x 18.0
ESP-12F 20 2mm Yes PCB Yes 24.0 x 16.0
ESP-13 16 1.5mm No PCB Yes 18.0 x 20.0
ESP-14 22 2mm No PCB Yes 24.3 x18.2

Board mach phat trién ESP8266

Module ESP8266 chi bao gdbm Chip ESP8266 va cac linh kién giup chip coé thé hoat déng duagc, tuy
nhién, trong qua trinh phat trién s&n ph&m, ching ta cadn phai nap chuong trinh cho chip trudc khi
dua vao hoat dong thuc té. Qua trinh nay la qua trinh g&i d liéu Binary (da bién dich trén méay tinh)
xudng bd nhd Flash clia ESP8266. D& dua ESP8266 vao ché dd Nap (Program) thi can phai dat muc
logic O (OV - GND) vao chan GPI0O, ddng thai RESET chip. Rdi sau dé cé thé dung cac céng cu nap dé

gai Firmware tU may tinh xuéng.
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WINO+ —

Hinh 5. Mat mach nap tu déng s dung chip USB CDC

Hién nay céc Board mach phat trién déu tich hap cdc mach nap tu déng, nghia l& phan mém sé tu
déng diéu chinh céc ch&n DTR va RTS cla chip USB CDC, dua ESP8266 vao ché dé nap, sau dé sé gai

firmware xudng. Arduino IDE clng vay, nd sé diéu chinh dua trén viéc khai bdo Board mach s dung.

N&u ban la ngudi mdi bat dau va chua ré v& phan cung, thi t6t nhat nén sl dung
mot Board mach phat trién sén cd cac ché dé nap tu ddng. Khi ban chuyén

Q sang s&n xuét phan cing cho céc Ung dung cu thé, thi cé thé tach rai phan nap
tu dédng nay ra dé tiét gidm chi phi. Cac mach dién nay déu dugc céng bd réng

ral.

h.vn
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Arduino la gi?

S I N N
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DIGITAL (PWM~) B &

Hinh 6. Board mach Arduino

Arduino & mét IDE tich hgp s&n editor, compiler, programmer va di kém vdi no la céac firmware co
bootloader, cac b6 thu vién dugc xay dung sén va dé dang tich hgp. Ngdn ngf s dung la C/C++. T4t
cd déu opensource va dugc dong gdp, phat trién hang ngay bdi cdng ddng. Triét 1Y thiét ké va s
dung clia Arduino giup cho ngudi mdi, khdng chuyén rét dé tiép can, céc céng ty, hardware dé dang
tich hgp. Tuy nhién, vdi trinh bién dich C/C++ va cac thu vién chéat luong duoc xay dung bén dudi thi
muc do phd bién ngay cang tdng va hiéu n&ng thi khéng hé thua kém céc trinh bién dich chuyén

nghiép cho chip khac.

Dai dién cho Arduino ban dau la chip AVR, nhung sau nay co rat nhiéu nha sén xuét s dung céc
chip khéc nhau nhu ARM, PIC, STM32 gan day nhéat la ESP8266, ESP32, va RISCV vdi nang luc phan

cling va phan mém di kém manh mé hon nhiéu.

Mot s6 déc diém cla Arduino

- Arduino che dau di su phuc tap cla dién tr b&dng céc khéi niém don giédn, che di su phuc tap
clia ph&n mém bang céc thi tuc ngén gon. Viéc setup output cho 1 MCU béng céch setup
thanh ghi ré rang phic tap dén dé nguci chuyén cling phai lAt datasheet ra xem, nhung vdi

Arduino thi chi can goi 1 ham.

- Bdi vi tinh phé bién va dé dung, vdi céc thu vién dugc tich hgp sén. Ban chi can quan tam dén
tinh ndng s&n phdm ma bd qua cac tiéu tiét (protocol, datasheet ..) Nén giup céac newbie khéng
chuyén dé dang tiép can va lam ra céac sdn pham tuyét vai ma khéng can phai biét nhigu ve
dién tur.

- Chinh vi khéng quan tdm nhiéu dén céach thdc hoat déong clia cac Module di kém, nén da phan

nguai dung sé khao x( I dugc khi cd céc van dé phat sinh ngoai tdm cla thu vién.

- Cac module prototype lam sén cho Arduino cé dé bén khéng cao, muc tiéu don gidn hoa quéa

trinh ldm sé&n phé&m.

iotmaker.vn
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Céac lgi ich khi s dung Arduino

- Thiét ké IDE t6t, co thé dé dang tich hgp nhiéu loai compiler, nhiéu loai hardware ma khéng hé
gidm hiéu naéng. Vi du: Arduino géc cho AVR, nhung cd nhiéu phién bdn cho STM32, PIC32,
ESP8266, ESP32.. tAn dung t&i da cac thu vién sén co.

. Céc thu vién dugc viét dua trén lop APl trén cling, nén da s6 cac thu vién cho Arduino co thé
dung dudgc cho tat ca cac chip. Dién hinh la Arduino cho ESP8266 co thé tAn dung trén 90% cac
thu vién cho Arduino khac

- Trinh bién dich cho Arudino & C/C++, ban co6 biét la khi bién dich ESP8266 non-os SDK va
ESP8266 Arduino cung dung chung trinh bién dich? Vay thi hiéu nang khéng hé thua kém

- Céch t6 churc cac thu vién C/C++ theo dang OOP gilp phan ldp, ké thira va quan L cuc ky tét
cho céac Ung dung ldn .Cac MCU ngay cang manh mé va Ung dung cho né sé ngay cang lén.

Cac mo6 hinh quéan | code don gidn trudce day (thuan C) sé kha.

- Céc project cho Arduino déu opensource, ban dé dang &y né va dua vao san phédm production

vdi chét lugng tot va hoc hoi dugc nhigu ti cach thic thiét ké chuong trinh clia cac béac thay.

- Arduino chu trong tinh da nén tdng, module hda cao, pht hgp vdi cédc Ung dung tU phic tap tdi
cuc ky phuc tap. Cac Ung dung kiéu nay rat phd bién trong thuc té&. Néu ban khéng dung C++,

ho&c arduino ma gap van dé vé overcontrol thi nén thir qua Arduino.

- Ban sé tiét kiém dugc rat rat nhidu thai gian cho viéc tap trung vao tinh n&ng san phdm day.

Thai bubi nay, thoi gian & tién va cé qua nhidu tha dé hoc, lam thi nén uu tién dung ché.

° s 0

Céng dong Arduino trén thé gidi

- Arduino chinh thuc(IDE & AVR/ARM/x86 Board) www.arduino.cc
- Arduino cho ESP8266 github.com/esp8266/Arduino

- Arduino cho ESP32 github.com/espressif/arduino-esp32

» Arduino cho PIC32 chipkit.net/

- Arduino cho STM32 www.stm32duino.com/

- *Céc du an Arduino www.hackster.io/arduino

Arduino cho ESP8266 & board mach ESP8266 WiFi

Uno

Board mach ESP8266 WiFi Uno & mét du an m& ngudn md giup hé trg moi trudng phat trién Arduino
cho ESP8266. Giup ban cd thé viét 1 Sketch sr dung cac thu vién va ham tuong tu cla Arduino, co thé
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chay truc tiép trén ESP8266 ma khong can bét ky vi digu khién nao khac.

ESP8266 Arduino core di kém vai thu vién két ndi WiFi hd trg TCP, UDP va céc Ung dung HTTP, mDNS,
SSDP, DNS Servers. Ngoai ra con co thé thuc hién cap nhat OTA, s’ dung Filesystem dung ba nhd
Flash hay thé SD, digu khién servos, ngoai vi SPI, 12C.

Link: github.com/iotmakervn/iot-wifi-uno-hw

ol (GRIOTA MTMS (E
o1 (ORI WMTOI pt

5T —s
S e GPIGTD MTEK uvecTs R
N — {GPigTR MTDD veRts MY
SRS —e BRIDG iP seawk
GND — P00 i, ssos uiee
VN — o— (B G P sEmwe
— PN 0 sy
TOUT ADC = o—ERimit Bl o

— GROOE U1THD
o—{ GMO0 571057
o EPOTR MRS
o—  GEOET UITRD srice
— G003 LRk

HSPIHE SPIHD - N GPIDG —
GPIO4
GPIDS —=

7

POWER SPFUNTION(S)
1o COMM. INTERFACE
ADC @ PIN NUMBER
CONTROL = PWM

One
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Node.js

Node.js la mot Javascript Run time Cross Platform (chay da hé diéu hanh) duoc xay dung dua trén
méa ngudn md& Google's V8 JavaScript engine cho Chrome (Browser). Node.js cho phép céac lap trinh
vién co thé xay dung Ung dung Server Side, truy cap vao tai nguyén hé théng va thuc hién duoc

phan l&n cac tac vu hé didu hanh co thé thuc hién bang ngdn ngl Javascript, hodc lién két C++.

Hién nay trén thé gidi da co nhiédu céng ty Ung dung Node.js xay dung céc hé théng production lan,
nhu Paypal, hodc cédc microservice dua trén Node.js cling dugc trién khai & da s6 cac hang hang dau

vé cong nghé.

Nén tdng Cloud clia g&n nhu tat cé cédc nha phét trién lén hién nay d&u hé trg thuc thi Node s, dién

hinh nhu Amazon Lambda, Google Script, IBM Blumix, Microsoft Azure ...

Ngdn ng lap trinh Javascript dugc cai tién lién tuc, hién nay la Ecmascript 6 (ES5, ES2015) va dang

duoc cai tién rét nhanh, vdi nhigu uu diém nhu dé hoc, xUc tich, O0P...

Mét Iy do Node.js dugc ua chuéng nlra la da phan céc lap trinh vién viét Web, Mobile déu biét, va gid
day, nha Node.js ma ho co thé trién khai céc Ung dung Server Side b&ng Javascript, ma khéng can

dung ngdn ngl nao khéc (nhu trudce kia phai can Java, PHP ..)

LYy do s’ dung Node.js trong cuén sach nay

M6t hé théng Internet Of Things day dd kha phic tap, bao gbm thiét bi, Server x I két ndi, Server di
lieu (Database), cac hé théng can bang tai, cac hé théng phan thich, béo céo d liéu, tri tué nhan tao.

M@ hinh vi du clia Google IoT Core
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D e — — @ Fub/Sub
s Cloud 10T Care
) |
——C @ Cloud —a Cloud
Lrdare € = Dataflow Bigtable
1 | l Cloud
4 | Datalab
@ BigOuery --I . ;’,‘,‘ﬁ Analytios
. | | . O Data Studis ——
@ Clousd ML

Hinh 8. Google IoT Core Diagram

Server l&a mot thanh phan khéng thé thiéu trong hé théng IoT. V&i nhigu uu diém cla Node.js thi no
rét phu hop trong viéc phét trién cac Server cho loT trong tuong lai. Ngoai ra, Node.js dudc céng
ddng hé trg rat nhiéu, va khéng khé dé tim théy 1 package can thiét, tiét kiém rét nhigu thai gian phéat

trién Ung dung.
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Cudn sach nay cé hudng dan Node.js ?
Khéng, nhung ban dung véi that vong, céc Ung dung Node.js s dung dé thuc hién cac bai tap trong

cuén séach nay kha don gidn va it ma ngudn, dd cho ban van hiéu du cho trudc day chua bao gio lap

trinh vdi Node.js.

iotmaker.vn
h.vn


https://iotmaker.vn

Internet Of Things (IoT) cho ngudi mdi bat dau 21/155

Sublime Text

NEu & phan Chip, l&p trinh cho ESP8266 ban da cé Arduino IDE, bao gbm ca trinh soan thdo. Nhung
vdi Node js thi ban can 1trinh soan thao khac. Ngoai Sublime Text, ban co thé lua chon céc trinh
soan thdo phd bién hién nay nhu Atom, Visual Code, nhung ding dai s& dung Nodepad, mé&c du la

van duac.

Sublime Text la mot trinh soan thao duogc nhigu lap trinh vién uu thich hang dau hién nay, bdi nhiéu
g do, trong dé téc dd la quan trong nhét. N6 thuc su nhanh, nhanh gén nhu la s 1trong s6 céc trinh
soan thao hién nay. Ngoai ra né mién phi (lau ldu nhdc mua, khung thoai ma nhigu lap trinh vién bao

thiéu thi budn).

® 06 var hello = (text) => { UNREGISTERED

var hello = (text) => {

var hello = (text) => {
console.log(text);

hello('world');

] Line 5, Column 16 Tab Size: 4 JavaScript

Hinh 8. Sublime Text
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Cai dat va chuan b

Arduino IDE

Budc 1: Cai dat Arduino IDE.

Download va cai dat arduino ti trang chd cla arduino. Link donwload: www.arduino.cc/en/Main/

Software.
Tuy hé diéu hanh ma chon gdi cai dat thich hop.
Budc 2: Cai dat bo cong cu, trinh bién dich, SDK hé trg chip ESP8266 trong Arudino IDE.

Vi bd céng cu nay, chung ta co thé dé dang lap trinh, bién dich va sl dung céc thu vién danh cho
ESP8266 truc tiép trén Arduino IDE. M& Arduino IDE, trén thanh Menu chon File = Preferecens, trong

tab settings chaon céc tuy chon nhu hinh dudi:

L] Preferences.
BT newvork
Sketchbook location:

{Users (™. *dl/Documents | Arduing Browse
Editor language: System Default ﬁ {requires restart of Arduino}
Editor font size: 10
Interface scale; Automatic 100 - %  (requires restart of Arduino)

Show verbose cutput during; compilation upload
Campller warnings: None E

Display line numbers
Enable Code Folding
Verify code after upload
Use external editor
Check for updates on startup
Update sketch files to new extension on save {.pde -> .ino)
Save when verifying or uploading
Additional Boards Manager URLs:  http:/ farduino.espB266.com/ staging/package_espB266com_index. jsan [ =]
More preferences can be edited directly in the file
(Users/Tue Wl/Library/Arduinal5 /preferences. txt

it anly when Arduing is not running)

Ok Cancel

Hinh 10. Thém file théng tin board ESP8266

Sketchbook location l& dusing d&n ma ban mudn luu Sketch (file chuong trinh), trén céc hé didu hanh
Unix liked duding ddn méac dinh la: /home/name_your_computer/Arduino. Day cling sé la vi tri luu

nhing thu vién ma chung ta sé thém vao sau nay.

Muc Additional Board Manager URLs field nhap dudng dén
http://arduino.esp8266.com/stable/package_esp8266com_index.json.

Budc 3: Cai dat board ESP8266.
M@ Boards Manager @ muc Tools trén thanh menu-bar = tim board can s dung vdi keyword Generic

iotmaker.vn
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8266 = chon board can cai dat nhu hinh va nhén vao install.

® @
Type Al

Boards Manager
B generic 8266

espB266 by ESPBI66 Community

Boards included In this package:

Generic ESPE266 Module, Dlimex MOD-WIFI-ESPB265(-DEV}), ModeMOU 0,9 (ESP-12 Mogule), NodeMCU 1.0 (ESP-12E Module), Adafrult HUZZAH
ESP8265 (ESP-12), ESPresso Lite 1.0, ESPresso Lite 2.0, Phoanlx 1.0, Phoenix 2.0, SparkFun Thing, SwestPea ESP-210, WeMos D1, WeMas D1
mind, ESPIno [ESP-12 Modula), E5Pino (WROOM-02 Module), Wiflnfo, ESPDUIne,

Dpiine halp

Morg infg

Close

Hinh 11. Cai d&t board ESP8266

Cai dat thu vién Arduino

M6t s thu vién do cac nha phéat trién khéc cong b6 va dugc tu do s dung cdé thé cai dat truc tiép

bang céng cu Library Manager clia Arduino.

Khai dong arduino IDE va chon muc Sketch = include library = Manage libraries:

& Ardulno File Edit m Tools  Help

L. Verify/Compile ER | \fanage Libraries...
Upload ®U
Upload Using Programmer 38U Add _ZIP Library...
button Export compiled Binary ®s
e = Shaw Sketch Folder ®K | Bridge
30t btoPin = 0; Include Library » Esplora
0L Jexkibare: =00 Add File... Ethernet
fi vt BlHAkCY Firmata
{ Keyboard
B Uf CledState = L0W) { Tl
s ey Robat Cantro!
llcnStntn = Lil; Robot IR Remote
i
SRR, IO, e o

Hinh 12. Kha&i dong Library Manager

Trong muc libbrary manager nhép ndi dung thu vién can tim tai hdp thoai text box, chon phién bén,

rdi nhan install, Nhiing thu vién d& dugc cai dat sé co text hidn thi INSTALLED & dau mébi thu vién. Vi

du tim thu vién OLED lién quan dén ESP8266:

800
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e @ Library Managar
Type  All Bl topic an & es08266 oled

ESPH266 and ESP32 Olad Driver for S501306 display v Danwel Eichhorn, Fabrics Wainherg Voroon 327 INSTALLED

A 12C display driver for 55D1306 oled displays connected to an ESPE266 or ESP32 A 120 display driver for 5501306 cled displays
coanected to an ESPA2GE or ESPI2

Mom infa

ESPE166 Olad Driver for 5501306 display oy ‘Fabrice
A 12C display driver for 5501306 oled displays connected to an ESPE266 or ESP32 A 120 display driver for 5501306 oied displays
connected to an ESPE266 or ESPI2

Mo infe
| Install I

ESPB266 QRcode [y Anun Panya Varsion 7.0.0 INSTALLED
ESP8266 Ganerate QRCode for SSD1306 oled displays 128%64 pheal ESPEI66 Gonarata QRCOM o cjn 3.2 5 | Aed displays
128%64 pixgl
Mom infg Version 3.2.4 i

Version 3.2.3

Version 3.2.2

Version 3.2.1

Version 3.2.0 Close

Hinh 13. Cai dat thu vién

USB CDC driver.

Board ESP8266 WiFi Uno duagc két néi vai may tinh qua c8ng USB MicroB va s dung chip CH340 dé
chuyén déi USB sang UART. Vi vay can cai USB driver dé may tinh va board co thé giao tiép vdi nhau.

Thuc hién két ndi cable USB vai board, ddm bédm dén LED khoanh tron séng nhu & hinh dudi:

Hinh 14. Connect USB

iotmaker.vn
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Tai ban cai dat USB driver cho Windows www.wch.cn/download/CH341SER_ZIP.html va cho Linux
www.wch.cn/download/CH341PAR_LINUX_ZIP.html Lam theo céc yéu cau cai dat. Sau khi cai dat, két

qua hién thi trén Arduino nhu hinh:

A DevceManager
Fle Adion View Help

™ @ sietch jullba | Arduing 162
File Edit Sketch Took Help

oo |G B W XS Aute Fermat
v o DucThang-PC Archive Sketch
3 ;mﬂl‘q&‘m’ﬂol‘m sketch_juitéa r Eﬂ(ﬂﬁlg&“m
» B Computer vaid setup() Serial Monitos
» an Dk dves /BT IPER el Plotter
» [l Display scapters

ek Hurman interface Devices
B DF ATAVATAP controlier
» s Imaging devices

» [ Intel) Centrina(F) WINAX adapters

» 3 Keyboards

L2 Memory techaclegy dences
+ [ Mice and cthes pointing devices
» [l Meonitars
+ P Network adapters
v I Ports (COM & LPT)

@ USE-SERIAL CHI40 [COME)

» PR Prnt queves
+ O Procenens

3 Sensoes
- [ SoMtware devces

& Sound, wdeo and game controliers
. G Storage contrallers
» [ System devices

W i ad Sarial By o potepliees

b WiFi101 Firmware Updater

vold lecp() E
I BUE SRR Hagh Mode "DIO”
} Flash Frequency: “40MH:™
CPU Frequency: "50 MHz™
Flash Sizes "IM [3M SPIFFS)"
Debug port: “Disabled”
Debug Level: "Nane”
Reset Method: “nodemeu”
Upload Speed: “115200°

Get Board Info

Programmer: "AVRISP mkil”
Burn Bootloader

Hinh 15. K&t n6i thanh cong

Board: “Genenc ESPE266 Module”

Mac OS

o -

Ctel» Shifts M
CirleShifteL

-

T&i ban cai dat: arduino.esp8266.vn/_static/download/CH34x_Install_V1.3.pkg

Dabi vai Mac 0OS Sierra trd vé sau néu gép van dé bj RESET méy thi x l§ nhu sau:

- Mé& Ung dung "Terminal" cmd + space -—> Enter Terminal
- Xéa driver: sudo rm -rf /System/Library/Extensions/usb.kext

- V@i mot s6 méy, ban phéi thuc thithém sudo rm -rf /Library/Extensions/ushserial kext

- N&u khang thé thuc hién dugc lénh trén, ban can phai thay déi Security and Privacy trong phan

System Preference. Chon Allow Apps Downloaded From t& Mac App Store and Identified

Developers sang Anywhere - Va tai CH34x_Install_\V1.3.pkg vé cai dat lai.
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b1

< H Security & Privacy QL priva

FilevVault  Firewall  Privacy

A login password has been set for this user =~ Change Password...

Require password & minutes B after sleep ar screen saver begins
Show a message when the screen is locked less

Allow apps downlcaded from:
App Store
pp Store and identified developers

© Anywhere

unlock trudc
Click the lock to prevent further changes.

Advanced...

Hinh 18. Lua chon Allow Apps Downloaded From Anywhere

Chon Board ESP8266 WiFi Uno trong Arduino IDE
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Sau khi k&t n6i va cai dat xong, sé& xuat hién cdng COM &o trén may tinh (Tuy tung loai hé didu hanh

ma cé nhiing tén c8ng nhu: COM1, COM2 .. d&i v&i Windows, /dev/tty.wchusbserial1420 trén Mac OS,

/dev/ttyUSBO trén Linux) M& Arduino IDE va lua chon (tham khéo céu hinh k&t ndi nhu hinh dudi):

A el e DEI5520, DSLARZE, DSIA

ds(Z}; W/ on pin 04 (e
werature DSTARZACRASY;

char bemperatureCitring{18];
v beeperaturerSielng (18]}

tTerperaturet) |
gl

15 tempF o

e da g

9 DRI pecis
terpd - 51887
drostri{tenp. 2,
tergF = DL1EB0. ot T
dtestrf(tenpf. 3, 2,

1)

rlipScraenertical lyc);
setFort,

PULLERD;

Help
Auto Format
Archive Sketch
Fix Encoding & Reload
Serial Monitos
Serfal Plotter

ESPEZEE Sketch Data Upioad
WiFi101 Firmware Updater

Board: "Generic ESPE2EE Module"
Flash Mode: "DIO"

Flash Fraguency: "40MHz"

CPU Frequency: "BO MHz*

Flash Size: "M {3M SPIFFS]"
Debug port: *Serial®

Debug Level: "None*

Reset Method: *nodemcu”

Upload Speed: "921600"

Get Board Info

Programmer: “"AVRISP mii*
Burn Bootloader

while {tm:x — 85.8 || terpl = CILZTEYYY

AP LOTMT_Plain 2437
8, “Terp™);

BT BI04z

r3EM
g 18

yYYYVYVYTYTYYYVY

{devicu,Blustooth-Incoming-Part

‘ [devicuwchushserial1420

Hinh 17. C&u hinh Board ESP8266 WiFi Uno

- Board: Generic ESP8266 Module.

- Flash Size: 4M (8M SPIFFS).

- Port: chon céng khi gén thiét bi vao sé thay xuét hién.

iotmaker.vn
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- Upload speed: Chon cao nhéat, néu nap khdng dugc chon théap dan.

Nap chuong trinh xuéng board dung Arduino IDE

Trén giao dién Arduino co 2 nt, ngoai cung bén tréi la nut Verify, dé bién dich chuong trinh, tuong
duong vadi Sketch > Verify/Compile, nut tiép theo la Upload, tuong duong Sketch > Upload. Khi da lua
chon board phu hgp, chuang trinh khéng cé 16i, thi nhdn Upload s& nap chuong trinh vao board va
thuc thi sau do.

& Arduino File Edit TR Tools Help
Verify/Compile

R P16/10/1401:13

Upload Using Programmer
Export compiled Binary NES

Show Sketch Folder HK
Include Library >
Add File...

BasicOTA

= WL_CONNECTED}. [
41 Rebooting... ")}

defeults to 5266
100TA , setPort{EZ6E) |

Hinh 18. Nap chuang trinh

Xuét firmware binary trong Arduino IDE

Vdi bat ky tinh hudng nao can file Binary, ban co thé dugc xuét ra bédng cach Sketch > Export

compiled Binary, va file .bin s& nam trong thu muc clia Sketch.

h.vn
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S /Gitey Tools Help

Verify/Compile 3#&R
Upload U
Upload Using Programmer {+3U

Export compiled Binary X #S

Show Sketch Folder #K
Include Library >
Add File...

Hinh 19. Xuét file Binary

Serial Terminal

Cdé nhiéu Ung dung mién phi dé tuong tac vai céng Serial trén may tinh:

- Windows: PUTTY, realterm
« Linux: minicom, screen

« MacOS: minicom, screen
S’ dung Arduino IDE Serial Monitor

Arduino cé tich hgp sdn Serial Monitor, khi chon dung c8ng Serial, thi cé thé nhan biéu tugng Serial

trén IDE dé ma:

fdevfcuwchusbserial 1410

| Send

Autoscroll No line ending B 115200 baud B

Hinh 20. Arduino IDE Serial Monitor

iotmaker.vn
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Node.js

T&i va cai d&t Node js tai: nodejs.org/en/download/

Sublime Text
Tai va cai dat tai: www.sublimetext.com/
Git

Mot céng cu hd trg khéc ban cling nén cai dat va tap st dung, nd khéng giup ban trd thanh 11ap trinh

vién, nhung ndé giup 1&p trinh vién trd nén chuyén nghiép va lam viéc hiéu qué: git-scm.com/

oo
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Tong két

Tdi luc nay, ban co thé da cd cai nhin téng quan v& hé sinh thai, cong cu va phuong thic lam viéc vdi
ESP8266 cling nhu téng quan v& hé thdng loT. Bdng thai d& cé thé bat dau viéc phét trién Ung dung
cho ESP8266 ngay lap tuc. Cac cong cu dugc lua chon déu la da nén tang, dé dang dugc sir dung

cho céc hé didu hanh Mac 0S, Windows, hay Linux

iotmaker.vn
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Hello World

B&t ki mot chuong trinh hoc nao cling c&n nén bét dau mot céch tu tu. Bai vi thai diém nay chung ta
déu mdi bat dau, nhidu khai niém, kién thirc vé linh muc nay gan nhu khéng cé nhigu. Helloworld giup
céc ban cé thé ndm dugc cac kién thic co ban, lam sao dé bién dich, nap dugc chuong trinh. Lam
sao dé s dung cac thu vién cdng cdng. Cling nhu ndm dugc mot sé kién thic v kién tric chuong

trinh Arduino.

800
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Chap tét béong LED

Kién thuc

Den LED viét tat (Light Emitting Diodes) - l& bédng ban d&n cd thé phat sang vdi mau séc khac nhau
tly thudc vao chét liéu ban dan. Bé dieu khién duogc béong LED ca&n cung cdp muc dién &p chénh léch
giCra cuc &m va cuc duong clia bong LED cao hon mic dién ép Vf (datasheet), thuang la 3.2v, va dong

dién nhd hon mic chiu dung clia no, thuang la 15mA.

Anode ﬁ Cathode

Hinh 21. Kg hiéu LED trén mach dién (Cathode+, Anode-)

AA Battery I

Hinh 22. Mach co thé chay dugc nhu sau

Arduino IDE

iotmaker.vn
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Arduine  File Edit Sketch Help &
L e . Auto Format T 1403
Fix Encoding & Reload
Wl slink Serial Monitor TEM
I 2 Serial Piotter rEL

ESPB266 Sketch Data Upload
WiFi101 Firmware Updater

Board: "Generic ESPBZG6 Module™ 2
Flash Mode: “DIC" >
Flash Frequency: "40MHz" »

CPU Frequency: "80 MHz" >
Flasch Size: "dM (3M SPIFFS)" L3
Debug port: "Disabled" >
Debug Level: "Nona" L3
Reset Method: “nodemcu® »
Upload Speed: "921600" » -
Port |
Get Board Info

Programmer: "AVRISP mkil®
Burn Bootloader

0 liw LED)

p, B0 MEZ, SO Hz, DID, 9,

Hinh 23. Arduini IDE

@ Bién dich chuong trinh (kiém tra cé (61 hay khéng).
@ Bién dich va nap chuong trinh.
® Tab tén file.

@ Khu vuc noi dung file ino.

Pau noi

o] It ¢ JIONOIA

.

. . o3 A

: "2 P : h!tw://n.vﬂ%%&,vn.g gL “
-

L I
“ s s s s
L I
888
a s s s s

a8 8 0a
e e e e
88w
"8 0w
LI
- s s s

Hinh 24. Mach ESP8266 WiFi Uno cd d&u ndi s&n LED vao Pin 16, va nUt nhét vao Pin 0

33/155

V&i m& ngudn bén dudi, sau khi kim tra chuong trinh, ban can chéc ché&n d& Chon Board ESP8266

WiFi Uno trong Arduino IDE va Nap chuong trinh xuéng board dung Arduino IDE
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Ma& ngudn chdp tadt dung Delay

int pin_led = 16;
/* ham nay dwece goi 1 1an duy nhat khi kh&i déng */
void setup() {

pinMode(pin_led, OUTPUT); // c8u hinh pin 16 1a ngd ra
}

/* ham loop s& dwoe goi lién tuc */
void loop() {
digitalWrite(pin_led, HIGH); // t&t LED (HIGH - c6 nghTa 1& méc cao)

delay(1000); // cho 1 giay
digitalWrite(pin_led, LOW); // bat LED b&i mlrc dién ap LOW
delay(1000); // ch& 1 giay

}

Ma& ngudn chdp tadt dung dinh thoi

int ledPin = 16;

int ledState = LOW;

unsigned long previousMillis = 0;
const long interval = 1000;

void setup() {
pinMode(ledPin, OUTPUT);
}

void loop() {
unsigned long currentMillis = millis();
if (currentMillis - previousMillis >= interval) {
previousMillis = currentMillis;
if (ledState == LOW)
ledState = HIGH; // D&i trang thai
else
ledState = LOW; // D&i trang thai
digitalWrite(ledPin, ledState);
}
}

Digital 10

Tén Pin trong Arduino (Pin number) giéng vai thi tu chéan clia ESP8266. pinMode, digitalRead, va
digitalWrite déu s’ dung Pin Number nhu nhau, vi du nhu doc GPIO2, goi ham digitalRead(2).

Cécchér1GPKM]dén[BMO15CéthéléINPUT,OUTPUT,hagINPUT_PULLUP.Chéﬂ(SMO1BCéth§[é
INPUT, OUTPUT hay INPUT_PULLDOWN_16. Khi kh&i déng, t&t cé cac chan sé duogc céu hinh la INPUT.

Méi chan cé thé phuc vu cho mét tinh n&dng nao dé, vi du Serial, 12C, SPI. Va tinh ndng dé sé dugc cdu

hinh ding khi st dung thu vién.

GPIOB va GPIO11 khéng dugc thé hién badi vi né dugc si dung cho viéc két néi vdi Flash. Viéc s dung 2

iotmaker.vn
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chan nay coé thé gay L&6i chuong trinh.

M6t s6 board va module khéc (vi du ESP-12ED, NodeMCU 1.0) khéng cé GPIOS va
Q GPIO11, ho s dung vdi ché dé DIO cho Flash, trong khi ESP12 ching ta ndi bén
trén s dung ché dé Qlo

Ngé&t GPIO hé trg théng qua céc ham attachinterrupt, detachinterrupt Ngét GPIO cé thé gan cho béat
ky GPIO nao, ngoai tri GPIO16 va déu hé trg cac ngdt tiéu chudn clia Arduino nhu: CHANGE, RISING,
FALLING.

Téng két

Céc Ung dung md réng

- Fading LED (sé&ng dan hay tat dan)

- Chdp tat LED dung Ticker == NUt nhén
e A ’
Kien thuc

NUt nhé&n sé gilp viéc ESP8266 khdi dong mdt hanh déng nao do khi can thiét. Trong nhiéu Ung dung
chung ta hau nhu déu can nhiing kich hoat t&r bén ngoai. Xuyén sudt cudn séch nay, sé dung nut
nh&n dé kich hoat chay céac Ung dung mau cling nhu dén LED dé théng béo céac trang thai. Trong

phan nay, nh&n nut dén LED s& chuyén trang thai (tU sang = t&t va nguoc lai).

Déay la vi du don gién, trong thuc té viéc x| nut nhé&n khé phién phic. Bdi vi ndt nhén vat L khi duoc
nhén sé tao ra hang loat cac xung l&n xudng (nhiéu, bouncing..). Thuang thi chi cadn dédm béo muc

Logic clia chan do dugc da dugc gilt 6n dinh trong khodng 100 mili giay (& dugc xem da 8n dinh.

Ngoai cach dung ngét dé xac dinh nut nhan cé dugc nhén hay khéng - cach nay sé tiét kiém tai
nguyén tinh toan clia CPU, nd chi dugc goi khi cd su kién xay ra, thi con mdt cach nlra la haéi vong:
Céch nay dai hdi CPU lién tuc kiém tra xem muc Logic clia nUt nhén. Bdng thai viéc dép Ung cling

khéng nhanh bang s dung ngét.

MCU

% input pin

GND

oo
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0 Yéu cau: Nh&n nut (GPIOO) thi chap tat dén LED (GPIOB) va in ra c8ng Serial

Q Mach ESP8266 WiFi Uno d&u s&n ndt nh&n vao GPIOO

Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

. \

Ma& nguon dung hoéi vong

int ledPin = 16; // LED n8i vao chan 16
int btnPin = 0; // NGt nh&n ndi vao chan 0
int ledState = LOW;

void blink()
{
if (ledState == LOW) {
ledState = HIGH;
} else {
ledState = LOW;
3
digitalWrite(ledPin, ledState); //Pdo trang thai LED & in ra serial
Serial.println("Pressed, value=" + String(ledState));
}

bool isPressed()

{
return (digitalRead(btnPin) == 0);

}

void setup()

{
pinMode(ledPin, OUTPUT); // C8u hinh LED 1a ngd ra
pinMode(btnPin, INPUT_PULLUP); // C&u hinh ndt nh&n 1a ngd vao pull-up

Serial.begin(115200);
}

void loop()
{
if (isPressed()) {
blink();
3
h

Ma& ngudn dung ngat

iotmaker.vn
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int ledPin = 16; // LED n8i vao chan 16
int btnPin = 0; // NGt nh&n ndi vao chan 0
int ledState = LOW;

void blink()
{
if (ledState == LOW) {
ledState = HIGH;
} else {
ledState = LOW;
}
digitalWrite(ledPin, ledState);
Serial.println("Pressed, value=" + String(ledState));
}
void setup()
{
pinMode(ledPin, OUTPUT); // sets the digital pin as output
pinMode(btnPin, INPUT_PULLUP); // C&u hinh ndt nh&n la ngd vao pull-up
attachInterrupt(btnPin, blink, FALLING); //cai dat ngat cho chan LED
Serial.begin(115200);
}

void loop()

{
//Khéng phdi 1am qi
}

Cac khai niém

37/155

- Ngét Ngat & mot khai niém lieén quan nhigu dén phan cling, mot su kién nao dé xay ra, bét budc

CPU phai ding céc téac vu binh thuong khéc dang thuc thi dé thuc hién tac vu Ngét. Vi du, cdu

hinh ngét khi coé thay déi muc logic tr 1 veé 0 (canh xudng) clia GPIO, thi khi murc logic thay ddi

trén GPIO do, CPU sé ngay lap tic dung va luu céc trang théi tai chuong trinh chinh va nhay vao

ham ngét dé thuc thi cac lénh trong do.

- pull-up/pull-down Da s6 cac chan GPIO clia Chip d&u cd thé cdé 3 trang thai, trang thai la ngd

ra muc cao (logic 1), trang théi la ngd ra mic thép (logic 0) va trang théi ngd vao (input). 8} trang

thai Input, thi cac GPIO dugc cau hinh trd khang cao (Hi-Z), hay con goi la trang thai céach ly,

khéng cho dong dién di qua, nhung van cdm nhan dugc dién ép. 8} trang théi Hi-Z, néu khang

xac dinh muec logic trude cho GPIO thi GPIO nay bj thé tréi, nghia la rét dé &nh hudng bai maéi

trudng, khi doc vé sé khéng doén dinh dugc muc Logic. Pull-up la n&i 1 dién tr& vdéi GPIO nay lén

muc logic 1, xac dinh trudc 1 dién ap cho no dé dédm bédo khéng khang co téc déng dién nao thi

no la muc logic 1. Tuong ty, pull-down x&c dinh trudc muc logic @ cho GPIO.
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OLED

Man hinh OLED

OLED (Organic Light Emitting Diode) la loai man hinh hién thi bao gdm mot lap vat liéu hitu co vai chd
yéu la cacbon ndm gilta hai dién cuc anot va catot sé& tu dong phat séng mdi khi cé dong dién chay
qua. OLED s dung di-6t phat quang htu co, chinh vi thé nd khdng can téi den nén chiéu sang, do doé
cd loi thé veé kich thudc cling nhu tiét kiém dién hon so vdi céc loai LCD. Va do sang tuong doi tét &

maoi trudng séng tu nhién

Man hinh OLED SSD1306

La man hinh loai nho, kich thudc tam 0.96 inch cho tdi 1.25 inch, dugc dung kha réng réi trong céc san
ph8m dién t&. T&m nén dugc diéu khién bang chip driver SSD13086. Chip nay giao tiép vdi cac bé diéu
khién/MCU khéac b&ng giao tiép LCD

Hinh 25. OLED SSD1306

Giao tiép 12C

I2C (Inter-Integrated Circuit) la mé6t loai bus néi tiép dugc phat trién badi hang Philips nh&m truyén

nhan di liéu gitra cac IC. 12C s’ dung 2 dudng truyén tin hiéu, 1 dudng xung nhip déng ho (SCL) do

iotmaker.vn
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Master phét diva 1 dudng truyén di liéu theo 2 hudng (SDA)
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Hinh 26. 12C Clock

HEE ,
(a2 ) ( 02 | s X
- "

Vdd Vdd
12C 12C
R. ©R. EEPROM Sensor
SDA 1
e e e &
SCL l
T &
p-Controller 12C 12C
Master ADC ADC

Hinh 27. M& hinh mang 12C
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Mach vat L 12C la mach cuc thu hd, do dé dé mang 12C co thé hoat déng dugc, can téi thidu 2 cép

dién tr& pull-up nhu trén hinh. Théng thuang 4k?, hoéc 1k2. Tuy thudc vao téc do truyén va khoang

cach truyén.

Hién thi man hinh OLED vd&i ESP8266

Budc 1: Dau ndi ndi chan GPI04 clia ESP8266 vai chén SDA clia OLED, chan GPIOS vdi SCL. Céap
ngudn 3v3 vao VCC va ddu GND cho OLED. Tuy nhién vdi board ESP8266 10T Uno thi phan dau ndi da

ra s&n header, ban chi can cdm OLED vao nhu hinh
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]
§a
lm
Budc 2: Cai dat thu vién ESP8266 and ESP32 OLED driver for SSD1306 display, xem thém Cai dat

thu vién Arduino

Hinh 28. ESP8266 vdi OLED

Budc 3: Lap trinh Chung ta sé& thuc hién hién thi gid lap ddng ho trén man hinh OLED
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#include <Wire.h>
#include "SSD1306.h"

SSD1306 display(@x3c, 4, 5);

int thoi_gian = 0;

void setup()

{
Serial.begin(115200);
display.init();
//display.flipScreenVertically(); //ddo chiéu
display.setFont(ArialMT_Plain_10);
display.drawString(0, 0, "Hello world");
display.display();
delay(1000);
display.clear();

}

void loop()

{
int gio, phut, giay;

delay(1000);
thoi_gian ++;

gio = thoi_gian/3600;

phut = (thoi_gian%3600)/60;

giay = thoi_gian % 60;
display.clear();

display.drawString(@, @, String(gio) +
display.display();

+ String(phut) + + String(giay));
Thuc hién sau khi kiém tra ma& nguodn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

+ Nap chuong trinh xuéng board dung Arduino IDE

800
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Tong két

Théng qua céc vi du méu ve digu khidn dén LED, nUt nh&n va OLED, chung ta cd thé trién khai thém
nhigu vi du kh&c s dung GPIO clia ESP8266, cling nhu hiéu ré hon vé céch lam viéc cla Arduino IDE,

cach nap chuong trinh, st dung thu vién ...

M6t trong nhing Ung dung cd thé sir dung céc kién thic nay nhu la tro chai Flappy Bird, ban cdé thé
thr nghiém tai day: https://github.com/esp8266vn/arduino-flappybird

Hinh 29. Arduino FlappyBird
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ESP8266 WIFI

K&t ndi WiFi chinh diém manh nhat clia chip ESP8266, nd cd thé két néi dén cac Router sdn co trong
gia dinh, cac Access Point vdi cac tiéu chudn két ndi théng dung hién nay & tan s6 2.4GHz - & ché do
STA. Ngoai ra, ESP8266 con hé trg ché do AP (Access Paint), tic la nd cd thé khdi déng mét (hodc
nhigdu) Access Point va cho phép céc client khéc co thé két néi vao, hodc chay ddng thai ca ché do

STA va AP.

Trong da ph&n céc Ung dung thi ché dé STA dugc s dung rét nhiéu, nd gidp thiét bi két ndi dén
mang WiFi cuc b6, co internet dé két ndi dén Server va gdi dif lidu. M6t s6 trudng hop khac thi ché do
AP dugc s dung dé trao déi dif liéu vai ESP8266 va may tinh (ho&c thiét bi cé hd trg trinh duyét). Vi
du nhu diéu khién déng té&t dén théng qua Web Server chay trén ESP8266.

WiFi Access Point la mat thiét bi xr g k&t ndi trung tdm va phéan phoi céc ludng di liéu. Nhu la viéc xU

ly céc gdi tin IP dé dinh dia chi mang LAN, dinh tuyén céac goi tin t Internet v& cac may tram (Station).

Hinh 30. WiFi Access Point

Thiét bi két néi dén Access Point dugc goi la Station, cédc méy tinh Laptop, may tinh cé card WiFi khi

két n6i vao Access Point thi déu duoc goi la Station

h.vn
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@

Hinh 31. Mang WiFi

Céac Station khi muén két n6i vao Access Point thi can xac dinh théng qua BSSID, thang thudang
chung ta hay goi la SSID - hay mang WiFi. Ban co thé dé dang xem danh sanh SSID xung quanh minh

khi scan wifi trén may tinh dé két néi mang Internet.

Trong pha&n nay chung ta sé tim hiéu vé céc ché dé WiFi clila ESP8266
. Ché do Station - STA k&t ndi tdi Access Point sdn co.
- St dung HTTPClient dé gdi va |8y di lidu tu Internet.
- Ché do Access Point - AP cho phép Client khéc két ndi vao.

- Web Server chay trén ESP8266, dung dé bat tat dén LED.

iotmaker.vn
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~n ~ [ [ .
Ché dbé WiFi Station

Kién thuc

Dé két néi dugc vao mang Internet, thi dau tién ESP8266 phai két ndi vao mang WiFi ndi bo, va mang
WiFi ndi b6 phai cé két ndi WAN Internet. BDa phan cac Modem hién nay déu tich hop ludn cé WiFi

Access Paint, do d¢ kh& dé dang trong viéc trién khai céc Ung dung loT.

Khi muén két n6i vao mang WiFi cuc b thi ESP8266 can phai hoat déng & ché dé Station (STA), ddng
thoi nod phai dugc cung cép tén (SSID) va mat khdu mang WiFi.

Méi Access Point d&u yéu cau mot phuong thiic méa hoa dé Station s dung nh&m tao két néi - vi du
cac phuong thirc WEP, WPAZ2, tuy nhién chung ta cé l& khédng c&n quan tdm nhiéu, vi ESP8266 sé tu
déng thuc hién céc thao tac lua chon phuong thiic méa hoa.

Khi k&t ndi thanh cong vao mang WiFi thi ESP8266 sé& khai ddng DHCP Client (méac dinh) dé xin cép
phat dia chi IP trudc khi bét dau céc két néi IP. Do do, néu nhu vi L do gi dé, ma Access Point clia ban
khéng cé DHCP Server dé cé&p phat IP thi ban phai cdu hinh IP tinh cho ESP8266.

~n e

KEt ndi vao mang WiFi n6i bd

Vdi doan code nay, néu ban cung cép dung SSID va PASSWORD, déng thai Access Point hoat déng
thi thiét bi s& k&t n6i va in ra Serial Terminal dia chi IP clia ESP8266 trong mang LAN

h.vn



#include <ESP8266WiFi.h>

const char* ssid
const char* password

void setup() {

// Thi€t 18p truyén di* 1iéu ndi tiép & t6c dd 115200 bits/s
Serial.begin(115200);

delay(10);

"your-ssid";
"your-password";

Serial.print("Connecting to ");

// In ra tén mang wifi s& k&t n8i dén

Serial.println(ssid);

// Thi&t 18p ESP8266 & ch& d6 station va k&t ndi dén mang wifi d& chi dinh

WiFi.begin(ssid, password);
// Poan code in ra ddu . néu ESP8266 chwa dwoc k&t ndi
while (WiFi.status() !'= WL_CONNECTED) {

delay(500);

Serial.print(".");

}

// In ra dong "WiFi connected" va dia chi IP cda ESP8266

Serial.println("");

Serial.println("WiFi connected");
Serial.println("IP address: ");
Serial.println(WiFi.localIP());

}

void loop() {

}

SU dung WiFiMulti

48/155

Tuy nhién, déi luc Ung dung ban can noi dong cdi da, thi cé 2-3 mang WiFi dé backup & binh thuong,

class WiFiMulti s& giup ban diéu dé. Cung vdi mét ham monitor don gidn dé bao cho céc chic nédng

khé&c biét khi mang da duoc thiét lap.
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#include <ESP8266WiFi.h>

#include <ESP8266WiFiMulti.h>

// Khai béo bién wifiMulti thudc class ESP8266WiFiMulti && s& dung cdc chirc nang cla class nay.
ESP8266WiFiMulti wifiMulti;

// Bi&n connectioWasAlive nham ki&m tra k&t ndi chia ESP8266 d&n mang wifi.

boolean connectioWasAlive = true;

void setup()

{
Serial.begin(115200);
Serial.println();
// Add vao cdc mang wifi ma ESP8266 dwoe chi dinh s& k&t ndi
wifiMulti.addAP("primary-network-name", "pass-to-primary-network");
wifiMulti.addAP("secondary-network-name", "pass-to-secondary-network");
wifiMulti.addAP("tertiary-network-name", "pass-to-tertiary-network");

}

void monitorWiFi()
{
// Kiém tra néu chwa k&t n8i dén 1 mang wifi ndo s& cai dat connectioWasAlive = false
// &6ng thei in ra d&u "." sau m&i 500ms néu chwa duwoce k&t ndi
if (wifiMulti.run() != WL_CONNECTED)
{
if (connectioWasAlive == true)
{
connectiolasAlive = false;
Serial.print("Looking for WiFi ");
}
Serial.print(".");
delay(500);
}
// N&u d& k&t n6i dén 1 trong cac mang wifi s& in ra tén mang wifi va set connectioWasAlive = true
// d& khi mdt k&t ndi chwong trinh s& vao phan if (connectioWasAlive == true) nhdm thdng bdo dang
// tim ki&m mang wifi
else if (connectioWasAlive == false)
{
connectiolWasAlive = true;
Serial.printf(" connected to %s\n", WiFi.SSID().c_str());
}
b

void loop()
{

monitorWiFi();

}

Thuc hién sau khi kiém tra ma ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

800
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HTTP Client

Giao thuc HTTP

HTTP - Hypertext Transfer Protocol (giao thic truy@n dan siéu va&n ban), la giao thic dé truyén dur

liéu gitta cdc may tinh qua www (World Wide Web), vdi dif liéu co thé la dang text, file, anh, ho&c video.

HTTP duoc thiét ké dé trao déi dif liéu gitra Client va Server trén nén TCP/IP, nd van hanh theo co ché
yéu cau/tra loi, stateless - khong luu trir trang théi. Trinh duyét Web chinh la Client, va mdt méy chd
chilra Web Site la Server. Client sé k&t n6i t&i Server, gai di liéu dén server bao gdm cac thdng tin

header. Server nhan dugc théng tin va cén cd trén dé gdi phén hoi lai cho Client. Bong thai dong két

noi.

Mot vi du dién hinh la khi ban g6 dia chi vao thanh dia chi clia trinh duyét va nhén Enter, thi ngay lap
tlrc Web Client sé thuc hién viéc gdi yéu cau tai Web Server cé dia chi ma ban via gd. Web Server sé

tra loi b&ng ndi dung Web Site ma ban can xem.

Trong giao thic HTTP, viéc thiét lap két ndi chi co thé xudt phat ti phia client (lUc nay cdé thé goi la
HTTP Client ). Khi client glii y&u cau, cung vai URL va payload ( dT lieu muén L&y ) tdi server. Server (
HTTP Server ) ldng nghe moi yéu cau tu phia client va tra l&i cac yéu cau ay. Khi tra loi xong két néi

dugc ch&m dut.

Url + Verb

Request

. Response o

Status Code + Message Body

Hinh 32. Cach thic HTTP hoat déng

Khi nh&c tgi HTTP thi Hyperlink, hay URL (Uniform Resource Locator) la nhiing khai niém dugc théy
hang ngay

URL duogc dung dé dinh dang dia chi Website, chiia céc théng tin yéu cau ti client va server dua vao

do x(r 1Y, c8u trdc clia nd nhu hinh:

port query

http://www.domain.com:1234/path/to/resource’a=b&x=y

|
protocel host resource path

Hinh 33. C&u truc 1 URL
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Vi du ban cé thé gdi théng tin v& nhiét d6 dén server théng qua dudng dan:
http://esp8266.vn/log.php?nhiet_do=30

Cau truc 1 URL

|scheme | host |port |path |query | fragment|
http:// server.com: 8080 /path/to/log.php ?nhiet_do=30&do_am=80 #test

® scheme xac dinh giao thic truyén tai server, néu la https thi sé dugc méa hda.
@ host dia chi server.

® port port server dung dé phuc vy, néu ko cé thi mac dinh la 80 cho web.

@ path thong tin client mudn truy suét.

® query théng tin client muén gdi lén.

® fragment thudc tinh nay giup browser di dén vi tri cla trang.

Va&i dusng dan nhu trén, khi ban gé vao trinh duyét, thi trinh duyét sé thuc hién két néi va gdi dir liéu

nhu sau.

GET /log.php?nhiet_do=30 HTTP/1.1
Host: esp8266.vn

User-Agent: curl/7.49.1

Accept: */*

D{ liéu trd vé:

HTTP/1.1 200 0K

Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

data

ﬂ Trén linux, ban co thé s dung curl d& xem chi tiét dir liéu raw truyén nhan, gé
l&nh curl -v http://esp8266.vn/log.php?nhiet_do=30 trén terminal

Giao thuc HTTP dinh nghia mét s6 phuong thic (method) truyén dén
Server:

- GET la phuong thidc yéu cau di liéu don gidn va thuang s dung nhat ctia HTTP. Phuong thic
GET yéu cau server chi tra vé dir liéu bang viéc cung c8p cac théng tin truy van trén URL, théng
thuong Server cén cl vao thong tin truy van do trd vé dif liéu ma khong thay déi no. path va

query trong URL chira théng tin truy van.

- POST tuong tu nhu GET, nhung POST cd thé gai dir liéu vé Server.
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- PUT la phuong thic yéu cau tao mai mot dir liéu, giong POST nhung danh d&u cho Server biét,

néu dir liéu khong tdn tai trong co s& df liéu thi tao mdi, hodc slra ddi no.

- DELETE Tuong tu nhu GET, nhung béo cho Server biét vé viéc xdéa dU liéu théng qua URL.

Céc phuong thic théng thudng chi dung GET va POST, céc phuong thlc con lai thudng s dung
trong APl server (RESTful). Mot s8 diém khac biét gitt POST va GET.

.- GET co6 thé bi cache (luu trir & trinh duyét va s dung lai sau do), ndi dung request cdé thé luu trir
g lich st trinh duyét, cé thé dugc danh d&u (bookmark).

- GET khéng nén st dung dé gdi céc dir liéu nhay cém.
- GET bi gigi han dé l&n dU liéu can gai.
- GET chinén dung dé lay dir liéu va.

- POST kh6ng bi catch, khong tan tai dif liéu gdi trong lich sU trinh duyét, khéng thé danh dédu
(bookmark).

- POST khéng gidi han bdi d6 lan dT liéu can gaoi.

HTTP Header & Status Code

DU liéu tréd vé bao gid cling cé phan théng tin header vdi dong dau tién chua Status Code HTTP/1.1
200 OK co nghia la status code = 200, request dugc trd vé phu hop. Theo sau do la céc cép header
chira théng tin Server mudn trao déi vai Client, ma néu & trinh duyét thi né bi 8n di (ngudi dung binh
thuding khéng thé thay). Cac cép header nay dinh dang theo kiéu name: value va két thic baéng ky tu
xudng dong khéng thdy bang méat thuong (Ox0D OxOA hay \r\n). Trong vi du trén, théng tin header
Content-Type: text/html; charset=utf-8 bdo cho trinh duyét biét réng dinh dang di liéu gai vé la
dang text, mé hda utf-8. Transfer-Encoding: chunked chiéu dai dr liéu khéng dugc biét trudc va gadi

cho tdi khi server déng két néi.
M@t s6 HTTP status code thudng théy:

- 1xx: Ma trang thai théng tin. Ban chét clia ma trang thai nay, chi dé théng béo vai client rang
request da dugc ché&p nhan. Cac méa trang thai théng tin nay dugc quy dinh trong HTTP/1.1, con
phién ban HTTP/1.0 hay trudc do thi khéng cd, cé thé bd qua phan méa trang thai nay. Cac ma
hay gap:

° 100 Continue: Théng bao cho Client biét la cé thé gui tiép phan request con lai néu con,
két thic néu da hét. Néu trong request POST, phan than request l&n sé bj server tl chéi va
dé gidi quyét didu nay thi client phai glii Expect: 100-continue theo sau phan header

ban dau.

. 2xx: Nhdm mé trang thai nay théng bao vdi Client réng request da dugc nhan, hiéu va x Ly

thanh cong. Vdi mot s6 méa thudng théy:

iotmaker.vn
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° 200 OK: Thong b&o cho Client biét la request d& gli thanh cong. Cé thé thdy ma trang théi
nay trong cac phuong thuc GET, HEAD, POST, TRACE.

° 201 Created: Cho biét request da xr | thanh céng va tai nguyén da duogc khdi tao. Bugc
st dung dé xac nhan su thanh céng clia mét request PUT ho&c POST.

° 204 No Content: Thdng béo khdng cod phan than message trong response.

- 3xx: Nhdm ma trang thai thdng béo Client con phai thuc hién thém hanh déong dé hoan thanh
request. M& trang thai thuong gap trong nham:

° 301 Moved Permanently: Théng bao tai nguyén dugc yéu cau da dugc chuyén hudng

sang mot URL mdi va server sé& gli URL mdi nay trong response cho Client biét.

- 4xx: Nhédm ma thang béo céac L6i tir phia Client. Bugc s dung khi server cho rang phia Client
dang xay ra L&i, v mot request, ho&c tai nguyén khéng hop L&, hodc moét request khdng dung.

Céc ma théng dung:
° 400 Bad Request: Théng bao request da gui la sai.

° 401 Unauthorized: Chi ra r&ng request ca&n dugc xac thuc. Client co thé gli lai request vai
header da& dugc xac thuc. Truong hop da dinh kém header xac thuc nhung van nhan dugc
théng béo nay tuc la header xac thuc chua hap Lé.

° 403 Forbidden: Server tu chéi quyén truy cap clia Client.
° 404 Not Found: Thong béo tai nguyén khéng hop L& va khéng tdn tai trén server.

° 409 Conflict: Server khong thé hoan thanh yéu cau vi Client ¢ chinh slra tai nguyén mai
hon so véi timestamp cla Client. Xung dot xdy ra chl yéu trong céc request PUT trong

qua trinh hgp tac chinh sda tai nguyén.

- 5xx: Nhom lénh thdng béo server dang & trong tinh trang L6i hodc khéng co kha nadng thuc hién

yéu cau. Mot s6 ma thuong gap:
° 500 Internal Server Eror: Cho biét la khong thé thuc hién request cla Client.

° 501 Not Implemented: Théng béao server khéng cé phuong thic dugc yéu cau hoac

khéng cé khd nédng hé trg chidc ndng ma Client da request.

° 503 Service Unavailable: Xay ra khi hé théng clia server dang bdo dudng hoéc qué téi.

JSON

JSON (JavaScript Object Notation) la 1 dinh dang trao déi dif liéu dé giup viéc doc va viét dir liéu trd
nén dé dang hon, may tinh cling s& dé phéan tich va tao ra JSON. Chung la co sd dua trén tap hop
clia ngdn ng(r lap trinh JavaScript. JSON & 1 dinh dang kiéu text ma hoan toan déc l&p vdi céc ngén
ngl hoan chinh, thuéc ho hang vdi cdc ngdn ngl trong ho hang clia C, gom cd C, C++, C#, Java,

JavaScript, Perl, Python, va nhigu ngdn ngl khéc. Nhiing dé&c tinh do d& tao nén JSON 1 ngdn ngl
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hodn vi d lidu L tudng.
JSON duogc xay dung trén 2 céu trdc:

. La tAp hop clia céc c&p tén va gid tri name-value. Trong nhiing ngdn ngl khédc nhau, day cé thé

la 1 object, record, struct, dictionary, hash table, keyed list hay associative array.

. L& 1tAp hop céac gié tri da dugc sdp x8p. Trong hau hét cac ngdn ngl, dir liéu nay dugc xem nhu
array, véc tag, list hay sequence. Day & 1 c8u truc dir liéu phé dung. Hau nhu tat ca céc ngdn
nglr l&p trinh hién dai déu hé trg. Chang tao nén  nghia cla 1 dinh dang hoén vi dir liéu vdi céc

ngdn ngl lap trinh cling d& duoc co s& hod trén céu trdc nay.
Cu phap
- DU liéu ndm trong cac cdp name/value
- Céc d{r liéu dugc ngén céch bdi day phéy,
- Céc déi tugng (name/value) nam gilta hai ddu ngo&c kép '
- T4t ca cac dbi tugng nam bén trong hai d&du ngo&c nhon {}

- DU liéu clia JSON dugc viét theo tiing cép name/value. Mot c&p name/value bao gom truang
name (ndm trong hai ddu ngo&c kép ', theo sau la déu hai ch&m ;, va sau cung la truong value

(ctng dugc ndm trong hai ddu ngoé&c kép '. Vi du: 'name""John’

{
"username" : "your-user-name",
"email" : "your-email@email.com",
"website" : "iota.edu.vn",
"title" : "IoT Stater Cource"

}

Ung dung xem gia Bitcoin

Mét Ung dung don gidn s dung giao thic HTTP dé L&y ti gia Bitcoin (BTC)/USD ti cac trang Web giao
dich, hién thij l&n man hinh OLED.

Chuing ta co rat nhigdu ngudn lay ti gid, moét trong sé do la www.cryptocompare.com/. Vdi tai liéu duogc
cung cép, va nhu cau la chi lay tf gié Bitcoin/USD, chidng ta chi can ESP8266 gdi 1 HTTP Request dén
min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD thi s& nhan dugc mdt chubi JSON
dang nhu:

{"USD":4731.44}

va gid tri clia truong USD chinh L& gid tri ching ta mudn hién thi.

iotmaker.vn

h.vn


https://www.cryptocompare.com/
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD
https://iotmaker.vn

Internet Of Things (IoT) cho ngudi mdi bat dau 53/155

BDa s6 cac dich vu Web hién nay déu sl dung giao thlc bdo mat HTTPS, vé co
0 bédn nd cling la HTTP, nhung qua trinh truyén nhéan dugc ma hoa di liéu, thuc

hién xac thuc trudc khi gli gitra Client va Server.

Khi dung HTTPS, chung ta can cung cdp SHAT Fingerpint dé Client cé thé xac thuc server. Ban co thé

dung trinh duyét dé truy cap trudc dé ldy. Néu & Chrome, sau khi truy cap vao dia chi min-

api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD, Nh&n Ctrl+Shift+| (Shift + | + | v&i Mac0S)

va di dén Security > View Certificate > Details > Thumbprint. Ban sé& th&y hinh nhu bén dudi, va copy

no.

i =l DigiCert High Assurance EV Root CA
el e | DigiCert SHAZ Extended Validation Server CA

DNS Name

Critical

Policy 1D #1
Qualifier 1D #1
CPS URI
Policy 1D #2

Critical
URI
| URI

Critical
Data

I Critical
Method #1

URI

Method #2

URi

SHA-256
SHA-1

O R

api.blockehain.info

Certificate Policies ( 2.6.29.32 )

NO

(2.16.840.1.114412.2.1)

Certification Practice Statement ( 1.3.6.1.5.56.7.2.1)
hitps:/www.digicert.com/CPS

(2.23.140.1.1)

CRL Distribution Points { 2.5.29.31)

NO
http://eri3.digicert.com{sha2-ev-server-gl.crl
htto://erid dicicert.com/sha2-ev-server-gl.crl

Embedded Signed Certificate Timestamp List { 1.3.6.1.4.1.11128.2.4.2)
NO
04B2016801670075..

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1 )

NO

Online Certificate Status Protocel ( 1.3.6.1.5.5.7.48.1 )

htte: i/ocsp.digicert.com

CA Issuers ( 1.3.6.1.5.5.7.48.2 )
http://cacerts.digicert.com/DigiCertSHA2 ExtendedValidationServerCA.crt

736E3332308AB7A0EC 99 0BO9 1CBBOD B4 56 E4BA JE33E9CA23F7 SCF3 F1

BC 4C 5B 6C F9 6D 99 89 3D FC 6B F4 48 6E F6 77 A8 FF 5C 11I

Hinh 34. HTTPS Fingerprint

Day la doan Code 8y gi& Bitcoin, ci mbi 5 gidy, ESP8266 sé két ndi dén Cryptocompare server dé
&y théng tin va hién thi lén OLED.
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#include <ESP8266WiFi.h>

#include <ESP8266HTTPClient.h>

#include <ArduinoJson.h> //https://github.com/bblanchon/Arduinolson
#include "SSD1306.h" //https://github.com/squix78/esp8266-0led-ssd1306

const char* ssid = "..... ;
const char* password = "....";
SSD1306  display(@x3c, 4, 5);

/* xem thém https://www.cryptocompare.com/api/ */

const char* host = "https://min-api.cryptocompare.com/data/price?fsym=BTC&tsyms=USD";
/*SHAT fingerprint*/

const char* fingerprint = "61 DE E9 FF BB 6B AD AA E4 9A 38 95 DC EC 74 2C 61 4B 7D @7";

void getBitcoin()

{
HTTPClient http;
Serial.print("connecting to ");
Serial.println(host);

http.begin(host, fingerprint);
int httpCode = http.GET();
if (httpCode == HTTP_CODE_OK) {
String payload = http.getString();
Serial.println(payload);
StaticJsonBuffer<512> jsonBuffer;
JsonObject& root = jsonBuffer.parseObject(payload);
if (!root.success()) {
Serial.println("parseObject() failed");
return;

}

double priceUSD = root["USD"];
display.clear();
display.drawString(@, 0, "Bitcoin price");
display.drawString(0, 18, String(priceUSD));
display.display();
Serial.println(priceUSD);

}

http.end();

}

void setup() {
Serial.begin(115200);
display.init();
display.clear();
display.setFont(ArialMT_Plain_16);
display.drawString(2, 0, "Connecting to");
display.drawString(0, 18, ssid);
display.display();
WiFi.begin(ssid, password);
while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(".");
}
display.clear();
display.drawString(@, 0, "Connected");
display.display();
}

void loop() {
if (WiFi.status() == WL_CONNECTED) {
getBitcoin();
}
delay(5000);
}

iotmaker.vn
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Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xudng board dung Arduino IDE

Hinh 35. K&t qué L&y gid Bitcoin va hién thi mdi 5 gidy
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Ché do WiFi Access Point

ESP8266 hoat dong & ché do Access Point

ESP8266 co khé ndng cho phép céc thiét bi khac (Station - STA) truy cép vao va hoat déng nhu a1
Access Paint, cé thé tu thiét lap 1 mang WiFi ndi bo, vai khd nédng khai ddng DHCP Client va cung cép
duoc IP cho céac Client k&t néi tdi. Do gidgi han v& RAM, nén s6 lugng t6i da cac STA co thé két ndi dén
mot ESP8266 hién tai la b.

Kh&i tao mang

Dau tién ban can include <ESP8266WiFi h>, thu vién nay chlra ham softAP dung dé c&u hinh Access
Point mém (soft AP) dé khdi tao mét mang WiFi.

Mot mang WiFi don gidn nhéat chi can cung cp tén SSID va khang méat khdu WiFi.softAP(ssid). Phic
tap haon, ban cung c&p méat khdu cho mang WiFi WiFi.softAP(ssid, password), ho&c chi tiét
WiFi.softAP(ssid, password, channel, hidden) khi cung c&p chinh xac kénh truyén (1..13), mac dinh 1va
8n no di, khéng hién thi ra khi hidden = true

Nh& réng ssid st dung chudi kg tu khéng qué B3, va mat khau (co thé khdng can) vdi téi thiéu 8 ky tu
cho mang WPA2-PSK

Ham softAP sé tré veé true néu khdi tao thanh cong mang WiFi

Luu g rédng, mang WiFi khdi tao bai ham softAP sé& s dung dia chi IP méac dinh la
192.168.4.1, va chay 1 DHCP Server cung cép déi IP cho client k&t noi tdi la
192.168.1.x. Ban co thé thay déi dia chf IP méc dinh nay badng ham softAPConfig.
0 Ngoai ra, ESP8266 cdé thé chay dugc song song 2 ché db Station va Access
Point, nhung luu Y, chi dugc 1 channel, va channel clia softAP st dung bdi

channel clia Station.

WiFi.softAPConfig (local_ip, gateway, subnet) dung dé c&u hinh IP cho Access Paint

Céu hinh dia chiIP cho ESP8266 AP la 192.168.4.22

IPAddress local_IP(192,168,4,22);

IPAddress gateway(192,168,4,9);

IPAddress subnet(255,255,255,0);
WiFi.softAPConfig(local_IP, gateway, subnet)

WiFi.softAPgetStationNum() sé tra vé s6 luogng client dang két néi tdi Access Point

iotmaker.vn
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Khai tao mang WiFi st dung ESP8266

Vd&i doan code nay, ban co thé tao ra mdt mang WiFi cuc bd cé SSID (& AP-XXXXXX va cé thé dung

may tinh dé két néi truc tiép vao vai password la password

#include <ESP8266WiFi.h>
const char *password = "password";

void setup() {
Serial.begin(115200);
Serial.print("Configuring access point...");
char ssid[64];
sprintf(ssid, "AP-%06X", ESP.getChipId());
WiFi.softAP(ssid, password);

IPAddress myIP = WiFi.softAPIP();
Serial.print("AP IP address: ");
Serial.println(myIP);

}

void loop() {
Serial.printf("Stations connected = %d\n", WiFi.softAPgetStationNum());

delay(3000);
}

Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE
- Nap chuong trinh xuéng board dung Arduino IDE
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Hinh 36. Khi khdéi dong 1 WiFiAccesspaint
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Web Server

Web Server la gi?

Web Server la mot may chi Web ma khi cé bat ki mat Web Client nao (chdng han Web Browser) truy
cAp vao, thi nd sé c&n cU trén cac thdng tin yéu cau truy cap dé x LY, va phan hai lai ndi dung. Pa
phan céc ndi dung Web Server phuc vu la HTML, Javascript, CSS, JSON va bao gom cé céc dir liéu
Binary.

Mé&c dinh céac Web Server phuc vu trén Port 80, va 443 cho dich vu Web cé bdo mat HTTPS

HTML - Javascript - CSS

HTML, Javascript va CSS la ba ngdn nglr dé xay dung va phat trién Web. Nhiing hiéu biét co bén vé

chung sé tao diéu kién thuan lgi cho céc qua trinh tiép theo sau dugc dé dang hon.
HTML

Viét day du la Hyper Text Markup Language - ngdn ng{f danh d&u siéu va&n ban dung dé céu truc
néi dung clia moét trang Web, vi du nhu: chi dinh céc doan v&n bén, tiéu dé, badng d liéu, hodc nhing
hinh &nh hod&c video vao Web. M&i trang Web chira mét loat céc lién két dén cac trang khac dugc goi
l&a hyperlinks (siéu lién két). Mbi trang dugc tao ra ti nhiéu tag (thé) khac nhau, vai cdu tric mét tag

nhu sau

Céu truc 1tag

<tagname> ndi dung tag...</tagname>
- Céc tag thuong di theo cép, bat dau bdi <tagname> va két thuc béng </tagname>
0 Tag két thuc phai cé déu gach chéo / phia trudc tén thé.

Trang HTML co bén cé thé dugc thdy nhu sau:

iotmaker.vn
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<!DOCTYPE html>
<html>
<head>
<title>Page Title</title>
</head>
<body>

<h1>This is a Heading</h1>
<p>This is a paragraph.</p>

</body>
</html>

Vd&i mét s tag co ban nhu sau:

- <IDOCTYPE html> cho biét l& HTMLS.

- <html> root clia trang HTML.

- <head> chla théng tin vé tai liéu.

- <title> phan tiéu dé trang.

. <body> phan chla néi dung trang hién thi.
- <h1> nagi chda phan tiéu dé chinh.

- <p> phan ghi cac doan van ban.
Javascript

Javascript la mét ngdn nglf dugc thiét ké chd yéu dé thém tuong tac vao céc trang Web, va tao ra

céac Ung dung Web.

Céc chuong trinh Javascript co thé dugc nhung truc tiép vao HTML clia Web. Va tuy vao muc dich cu
thé, script co thé chay khi md trang Web, nh&p chuét, gd phim, gli biéu méu, cadp nhat dir liéu, giao
tiép vdi co sa d lidu...

D& nhung chuaong trinh viét b&ng Javascript vao trang HTML, chi can thém tag <script> va thubc tinh
type. Co thé thém phan nay & phan <head> ho&c phan <body> clia HTML. Vi du sau day minh hoa
viéc thém mot chuong trinh Javascript vao phan than (<body>) clia HTML:
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<IDOCTYPE html>
<html>
<head>

<title>My first JavaScript page</title>

</head>
<body>

<script type="text/javascript">

// chwong trinh Javascript nén dwoe viét & day

// ngay truwéc </body>
</seript>
</body>
</html>

CSS

B0/155

CSS la tur vist tat clia Cascading Style Sheets, la mot ngdn ngll dugc thiét ké dé xUr L giao dién

Web, giup céc trang Web dugc dep haon. CSS cd thé kiém soét dugec mau séc clia va&n ban, phong

ch, kich cd ch(, khodng cach gilta cac doan van, hinh nén ho&c mau nén, va nhiéu hiéu ung khac.

Mot doan CSS bao gdtm 4 phan nhu thé nay:

ving-chon {
thudc-tinh-a: gid-tri-x;
thude-tinh-b: gia-tri-y;

Vidu vé str dung CSS trong HTML

<IDOCTYPE html>
<html>
<head>
<title>My first JavaScript page</title>
<style>
.class-select {
background-color: red;

}

#id-select {
background-color: green;

}

div {
color: blue;
}
</style>
</head>
<body>

<div id="id-select"> css select by id </div>
<div class="class-select"> css select by class </div>

</body>
</html>

Vd&i doan HTML bén trén, thi mau nén cla tag div co id = id-select s& cd mau xanh & cay, tag div co

class = class-select s& cd mau dd, va chr clia tat cd nhing thé div cé mau xanh nudc bién.
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Ung dung diéu khién dén LED théng qua Webserver

ESP8266 hoan toan co thé thuc hién vai tro Web Server dé phuc vu cho mét vai két néi dén, tan dung

giao dién Web dé didu khién, c&u hinh cho no.

ESP8266 Web Server

Vdi Ung dung nay, ESP8266 sé khdi tao 1Web Server, khi cd bat ky client nao két néi tdi (Web
Browser) thi ESP8266 sé& gdi vé 1 trang HTML vdi céc théng tin dé Client cé thé digu khién chap tat
den LED cla board.

#include <ESP8266WiFi.h>
#include <ESP8266WebServer.h>

const char* ssid = "........ ;
const char* password = "........ J
const int led = 16; //LED pin = gpiolb
/* HTML s& dwoc g1 xubng client */
const char *html = \
"<html>\
<head>\
<title>ESP8266 Webserver</title>\
</head>\
<body>\
<a href=\"/on\">0N</a>\
<a href=\"/off\">0FF</a>\
</body>\
</html>";

/* Web Server 18ng nghe & port 80 */
ESP8266WebServer server(80);

/* ham nay dwoe goi khi trinh duyét truy vdn dén '/on
* s& bat dén LED (0 = on), sau d6 chuyén hwéng trinh duyét
* vé& lai trang cha '/
*/
void handleOn() {
digitalWrite(led, 0);
server.sendHeader("Location","/");
server.send(307);

}

/* ham nay dwee goi khi trinh duyét truy van dén '/off'
* & tAt dén LED (1 = off), sau dé chuyén hwéng trinh duyét
* vé lai trang cha '/’
*/
void handleOff() {
digitalWrite(led, 1);
server.sendHeader("Location","/");
server.send(307);

}

/* ham nay dwee goi khi trinh duyét truy vdn dén trang chd '/
* & g&1 dir 1i6éu HTML, cung cdp cac théng tin &€& bat, tat LED
*/

void handleRoot() {

server.send(200, "text/html", html);
b
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void setup(void){
pinMode(led, OUTPUT);
digitalWrite(led, 0);
Serial.beqgin(115200);
WiFi.begin(ssid, password);

while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(".");
}
Serial.println("");
Serial.print("Connected to ");
Serial.println(ssid);
Serial.print("IP address: ");

/* Chang ta c6é th&€ bi&t IP clha ESP8266
* g€ k&t n6i t&i nhd goi ham nay

*/

Serial.println(WiFi.localIP());

server.on("/", handleRoot);

server.on("/on", handleOn);

server.on("/off", handleQff);

server.begin();

Serial.println("HTTP server started");
}

void loop(void){
server.handleClient();

}

Thuc hién sau khi kiém tra ma nguodn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xudng board dung Arduino IDE

Két hgp WiFi AP va Web Server
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Trao doi d liéu gitta 2 ESP8266

Théng thudng, mudn hai hay nhigu ESP8266 cd thé lién lac, trao ddi dif liéu vai nhau sé& can dén mot
router hay access-point, cdc module ESP8266 nay sé két ndi vao Access Point roi sau do giao tiép

vd&i nhau.

Cé mét s6 Ung dung don giadn dé két ndi 2 ESP8266 vdi nhau ma khdng can Access Point, ching ta cd
thé khdi tao 1 board hoat ddng nhu la WiFi Access Point, ddng thai khai tao 1 TCP Server. Board khac
hoat déng nhu 1 WiFi client thong thudng, k&t ndi vao mang WiFi d& duoc tao, va khai déng 1 TCP

Client két n6i vao TCP Server kia.
~ A
Yéu cau

- Khédng can béat kg mot Router, hay Access Point nao, thuc hién viéc két ndi giao tiép gilta 2
ESP8266 thdng qua mang WiFi, 2 Board nay sé truyén dir liéu vdi nhau mbi gidy, va hién thi lén

Serial Terminal

Hudng dan thuc hién

D& trao dbi dir lieu gilra 2 ESP8266 can dap Ung cac digu kién sau:

- 1ESP8266 sé& khdi dong SoftAP dé tao mang WiFi, ddng thai khdi déng 1 TCP Server dé lam

Server.
- 1ESP8266 phai la client vai ché do WiFi Station va két néi dén ESP8266 server dé tao & trén.

- Sau mdi gidy, Board ESP8266 nay sé& gadi dif liéu vao Board kia, board nhan dugc dif liéu sé inra

céng Serial va gdi nguoc lai.

Code

P2P server

#include <ESP8266WiFi.h>

#define PORT 23
// Gioi han so luong clients ket noi
#define MAX_CLIENTS 3

// Ten va mat khau cua ESP8266 AP se tao
const char *ssid = "yourSSID";
const char *password = "yourPassword";

//khoi tao IP adress

IPAddress local_IP(192, 168, 4, 1);
IPAddress gateway(192, 168, 4, 1);
IPAddress subnet(255, 255, 255, 0);

[SoE
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// Khoi tao port de clients ket noi
WiFiServer server(PORT);
WiFiClient clients[MAX_CLIENTS];

void setup() {
Serial.beqgin(115200);
Serial.println();
Serial.print("Setting soft-AP configuration ... ");

//Cau hinh acces point, cai dat soft AP de client ket noi vao.
WiFi.softAPConfig(local_IP, gateway, subnet);
WiFi.softAP(ssid, password);

//In ra local_IP cua AP.
Serial.print("AP IP address: ");
Serial.println(WiFi.softAPIP());
Serial.println("Telnet server started");
server.begin();

}

void loop() {
uint8_t i;
// kiem tra co client moi ket noi khong
if (server.hasClient()) {
for (i = 0; i < MAX_CLIENTS; i++) {
if (!clients[i] || !clients[i].connected())
{ if (clients[i]) clients[i].stop();
clients[i] = server.available();
Serial.print("New client: "); Seriall.print(i);
continue;
}
}

WiFiClient serverClient = server.available();
serverClient.stop();
3
// Kiem tra neu so client ket noi MAX_CLIENTS
// co client, client duoc ket noi va o trang thai available
// doc du lieu tu client, va gui lai du lieu cho client do.
for (i = 0; 1 < MAX_CLIENTS; i++) {
if (clients[i] && clients[i].connected()) {
if (clients[i].available()) {
String line = clients[i].readStringUntil('\r");
Serial.print("Server receive from Client:");
Serial.println(line);

//Gui thong tin hoai dap cho client

String resp = String(line.reserve(line.length() - 1));
Serial.print(" Then, response back to client:");
Serial.println(resp);

clients[i].write(resp.c_str());

Serial.println();
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P2P client

#include "ESP8266WiFi.h"

// Ten va mat khau cua ESP8266 AP lam server se vao
const char *ssid = "yourSSID";

const char *password = "yourPassword";

IPAddress server_ip(192, 168, 4, 1);

#define PORT 23

// port 23 la port cua esp8226 lam AP da khoi tao.
WiFiClient client;

void setup() {
uint8_t i = 0;
Serial.begin(115200);
WiFi.begin(ssid, password);

Serial.print("\nConnecting to ");
Serial.println(ssid);

// Kiem tra tinh trang ket noi, neu chua ket noi duoc
// se in chuoi "connecting..." tren man hinh serial terminal.
while (WiFi.status() !'= WL_CONNECTED) {
Serial.println("Connecting...");
delay(500);
}
}

unsigned long previousMillis = 0;
void loop() {
if (WiFi.status() == WL_CONNECTED) {
// Kiem tra neu client(STA) chua duoc ket noi
// Kiem tra tiep tuc neu khong duoc ket noi den IP va PORT cua server (AP
// thi in ra serial terminal chuoi "connection failed".
while (!client.connected()) {
if (!client.connect(server_ip, PORT)) {
Serial.println("connection failed");
delay(1000);
return;
}
b
// Neu client(STA) duoc ket noi thi se doc du lieu tu server(AP)
// den khi gap ki tu \r va in ra seria terminal du lieu nhan duoc.
while (client.available()) {

String line = client.readStringUntil('\r");
Serial.print("Client receive from Server:");
Serial.println(line);

}

//Send PING to server every 1000ms.

unsigned long currentMillis = millis();

if (currentMillis - previousMillis >= 1000) {
previousMillis = currentMillis;
client.write("PING\r");

}

}
}

Thuc hién sau khi kiém tra ma ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

800
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Tong két

Trong phan nay, ching ta d& ndm rd cac ché do hoat déng clia ESP8266, cac giao thic truyén
TCP/IP, HTTP va céc dinh dang HTML, CSS, Javascript. Ngoai cac vi du thuc tién sl dung ESP8266 nhu
HTTP Client & hudng dan trén, ban co thé s dung HTTPClient dé két n&i dén céc Server tu tao, g&i dir

liéu cdm bién dén Server, cling nhu 8y di liéu tu Server dé thuc thi cac tac vu.

Ché& d6 WiFi Access Point va Web Server chay trén ESP8266 thudng s’ dung dé cdu hinh céc théng
s6 cho s&n phdm, sir dung giao dién Web cdé & bat ki may tinh nao dé cung cép céc théng s6 phic

tap cho Ung dung moét cach dé dang.
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Du dn doc cam bién DHT11

va goi vé Server

Trong bai nay chung ta sé& xay dung Ung dung ding cdm bién DHT11 dé thu thap nhiét dé, dd dm cla
moi trudng. Thang tin v& nhiét do va dé dm sé& dugc hién thi trén méy tinh va hién thi trén trinh duyét

web béng céch truy cap vao 1 dia chi URL dugc chi dinh. Mot s6 kién thic can thiét :

- Nhiét dé & dai lugng thé hién tinh chéat vat | nong, lanh clia vat chat. Nhiét dé dugc do béng
céac don vi khac nhau va cd thé bién ddi b&ng céc cong thic. Trong hé do ludng quéc té, nhiét
d6 dugce do bang dan vi Kelvin, kg hiéu la K. Trong dai s8ng & Viét Nam va nhiéu nudc, nd dugc
do bang dé C.

- D6 dm tuong d6i la t s6 clia &p sudt hoi nudc hién tai clia bat ki mot hdn hop khi nao vai hoi
nudc so vai &p sudt hai nudc bao hoa tinh theo don vi la %. Dinh nghia khac clia d6 &m tuong
déi la t s6 gitra khdi lugng nudc trén mot thé tich hién tai so vdi khéi lugng nudc trén cung thé
tich do¢ khi hoi nudc béo hoa

- DHT11 la m6t cdm bién co kha né&ng do nhiét dé va dé &m khéng khi vai dé chinh xéc vira phai,

gia ca phai ch&ng. Co thé 18y d liéu do dugc clia cdm bién béng giao thic OneWire.
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Thiét ké Ung dung

Hinh &nh bén dudi mé ta tdng quan du an

nade

SERVER

Client
__interface conirol
b i
4 —~—
S 1.
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Hinh 37. Téng quan mé hinh cla du &n

Trong thuc té&, khi thiét ké Ung dung, ngudi dung c&n mét giao dién giam sat va digu khién than thién,
ddng thai cé thé phat trién thém céc tinh ndng nhu hién thi két qua dudi dang dd thi (chart), luu trir
dir lieu theo thai gian chi dinh hay digu khién trang thai céc thiét bi chi vai 1 click chudt trén may tinh.

Céc du an vdi mo hinh phic tap sé can quan li céc két néi cling nhu dir liéu clia céc thiét bi..

Chung ta sé& giai quyét nhiing van dé trén théng qua Ung dung doc nhiét d6, d& 8m cla méi trudng
va gui vé server. Day la m6t Ung dung kha don gidn, hiiu ich va dé lam. Théng qua ph&n nay chung ta
c6 thé xay dung dugc mot Ung dung loT thuc té, ndm bét dugc cac kién thic co ban vé thu thap di

liéu, xady dung thiét bi va server.
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Yéu cau
- Dung cam bién DHT11 dé thu thap nhiét do, dé &m clia mai truang va két ndi vai board mach
ESPB266
- Board mach ESP8266 sé& két n&i khdng day dén mang WiFi va gai di liéu vé HTTP Server

- Phan co ban: HTTP Server hién thi dif liéu nhiét d6, d& 8m ra man hinh Log trén méy tinh

- Pha&n nang cao: HTTP Server luu trif dir liéu, va cung cép file HTML cho ngudi dung cé thé xem

qua Browser

Phan tich

- Chungta can 1 Web Server viét bang Javascript, thuc thi bdi Node js, ldng nghe & Port dugc chi
dinh trén may tinh ca nhan. J day la port 8060

- Mdy tinh phai cé két néi cung mang WiFi ndi bd vai ESP8266 va can biét dia chi IP clia may tinh
dé ESP8266 co thé truy cap, vidu IP la 192.168.1.102

- ESP8266 sau khi két ndi vao mang WiFi néi b6, sé tién hanh doc théng s6 nhiét do, d6 &m tu cdm

bién DHT11 va gdi vé Server sau mbi 2 gidy.

- Qua trinh gdi duogc thuc hién bdi phuong thde GET, vi du
http://192.168.1.102/update?temp=25&humd=80 vd&i 192.168.1.102 la dia chi Web Server, /update &
duding dan, temp=20 va humd=80 chla théng tin nhiét dé 20 do C va do 8m 80%.

- Web Server tra v& trang thai HTTP status = 200 (OK), cung vdi viéc hién thi ra clra s6 log gia tri

nhiét do, dd &m.

e ph&n nadng cao: — Web Server luu trif df liéu nhiét d6, d& 4m trong mang, chla & bd nhd RAM
— Web Server con cung cép 1file index.html chita ma Javascript co thé yéu cau &y dir liéu

nhiét d6, do 4m luu trong RAM, va hién thi l&én biéu dd
[ d ’
Kieén thuc
S& dé dang hon néu chung ta cé nhiing kién thic co ban vé

- Chudn truyén dir liéu OneWire gitra céc IC
- Ng6n ng(f Javascript dé xay dung server bang cach dung Node js

- Ng6n ng(f HTML dé xay dung 1trang html don gidn nh&m hién thi d liéu

Tuy nhién cling diing qua lo l&ng néu ban chua ting dung nhirng thi nay, chidng ta sé& hidu nd khi

doc céc phan tiép theo.
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Cam bién DHT 11 va chuén d liéu OneWire

- DHT11 L& cdm bién co chic ndng do nhiét do, dd dm clia méi truong, dugc dung khé phd bién vi
gid thanh thdp va dé 8n dinh cao. Cdm bién s’ dung chudn truyén dif liéu OneWire. Théng tin

chi ti€t v& DHT11 co thé xem tai Datasheet

- OneWire la chuén giao tiép ndi tiép dugc thiét k& bdi hang Dallas. Do la hé théng bus nham két
ndi céc thiét bi vdi nhau dé truyén ho&c nhan dir liéu.Trong chuén giao tiép nay thudang chi s
dung 1 chéan dong thai la vira la ngudn cung cép via la chan truyén nhéan d liéu. Clng gidng
nhu céc chuén giao tiép khac, OneWire cling gém 3 giai doan reqquest (hdi) = respond (dap) =

data reading (truyén nhan d liéu).
Hinh &nh m6 ta qua trinh truyén,nhéan d liéu ctia DHT11 nhu hinh bén dudi

SEE | EER ey

» 4 - y ~“.‘-.--II-.-II---||---Il-..ll---ll--.ll.'... Roleases
[ - » mE e > = » —==¥ the bus
VDD = 1 - 1 2 1 | I 3
] | = | ] ! \ [ ]
‘ : . 5 . z
] - { | | * | Data “1° bit \ =
. o | = [ ] n
sl T [ s [ e a4y v
Nt L (il | i : Ypmpmimew m--ll---u---'hlnlll-rl\ »
Single bus Pulled up ta wait for Data ‘0" bit Jown the end of
— {0k SigNa Slave signa
Data\Timing Diagram
- - . i Bl
VI t Voo
” Start sending data
i GND
Wit s g w—Host signal Slave signal
lwa 1 B
- - 4 Sous Tax
VI D + bt i VOO - bl -I y
| /
\ |
GND l: L | CND !
— 1 BiGNE Siave aignn — 121 0] Skawn signal
Bit data "0" bit format Bit data "1" bit format
Hinh 38. Qué trinh truy&n nhan dr liéu trong chuén OneWire
Tom tat

1. Master (ESP8266) gUi tin hiéu START, DHT11 s& chuyén ti ché dé tiét kiém néng lugng (low-

power mode) sang ché dé lam viéc binh thudng (high-speed mode)

2. DHT11 nhan dugc tin hiéu va phén hai dén master, master nhan tin hiéu va bét dau qué trinh

truyén d liéu.
3. DHT11 sé& gui dr liéu |&n bus, mbi lan gui la 1 goi 40 bits data.
4. Khi muén két thic, Master sé& gui tin hiéu STOP, két thidc qua trinh truyén nhan di liéu
Chi tiét v& chuén OneWire xem tai maximintegrated.com
Ngén ngl HTML
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M6t trong nhing dia chf web dé hoc HTML cho ngudi mdi bat dau la w3school.com/HTML, luu g réng
chung ta sé khang di qua sau vao viéc hoc HTML, bdi viéc nay cé thé dnh hudng dén tién do thuc

hién cla project, tai thai diém nay ching ta chi can hoc dl dé xay dung project hoan chinh.
Node.js va Javascript

Dé tao server dung Node js c&n trang bi mot s6 kién thic co ban vé Javascript va Node. s, dé hoc
Javascript chung ta co thé truy cap dia chi URL w3school.com/Javascrpit, vdi Node js thi

codeschool.com that sy hiu ich vai ngudi mai bat dau.

Thuc hién

Linh kién cadn co
Cé&m bién DHT11

Board ESP8266 WiFi Uno

Day ndi male-female header
Bién tré 5K Ohm

Cable k&t n6i gita board ESP8266 va may tinh
Dau noi

K&t n6i sao dd mach dién nhu hinh bén dudi

ESP8266 Wifi Uno

Hinh 38. K&t ndi DHT1 va ESP8266 WiFi Uno
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Server Nodejs

Vé phia Web Server, ching ta c&n dadm bdo no co thé phuc vu cho nhiéu Client, vai path la:

-/updatethiséthén1méidUUéLJdélUUtdIvéinrarnénkﬂmh
- /get tréa vé dir liéu da luu tr dinh dang JSON
- /va con lai thi trd vé file index.html

- Mé&ng dir liéu luu trir cé dinh dang: [{'temp": 25, "humd":80, time: "time"}, .. ]

M& ngudn file server.js

var fs = require('fs');

var url = require('url');

var http = require('http');®

var querystring = require('querystring');
var db = []; //database

// function g&i yéu cdu(response) tlr phia server hodc nhan yéu cdu (request) clda client gri 1én
function requestHandler(request, response) {

// 6i& s& dia chi nhan dwoce http://192.168.1.7:8000/update?temp=30&humd=40
var uriData = url.parse(request.url);

var pathname = uriData.pathname; // /update?

var query = uriData.query; // temp=30.5&hum=80

var queryData = querystring.parse(query); // queryData.temp = 30.5, queryData.humd = 40
Jlj======ssmcsscsssscsssasssasssassscsssans s e s S e s S S E e S eSS S S S PSS S Ees S SeE S eSS eSS ees ST

if (pathname == '/update') {
var newData = {
temp: queryData.temp,
humd: queryData.humd,
time: new Date()®@
I8
db.push(newData);
console.log(newData);
response.end();

} else if (pathname == '/get') {®
response.writeHead(200, {
'Content-Type': 'application/json'

1
response.end(JSON.stringify(db));
db = [1;
Jf/============================c======================c=====cssossossosossossossossosssss===
} else { @
fs.readFile('./index.html", function(error, content) {
response.writeHead(200, {
"Content-Type': 'text/html’
s
response.end(content);
};
}
Jf/============================c======================c=====cssossossosossossossossosssss===

}

var server = http.createServer(requestHandler);
server.listen(8000); ®
console.log('Server listening on port 8000');
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Giai thich ma nguén
® require diing dé load cac thu vién hodc module c&n thiét cho du én
- fs: Module giup doc file tu server hodc upload file lén server
- url: Chia nhé URL thanh nhitng thanh phan dé dé dang truy xuét
- http: Phuong thic truyén nhéan d liéu dung http
- querystring: Module gitp chuyén string sang object
- db = [: Bién kiu m&ng nham chua dr liéu nhiét d6, dé 4m

@ So sanh gia tri pathname dé xr li dir liéu. Néu pathname =/update thi sé tao bién newData nhdm
l&y dir liéu client gi [én théng qua URL, sau dé déy dir liéu vao méng db théng qua lénh
db.push(newData), gia tri dugc hién thi qua Log khi dung lénh console.log(newData). Ham Date()
gitp lay thai gian hién tai.

® Tra vé dinh dang JSON ('Content-Type': 'application/json') ctia mang db néu pathname = /get, sau

dé xda gid tri clla méng. Ham response.end() sé tra vé HTTP code (m& 200 la két qua 0OK)

@ Tr& v& ndi dung cla file index.html khi khédng xay ra 2 trudng hgp <2> va <3>. Dung fs dé doc file
index.html va gén ndi dung vao content théng qua lénh fs.readFile('./index.html’, function(error,
content). Ham response.writeHead(200, {Content-Type': 'text/html' }) nham khai bdo ma HTTP
code, dinh dang tra vé & HTML dé doc file

® Khdi tao mat server HTTP va md port 8000 dé céac client truy cap

Ban co thé truy cap dén dudng dan cla file server.js va thuc thi doan code trén vdi dong lénh node
server.js, sau dé th{r truy vap vao localhost:8000 dé xem trang index.html. Ho&c truy cdp vao

localhost:8000/update?temp=208humd=60 d8 xem man hinh Log in ra k&t qud nhiét do va do am.

{ temp: '20', humd: '60', time: 2017-08-21T16:56:23.358Z }
{ temp: '20', humd: '60', time: 2017-08-21T716:57:06.277Z }
{ temp: '20', humd: '60', time: 2017-08-21T16:57:17.708Z }

0 phan co ban ching ta chua can phai quan tadm dén file index.html va doan code Javascript trong
dd. Clng nhung chua quan tadm tdi viée x| khi dusng dén la /get hoac /\*, ma chi quan tdm duy
nhét khi nhan dugc vdi dusng dan /update.

Khi d& hoan thanh ph&n co ban chung ta sé& di dén mét Ung dung kha phé bién, ngudi dung can hién
thi céc dU liéu thu thdp mot cach truc quan théng qua trinh duyét Web. Vi vay chung ta sé lam 1file
index.html chlta m& ngudn Javascript cé th8 yéu cau Server tra vé dit liéu méi gidy dé hién thi l&n 1

biéu dd canvas.

Ma nguon file index.html

<!IDOCTYPE html>®
<html>
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<head>
<meta charset="UTF-8">
<title>DHT11</title>

<!-- Nhang file Javasript tai dweong ddn src &€ cé th& xay dwng 1 graph -->
<script type="text/javascript" src="https://canvasjs.com/assets/script/canvasjs.min.js"></seript>@
</head>
<body>
<h1> 1. THONG SO NHIET DO, DO AM</h><br> @
<h2> Temprature</h2> <input type="text" size="6" id="temp">&#176;C<br>
<h2> Humidity</h2> <input type="text" size="6" id="humd">%<br>
<h1> 2. DO THI</h1><br>
<!-- thi&t 1ap kich thwéc cho graph théng qua id ChartContainer @& thiét 14p & trén -->
<div id="ChartContainer" style="height: 300px; width:80%;"></div>
<script type="text/javascript">
function httpGetAsync(theUrl, callback) { @
var xmlHttp = new XMLHttpRequest();
xmlHttp.onreadystatechange = function() {
if (xmlHttp.readyState == 4 && xmlHttp.status == 200)
callback(JSON.parse(xmlHttp.responseText));
}
xmlHttp.open("GET", theUrl, true); // true for asynchronous
xmlHttp.send(null);
}

window.onload = function() {
var dataTemp = [];
var dataHumd = [];

var Chart = new Canvas]S.Chart("ChartContainer", {
zoomEnabled: true, // Dung thuéc tinh cé th€ zoom vao graph
title: {
text: "Temprature & Humidity" // Vi€t tiéu dé& cho graph
Y
toolTip: { // Hién thi cung lGc 2 trwdng gid tri nhiét dd, dd am trén graph
shared: true

Y
axisX: {
title: "chart updates every 2 secs" // Chu thich cho truc X
Y
data: [{
// Khai béo cac thubc tinh cla dataTemp va dataHumd
type: "line", // Chon kiu dir 1iéu dwdng
xValueType: "dateTime", // Cai dat kiéu gia tri tai truc X la thudc tinh thoi gian
showInLegend: true, // Hién thi "temp" & muc cha thich (legend items)
name: "temp",
dataPoints: dataTemp // D& 1iéu hién thi s& 18y tir dataTemp
Fo
{
type: "line",
xValueType: "dateTime",
showInlLegend: true,
name: "“humd",
dataPoints: dataHumd
}
1,
1

var yHumdVal = 0; // Bi&n lwu gia tri d6 &m (theo truc Y)

var yTempVal = 0; // Bi€n lwu gia tri nhiét dd (theo truc Y)

var updatelnterval = 2000; // Thoi gian cap nhat dr 1iéu 2000ms = 2s
var time = new Date(); // L&y th&i gian hién tai

var updateChart = function() {
httpGetAsync('/get', function(data) {

// Gan gid tri tlr localhost:8000/get vao textbox d€ hién thj
document.getElementById("temp").value = data[0].temp;
document.getElementById("humd").value = data[0].humd;

iotmaker.vn
h.vn


https://iotmaker.vn

Internet Of Things (IoT) cho ngudi mdi bat dau 75/155

// Xudt ra man hinh console trén browser gia tri nhan dwoc tir localhost:8000/get
console.log(data);
// Cap nhat thdi gian va 18y giad tri nhiét d6, d6 &m tir server
time.setTime(time.getTime() + updateInterval);
yTempVal = parselnt(data[0].temp);
yHumdVal = parselnt(data[0].humd);
dataTemp.push({ // cép nhat di* liéu m&i tl server
x: time.getTime(),
y: yTempVal
1
dataHumd. push({
x: time.getTime(),
y: yHumdVal
B

Chart.render(); // chuyén d&i dir 1iéu cda cla graph thanh md hinh &6 hoa

1

I

updateChart(); // Chay 1an d&u tién

setInterval(function() { // Cap nhat lai giad tri graph sau th®i gian updatelnterval
updateChart()

}, updatelnterval);

}

</script>
</body>
</html>

Giai thich ma nguon
® Nhiing tag co ban khi khai tao 1trang HTML
- <IDOCTYPE html> cho trinh duyét biét phién bdn HTML dugc s dung
- <html> cho trinh duyét biét day la vén badn HTML
- <head> khai b&o théng tin cho trang HTML
- <meta charset="UTF-8"> cung cép d{ liéu vé& van ban HTML, dang m& hda charset="UTF-8"

- <title>DHT11</title> tiéu dé cla trang

@ S dung CanvasJS Chart dé vé biéu do nhiét do, do &m.

® Tao 2 textbox tai tag tiéu d& phu <h1> dé hién thi nhiét do, d6 &m. Mbi textbox sé cé 1id dé cap
nhéat gid nhiét d6, dd &m tu server. Ma dinh dang 6#176;C la cla ki tu dé C

@ Ham giup L&y d liéu tu server
Phan tich phan vé biéu dd
- Chung ta s& 8y d lidu tu server gli xudng va vé biéu dd dung ma Javascrpit, st dung tag
<scrpit>code JS </scrpit> dé chén ndi dung code Javascrpit vao file HTML.

- Viéc 8y dif liéu dugc thuc thi bang ham httpGetAsync(). Ham nay sUr dung déi tugng
XMLHttpRequest dé l&y dif liéu tir server ma khéng can phai load lai trang, d liéu
xmlHttp.responseText Ay tU server tai dia chi localhost:8000/get & dinh dang JSON nén can
phai chuyén sang dang Object bdng ham JSON.parse().
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Can phaicdé di liéu tr ESP8266 gui lén server thi tai dia chi localhost:8000/get

0 madi co di liéu.

/' [4 localhost:8000/get

&« C { | @ localhost:8000/get

[{"temp":"38.6", "humd”:"19.8", "time":"20017-08-25T07:36: 15.6282"}]

Hinh 40. Hinh &nh d liéu tai dia chi localhost:8000/get

. St dung window.onload = function() dé load lai néi dung cla graph, cac lénh trong ham da duagc

gidi thich trong code.

Truy cép vao trang canvasjs.com/javascript-charts/ dé lua chon va xay dung

0 nh{ng doé thi phu hop vdi muc dich clia ban.

Hinh &nh trang HTML sau khi xay dung

[ DHTI1

& - G0

iotmaker.vn

W

(i localhast::

I. THONG SO NHIET DO, DO AM

B A

Temprature
o !
Humidity
o
2. DO THI
Temprature & Humidity
s =
i —
Tl i .
har I

Hinh 41. Hinh &nh giao dién HTML
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Code ESP8266

ESP8266 si dung thu vien HTTPClient dé két ndi tagi Web Server va L&y dr liéu nhiét d6, d8 4m théng
qua phuong thic GET vd&i query la temp va humd.

Chudn bj

. Cung cép SSID va PASSWORD WiFi cho board mach ESP8266 dé két ndi vao mang ndi bd vdi Web

Server.
- Cung cép dia chi IP, port clia Web Server.

- Thu vién hé trg LAy dr liéu clia DHT11. Dua theo chuén truyén nhan 1 wire va su phd bién cla
dong sensor DHTXX (DHT11, DHT22,..), cd rat nhidu thu vién dugc xay dung lén dé viéc lap trinh
v&i DHT11trd nén dé dang hon. Trong bai nay ching ta sé cai dat va s dung thu vién DHT

sensor library clia Adafruit.

e @ Library Manager
Type All @Tupic All E dht

DHT sensor library by Adafruit
Arduino library for DHT11, DHT22, etc Temp & Humidity Sensors Arduino library for DHT11, DHT22, ete Temp & Humidity Sensors

Mare info
[Version 1.3.0 ﬁ Install ]

SimpleDHT by Winlin

Arduino Temp & Humidity Sensors for DHT11 and DHT22. Simple C++ code with lots of comments, strictly follow the standard DHT
protocol, supports 0.5HZ(DHT22) or IHZ{DHTL1) sampling rate.

More info

Close

Hinh 42. Hinh &nh thu vién DHT sensor library

Ma ngubn ESP8266
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#include <DHT.h> // Khai bdo s dung thw vién DHT

#include <ESP8266WiFi.h> // Khai bdo s dung thw vién ESP8266WiFi.h d& thi&t 1ap ch€ @& HTTP client cho ESP8266
f#fdefine DHTPIN 4 // Chén di* 1i€u cda DHT11 k&t n8i v&i GPI04 cha ESP8266

f#tdefine DHTTYPE DHT11 // Loai DHT dwore s dung

DHT dht(DHTPIN, DHTTYPE);

WiFiClient client; // Tao 1 bié&n client thudc ki&u WiFiClient

const char* ssid = "YOUR-WIFI-SSID"; // Tén mang Wifi dwee chi dinh s& k&t ndi (SSID)
const char* password = "YOUR-WIFI-PASS"; // Password cGa mang Wifi dwoce chi dinh s& k&t ndi
const char* server = "Your-local-IP"; // Dia chi IP cla may khi truy cdp cung mang WiFi
const int port = 8000; // Port cda server d& mé

const int sendingInternval = 2 * 1000; // Bién cap nhat dir 1iéu sau mdi 2s

void setup() {
Serial.beqgin(115200);
dht.begin(); // Kh&i tao DHT1 11 &€ truyén nhan dir 1iéu
Serial.println("Connecting");

// Thi&t 18p ESP8266 la Station va k&t ndi dé&n Wifi. in ra ddu '.' trén terminal néu chwa duwoc k&t ndi
WiFi.begin(ssid, password);
while (WiFi.status() !'= WL_CONNECTED) {
Serial.print(".");
delay(100);
}
Serial.println("\r\nWiFi connected");

}
void loop() {

// Poc gia tri nhiét d& (a6 C), &6 am. Xu&t ra thong bdo 161 va thodt ra néu dir 1iéu khéng ph3i 1a s8
float temp = dht.readTemperature();
float humi = dht.readHumidity();
if (isnan(temp) || isnan(humi)) {
Serial.println("Failed to read from DHT sensor!");
return;

}

if (client.connect(server, port)) { // Kh&i tao k&t n8i dén server théng qua IP va PORT d& md
String req_uri = "/update?temp=" + String(temp, 1) + "&humd=" + String(humi, 1);

client.print("GET " + req_uri + " HTTP/1.1\n" + "Host: "+ server +"\n" + "Connection: close\n" + "Content-Length:
o\n" +"\n\n"); @

e e e e e e S S e e e e e e I

// temp, humi chuy&n tir dinh dang float sang dinh dang string va in ra man hinh serial // terminal trén Arduino.
Serial.printf("Nhiet do %s - Do am %s\r\n", String(temp, 1).c_str(), String(humi, 1).c_str());

}

client.stop(); // Ngét k&t ndi dén server

delay(sendingInternval);

@ ESPB266 s& gui dif lidu l&n server sau khi két néi thanh céng dén server thang qua lénh
client.print(). N6i dung gufi :

- GET /update?temp=30.68humd=60 HTTP/1.1 vdi :
° GET la phuong thic gl dr liéu.
° Jupdate?temp=30.66humd=60 la néi dung can gli bao gotm cé pathname va d liéu.

° HTTP/1.1 khai bdo st dung giao thi'c HTTP version 1.1 dé cé thé tao 1 HTTP request

iotmaker.vn
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- Host: 192.168.1.7:8000 théng tin vé dia chi IP va port clia server.

« Connection, Content-Length

Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xu6ng board dung Arduino IDE

Cdé thé xem théng céc thdng tin cdia qua trinh truyén nhan dr liéu vdi lénh: curl -v
http://192.168.1.7:8000/update?temp=28.06humd=45.0. Théng tin hién thi nhu bén dudi:

name@ :~$ curl -v 1//192.168.1.7:8000/update?temp=28.0&humd=45.0
[1]

name@ ~$ *  Trying

* Connected to ( ) port (#0)

> GET /update?temp= HTTP/ // > Théng tin gi tl ESP8266
> : :

> User- :curl/

> A

> / < Théng tin glri tw serve

< HTTP/ 0K

< : Wed, Aug :22:49 GMT

< : keep-alive

< Content-

<

* Connection #0 to host left intact

K&t qua hién thi trén Arduino IDE va man hinh Log clia may tinh:

‘ i ¢ ] 59 GMT+B708 (

state: O 2 (b}

lstate: 2 3 (@ 7

state: 3 -> 5 (10) time g : GMT+B760
|add @ 1 :

|fﬁLI g 4 GMT+B708

connectad with (P channel o
dhcp client start. ..
,.1p:192.168.1,31, mask: 255,255, 255.0,qw:192,168.1.1

Mhiet do 28.0 - Do am 47.0 ug 5:12 GMT+0700
nhiet do 28.9 - Do am 48.0
Mhiet do 28.0 - Do am 47.0 ; 5 ] 14 GMT+0708

pm open, type:2 0
Nhiet dn 28.0 - Do am 47.0

6 GMT+B78E8 (ICT) }

1
BHTTP/1.1'

B futoscroll Mo lineending | = 115200 baud | = : Aug 23 2017 B9:38:19 GMT+070E (ICT) }

Hinh 43. Hinh anh trén Arduino va terminal sau khi k&t noi

Q020
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Ung dung m& réng

Dung ESP8266 nhu 1 Web Server

Xay dung 1du an gidm sat va digu khién nhiét do, dé 4m hién thi trén web vdi giao dién digu khién :
- Hién thi gia tri nhiét do, do &m.
- Hién thi chart nhiét d6, dé 4m theo thai gian.
- Co 2 ché do Auto va Manual.
° Vd&i ché d6 Auto, nhiét do > 35°C sé tu déng bat quat, dd &m > 50% sé& bat may phun suaong.

° Vd&i ché do manual co thé digu khién quat va may phun suong b&ng cac nut nhan &
ON/OFF

. Co tuy chon hién thi lich st nhiét do, dd dm theo thadi gian tir ngay aa/bb/ccce dén ngay

xx/yy/zzzz

Hinh anh thiét k& giao dién nhu bén dudi:

— Nhiét dd
Nhiét do:

36.17 °C e
Po am: —
54.25 %

MODE

Manual # Auto DG dm

= Quat
Trang thai: [ off
+ Phun suong:
Trang thi: on 8

Thong ké:
From mm/dd/yyyy o mm/dd/yyyy Submit_

Nhiét d§ (°C) D§ 8m (%) Thoi gian

# # 2

Hinh 44. Giao dién digu khién trén trang HTML

iotmaker.vn
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Tong két

Sau khi hoan thanh du an, chung ta d& cé cai nhin téng quan v& trinh tu céc budc dé xay dung mot

du &n hoan chinh trong viéc thu thap dir liéu clia cdm bién cling nhu xay dung server dé quan i cac
may khach. T ddé la budc dém dé giup ban phat trién thém nhiéu cac du an thu thap va xd Li dir liéu
trong tuong lai.
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CAc ché dbé cau hinh WiFi

Théng thuang, khi bat dau két ndi wifi cho ESP8266, ta phai c&u hinh cho thiét bi cac théng s6 cla

Access Point cling nhu SSID va password néu mang wifi dugc thiét lap cédc bdo méat nhu

WEP/WPA/WPA2. Tuy nhién, céc Ung dung nhung s dung Wi-fi thuong it chd trong dén giao dién
ngudi dung (user interface), khdng cé ban phim hay touchscreen,.. dé giao tiép. Vi thé, mbi khi muén
k&t ndi thiét bi ESP vai mat Access Point nao do, ban can phai cd mot may tinh da cai dat sén phan
meém bién dich, tiép theo la viét code c&u hinh lai thdng s6 wifi cho thiét bi, sau dé nap code cho thiét

bi théng qua mo6t cable USB.

Diéu nay lam cho viéc két ndi wifi tréd nén kha béat tién va phdc tap. Do vay ESP8266 cung cép cac
phuong phép thay thé khéc giup don gidn hoa viéc két ndi tram ESP (ché d6 Station) vai mot diém
truy cap. Do la két néi bang SmartConfig, WPS hay Wifi Manager.

iotmaker.vn
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Smartconfig

Kién thuc

SmartConfig la m6t giao thic dugc tao ra nh&m céu hinh cho céc thiét bi k&t ndi vai mang WiFi mot
céch dé dang nhéat badng smart phone. Noi mét céch don gidn, dé két ndi WiFi cho thiét bi ESP8266, ta
chi can cung cép théng tin mang wifi (bao gbm SSID va password) cho ESP théng qua 1dng dung trén

smart phone.

¥
’ i o‘b
Fd %@$
‘ o3
’ bQ
S
»
Q}O
S
ESP-
TOUCH
APP
Ly
0,
\\ ,?o'
N——— =T D
2,
. &lb
~ 0
VN4
ESP
8266

Hinh 45. SmartConfig v&i ESP8266

Chung ta nén biét réng, khi 1 dién thoai théng minh da két ndi vao mang WiFi cd méat kh&u, thi toan bo
dir lieu trao déi gitta Dién thoai va dau méi khéc trong mang sé dugc ma hoa. Nghia & céc thiét bi
chua dugc két ndi mang va khéng céd mat kh&u thi khéng thé gidi ma dugc dr liéu. Vay lam thé nao dé
Ung dung trén dién thoai gdi thdng tin két ndi nay dén 1thiét bj khac chua hé két ndi mang. Bé lam

dugc diéu nay, thi nhe vao 2 déc diém sau:

- ESP8266 cé khd n&ng léng nghe tat ca céc goi tin khéng day WiFi xung quanh no, bao gém ca

cac goi tin da dugc méa hoa.

- Céac goi tin gai trong mang WiFi dugc ma hoa va khéng thé doc dugc néi dung, tuy nhién do dai
goi tin l&a mot hédng sé. Vi du, géi tin A chua ma hoda co chiéu dai la x, khi ma héa gai tin A thanh
goi tin B, thi gdi tin B sé& c6 chiéu dai la x + n, thin la hang s6.
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Céch thic dé giao thic ESPTOUCH thuc hién viéc gdi théng tin SSID va mat khau cho thiét bi nhu

sau:

- ESP8266 sé vao ché db ldng nghe, lan lugt ting kénh.

- Dién thoai phai két ndi vao mang WiFi dugc méa hoa.

. Ung dung trén dién thoai sé tién hanh gdi cac gdi tin vai ndi dung bat kY, nhung cé do dain
theo tung ky tu clia SSID va mat kh&u. Vi duy, ssid clia mang la mynetwork thi sé& co kg tu m, vai
ky tu ascii = 109, Ung dung s& gd&i goi tin co do dai 109 vdi ndi dung bét ky, va l&p lai cho dén hét
ky tu k, cling nhu mat khéu, va céc kY tu khac nhu CRC.

- Co6 thé giao thic ESPTOUCH sé& ma hda cé cac théng sé gai di, nhung van gitt nguyén téc nhu
trén.

- ESP8266 sé& phat hién ra cac goi tin vdi db dai thay ddi nay va ghép néi lai thanh SSID va
password dé két ndi vao mang.

- Khi ESP8266 két ndi thanh céong dén mang, ESP8266 sé két ndi dén IP clia Bién thoai, duogc cung
cap thdng qua ESPTOUCH, va gdi thong tin k&t ndi thanh cong dén Ung dung trén dién thoai.

L [ — z 3 ! 5 | Variable | 4
‘ DA ‘ SA ‘ Length ‘ LLC SNAP DATA FCs
Contains SSID and key
information which
ESP8266 device can reach
Hinh 46. Gai tin UDP
Luu g:

- Khoang cach gilra thiét bi va router cang xa thi thdi gian k&t ndi sé& cang lau.

- NE&u thiét bi khéng thé két nd&i vdi router trong khoang thai gian quy dinh thi Ung dung sé tré vé
théng béo cau hinh that bai. Ngudi dung co thé cai dat thai gian timeout nay théng qua énh

esptouch_set_timeout(uint8 time_s)

- Trong qua trinh cdu hinh k&t ndi thiét bi bang SmartConfig, thiét bi phai dugc cai dat & ché do
Station.

- Ngudi diing co thé cdu hinh cho nhiéu thiét bi két ndi chung vao mét router cung luc.

- ESP Touch hién nay hd trg déi vdi Access Point chudn 802.11n 2.4Ghz

Thyc hién SmartConfig vai ESP8266

Trong vi du dudi day, ching ta sé tién hanh két ndi wifi cho board ESP8266 bang SmartConfig. SU
dung Ung dung ESP8266 SmartConfig (Android). Ban co thé dé dang tim th&dy Ung dung nay cling nhu
céc Ung dung tuong tu trén Play Store (Android) hay iTunes (i0S) dé thuc hién viéc két ndi bang

iotmaker.vn
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SmartConfig nay.

Trudc tién, ta sé& nap chuong trinh cho ESP8266. Biém ma&u chét trong chuong trinh nay chinh la ham
WiFi.beginSmartConfig() dugc cung cép trong thu vién ESP8266WiFi. Ham nay cho phép thiét bi khai
déng ché dé SmartConfig, thu thap cac théng tin ti cac goi tin va gidi ma chiung dé co thé két néi vao

mang Wifi.

Sau khi nap xong chuong trinh, ta nhan gil button (GPIOG) trong 3s dé thiét bi di vao ché dé
smartconfig. (LUc nay ban sé thay led trén board nhé&p nh&y nhanh hon). Dung smart phone clia ban
truy cap vao wifi mudn két néi, sau dé mé Ung dung smartconfig va nhép céc théng tin SSID va
PASSWORD (néu cd) clia wifi. Nhdn CONFIRM dé xac nhan.

P https://www.youtube.com/watch?v=-RqMKvMLPI@ (YouTube video)

Video Demo

Code

#include <Arduino.h>
#include <ESP8266WiFi.h>
#include <Ticker.h>
#include <time.h>

fidefine PIN_LED 16
ftdefine PIN_BUTTON 0

#tdefine LED_ON() digitalWrite(PIN_LED, HIGH)
#fdefine LED_OFF() digitalWrite(PIN_LED, LOW)
#define LED_TOGGLE() digitalWrite(PIN_LED, digitalRead(PIN_LED) /A 0x@1)

Ticker ticker;

/* Ham kiém tra trang thai cla button*/
bool longPress()
{
static int lastPress = 0;
if (millis() - lastPress > 3000 && digitalRead(PIN_BUTTON) == @) { // Néu button dwec nhdn va gilr trong 3s thi
return true;

} else if (digitalRead(PIN_BUTTON) == 1) { // Néu button khdng dwee nhdn va gitk dd 3s thi
lastPress = millis(); // gan bién lastPress béng thei diém khi goi ham

}

return false;

}

void tick()

{
int state = digitalRead(PIN_LED); // L&y trang thai hién tai cda LED (GPI016)
digitalWrite(PIN_LED, !state); // Ddo trang thai LED.

}

bool in_smartconfig = false; // Bién trang thai kiém tra thiét bi c6 dang trong ch& dé smartconfig hay khdng.

/* Vao ch& d6 Smartconfig*/
void enter_smartconfig()

{
if (in_smartconfig == false) { // Kiém tra tra bi&n trang thai, néu khdng & ch& dd smartconfig thi
in_smartconfig = true; // Gan bién trang thai bing "true", nghia 1& dang trong smartconfig
ticker.attach(0.1, tick); // Nh8p nhay led chu ki 0.1s.

800
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WiFi.mode(WIFI_STA); // Thi&t 18p k&t ndi cho thi€t bj & ch&€ d6 Station mode
WiFi.beginSmartConfig(); // Bat d&u ch& d6 smartconfig
Serial.println("Enter smartconfig"); // In thdng bdo "Enter smartconfig" ra man hinh

}

}

/* Thodt ch& dd smartconfig*/
void exit_smart()

{
ticker.detach(); // Ngtrng nhay led
LED_ON(); // Bat LED
in_smartconfig = false; // Gan bién trang thai tré vé ban dau.
Serial.println("Connected, Exit smartconfig"); // In thong bdo ra man hinh.
}

/* Cai dat cac thdng s6 ban dau*/
void setup() {
Serial.begin(115200); // T8c @6 baud = 115200
Serial.setDebugOutput(true); // hi€n thi cdc théng tin debug hé& théng 1&n man hinh qua serial

pinMode(PIN_LED, OUTPUT); // C&u hinh GPIO cho cdc chan LED va button
pinMode(PIN_BUTTON, INPUT); // Chép tat led chu ki 1s
Serial.println("Setup done"); // In thoéng bdo da cai dat xong

}

/* Chwong trinh chinh*/
void loop() {
if (longPress()) { // Goi ham longPress kiém tra trang thai button
enter_smartconfig(); // Néu button dwore nhdn gitr trong 3s thi vao trang thai smartconfig
3
if (WiFi.status() == WL_CONNECTED && in_smartconfig && WiFi.smartConfigDone()) { //Kiém tra trang thai k&t n&i wifi,
// céac théng s6 cau hinh cling nhw trang thai smartconfig
exit_smart(); // khi thi&t bji da h&t ndi wifi thanh cong, thodt ch& dd smartconfig
}
if (WiFi.status() == WL_CONNECTED) {
//Chwong trinh cla ban khi thi€t bj da duwoc k&t ndi wifi
}
}

Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

iotmaker.vn
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WPS

WPS la gi?

Néu da tirng c&u hinh cho mot router wifi, s& gép qua céc thuét nglr WPS trong céc menu céu hinh
cla router. Hodc tung nhin thdy mot ndt nhén trén céc router vai chir viét bén canh WPS. Vay WPS a
gi ? Qua trinh thuc hién két ndi nhu thé nao ? Cing nhu thuc hién WPS vdi ESP8266, la nhiing nhiing

ndi dung sé dugc ndi dén & phan nay.

WPS (& tur viét téc clia Wifi Protected Setup, mét phuong thic giup viéc két néi vai mang khdng day
gitra router va thiét bj két ndi khéng day moét cach nhanh chang va dé dang, thay vi lam mét cach thi
coAng: tim mang wifi c&n két ndi va nhap mat khdu dé vao mang wifi. WPS chf hoat déng khi cd hai thiét

bi la router va thiét bi can két ndi dén router cé hé trg chuén bdo mat cd nhan WPA/WPA2.

WPS c¢ ba ché dé hoat déng : ché dé két néi vdi ma PIN, ché do két ndi bang nut nhén, va ché do két
n&i NFC - Near Field Communication (chua phd bién). M6t trong nhitng ché dé phd bién va sé thuc

hién trong phan nay la ché do két ndi bang nut nhan.
0 ché do két ndi bang nut nhén, didu trudc tién can thuc hién :

- Nh&n nut WPS trén router, dé giup router vao ché dé bdo mat déc biét, & ché dé nay router sé

cho phép céc yéu cau két ndi dén router tif cac thiét bi WPS (céc thiét bi cd hé trg WPS).

- Tiép theo la nh&n Nt nhan & thiét bi WPS. NUt nh&n nay gidp thiét bi WPS két n&i dén router,
viéc k8t n6i nay co thé that bai néu qua thai gian. Thai gian nay dugc nha san xuét cac thiét bi

hé trg ché dé nay quy dinh, khoang tu 1 phut dén 5 phut.

ADSL WLANJ/WPS

Hinh 47. NUt nhén WPS trén router
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Thuc hién WPS vdi ESP8266

ESP8266 hé trg ham WiFi.beginWPSConfig() trong thu vién ESP8266WiFi. V&i ham nay giup ESP8266
vao ché do céu hinh vai WPS va két néi dén mang wifi clia router. Vi du nay ESP8266 sé& dugc dua san

vao ché dé WPS, ma khang can thém nut nhé&n nao.

- WPS chi c6 th€ thuwe hién khi ESP8266 & ch& dd STA (Station)
- Router phdi & trong ch& dd WPS trudec

Code

#include <ESP8266WiFi.h>

void setup()
{
// Cai dat cac théng s6 ban dau
Serial.begin(115200);
WiFi.mode(WIFI_STA);
// K&t nBi vé&i AP cli d& vao trwéce do, SSID va password dwoe lwu trong bd nhé flash cda thi&t bi
WiFi.begin("", "");
delay(4000);

// Kiém tra xem wifi d& dwoe k&t n6i chwa, néu chwa, bat ddu k&t ndi béng WPS
// Lwu y, cén phdi ddm b3o rang Router cla ban dang & trong trang thai WPS.
while (WiFi.status() != WL_CONNECTED)
{
Serial.println("\nAttempting connection ...");
WiFi.beginWPSConfig();
delay(6000);
}
// Khi k&t n8i thanh céng, in théng bdo ra man hinh clng v&i cac théng s6 cda Wifi vira k&t ndi
Serial.println("\nConnection already established.");
Serial.println(WiFi.localIP());
Serial.println(WiFi.SSID());
Serial.println(WiFi.macAddress());
}

void loop()

{
// chwong trinh chinh

}

Thuc hién sau khi kiém tra ma ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

iotmaker.vn
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Wifi Manager

WifiManager la mot thu vién cdu hinh ESP8266 k&t ndi vao mang WiFi cuc bd s dung giao dién Web.
Bang céach khai dong 1 mang WiFi riéng vdi Captive Portal, ESP8266 sé& cho phép cac thiét bi khac nhu
may tinh, dién thoai théng minh két néi vao, ddng thai chuyén hudng moi két ndi dén giao dién Web
do ESP8266 tao nén. Trén giao dién nay, sé cung cép céc truong dé ngudi dung cé thé dé dang quét

mang xung quanh, chon mang WiFi, nhap mét kh&u, luu cdu hinh.

Hoat déng co ban WifiManager

- Khi ESP8266 khdi dong, ESP8266 sé vao ché dd STATION va sé tu dong két ndi dén mdt Access
Point vdi cac thong tin két ndi d& dugc luu vao ESP8266 & lan két néi thanh coéng trude dé.

- Néu nhu két n8i khéng thanh céng (co thé la Access Point lan trudc khéng con nita, hay sai mat
kh&u, ho&c chua co théng tin clia bt clr Access Point nao trong ESP8266 ), luc nay ESP8266 sé&
vao ché do AP vdi mét DNS tré vé chinh no (co thé thiét lap DNS trd vé dia chi khéc) va khai déng
Web Server (vdi dia chi mac dinh la 192.168.4.1)

- S dung céc thiét bi cé hé trg wifi, va cdé trinh duyét web (dién thoai thdng minh, laptop, may
tinh bang..) dé két n8i dén AP clia ESP8266 vira mdi tao ra. Co thé thdy mot giao dién (vdi tén AP
clia ESP8266 la méac dinh va khang cai dat mat khdu cho ESP8266 AP) tuong tu nhu sau :

ESP3451860

Bao mat
Khong dung

| Tudéng két néi lai

0 Hién cac tuy chon chuyén
sau

THOAT KET NOI
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77 192.168.4.1 oy 9

ESP3451860

WiFiManager

Configure WiFi

Configure WiFi (No Scan)

Info

- Sau khi vao dugc giao dién option clia ESP8266 AP & dia chi 182.168.4.1, chon muc c&u hinh cho
wifi cho ESP8266 (nhu vi du trén la Configure WiFi ho&c Configure WiFi (No Scan)), co thé sé thay
giao dién tiép theo tuong tu nhu sau :

iotmaker.vn
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192.168.4.1

P bPPDPDDPDDPDP

Your-SSID

save

100%
90%
88%
50%
42%
40%
32%
30%
22%

w
)
juh}
=

. Chon mang wifi can két ndi va nhap mat khdu dé vao wifi.
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- Néu ESP8266 két ndi thanh céng, ta sé khdng théy tén clia ESP8266 AP nta. Néu chua thanh

cong thi chi can két néi lai ESP8266 AP va c&u hinh lai.

Chuén bj

- Cai dat thu vién: github.com/tzapu/WiFiManager, xem thém Cai dat thu vién Arduino

Code

oo
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#include <ESP8266WiFi.h> //https://github.com/esp8266/Arduino

//cdc thw vién can thiét

#include <DNSServer.h>

#include <ESP8266WebServer.h>

#include "WiFiManager.h" //https://github.com/tzapu/WiFiManager

void configModeCallback (WiFiManager *myWiFiManager)
{

Serial.println("Entered config mode");

Serial.println(WiFi.softAPIP());

Serial.println(myWiFiManager->getConfigPortalSSID());
}

// Cai dat théng s6 ban dau
void setup()

{
Serial.beqgin(115200);

//Khai bao wifiManager thudc class WiFiManager, dwore quy dinh trong file WiFiManager.h
WiFiManager wifiManager;

//cé th&reset céc cai ddt cii bng cach goi ham:

//wifiManager.resetSettings();

//Cai dat callback, khi k&t n8i v&i wifi cli thit bai, thi&t bi s& goi ham callback
//va kh&i déng ch& dd AP vé&i SSID dwoe cai tw ddng la "ESP+chipID"
wifiManager.setAPCallback(configModeCallback);

if (!wifiManager.autoConnect())

{
Serial.println("failed to connect and hit timeout");
//N&u k&t ndi that bai, thir k&t ndi lai bang cach reset thi&t bj
ESP.reset();
delay(1000);
}
//N&u k€&t n6i wifi thanh céng, in théng bdo ra man hinh
Serial.println("connected...yeey :)");

}

void loop()

{
// Chwong trinh chinh

}

Thuc hién sau khi kiém tra ma ngubn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE
? ~
MO rong
Ngoai cac ché do co ban, thi thu vién WiFiManager con nhiéu tinh n&dng hlru ich khac nhu

startConfigPortal dé khdi dong céu hinh khi can (vi du nhdn nut dé cau hinh), bé sung céc truong tuy

chon trén giao dién Web, tuy chon lai giao dién ..

Céc thong tin APl va vi du ban cé thé dé dang tim thay tai github.com/tzapu/WiFiManager

iotmaker.vn
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Tong két

DEé trién khai mot Ung dung loT thuc té thi doi hoi rat nhidu van d&, mot trong s8 nhing didu quan
trong la dé dung, dé céu hinh cho ngudi s dung va phai bdo méat trong qua trinh cung cép théng tin
cho thiét bi. Tuy thudc vao nhu cau phéat trién sadn phé&m va tinh ndng clia s&n phdm ma ban cdé thé
lwva chon cho minh phuong phép céu hinh phu hop. Vi du, néu thiét bi cd nut nhén va cd phan mém
trén dién thoai, thi SmartConfig va WPS la mdt su lua chon. Néu la 1bdng den trong tron khdng cé gi
ca, thi WiFiManager lai h{tu hiéu.
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MQTT

MQTT (Message Queuing Telemetry Transport) la mét giao thiic géi dang publish/subscribe si dung
cho céac thiét bi Internet of Things vdi bang thong thép, doé tin cady cao va kha nang duoc st dung
trong mang ludgi khéng 8n dinh.

Bdi vi giao thic nay sU dung b&ng théng th&p trong méi truoing coé dé tré cao nén no la mét giao thic

g tudng cho céc Ung dung M2M.
MQTT cling la giao thic st dung trong Facebook Messager.

Va MQTT la gi? B& cé mét cai nhin toan dién hodc dinh nghia chi tiét, chi can google "what is mqtt’,

"matt slides" .. 0 day chung ta chi n6i ngén gon thai, di dé hiéu giao thic MQTT, bao gdm céac dinh

nghia "subscribe", "publish”, "qos", "retain”, "last will and testament (lwt)"

Publish, subscribe

Trong mét hé théng s dung giao thic MQTT, nhigu node tram (goi la mqtt client - goi tat la client)
k&t ndi tai mot MQTT Server (goi la Broker). Méi client s& dang kg moét vai kénh (topic), vi du nhu

"/clientl/channell’, "/clientl/channel?2". Qué trinh d&ng kY nay goi la "subscribe", giéng nhu chudng ta
déng kg nhan tin trén moét kénh Youtube vay. Méi Client s& nhan dugc dr liéu khi bat ky tram nao
khéc gdi dU liéu vao kénh da déang ky. Khi mét Client g&i d liéu t&i kénh do, goi la "publish”.

QoS

0 day cd 3 tuy chon QoS (Qualities of service) khi "publish’ va "subscribe":

- QoSO Broker/Client sé& gai di liéu dung 11an, qua trinh gd&i dugc xac nhén bdi chi giao thiuc
TCP/IP, giéng kiéu dem con bd cha.

- QoS1Broker/Client s& gdi dif liéu vdi it nhat 118n xdc nhan ti dau kia, nghia la co thé co nhigu

hon 1l&n xac nhéan da nhan duoc di liéu.

- QoS2 Broker/Client dam bam khi gd&i d liéu thi phia nhéan chi nhan dugce dung 11&n, qué trinh
nay phai trai qua 4 budc bét tay.

Xem thém QoS: code.google.com/p/maqttderl/wiki/QualityOfServiceUseCases
M6t gdi tin co thé dugc gdi & bat ki QoS nao, va cac Client cling co thé subscribe vai bat kjy yéu cau

iotmaker.vn
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QoS nao. Coé nghia & Client sé& lua chon QoS t8i da ma né cé dé nhan tin. Vi du, néu 1 gdi dif liéu dugc
publish vdi QoS2, va Client subscribe vdi QoS0, thi goi dir liéu dugc nhéan vé Client nay sé dugc
broker g&i vdi QoS0, va 1 Client khéac dang kg cuing kénh nay vdi QoS 2, thi nd sé duoc Broker gai dr
liéu vai QoS2.

M&t vi du khéc, néu 1 Client subscribe vdi QoS2 va goi dif liéu gdi vao kénh do publish vai QoS0 thi
Client d¢ s& dugc Broker gdi df liéu vai QoS0. QoS cang cao thi cang dang tin cay, déng thai do tré

va b&ng thdng doi hdi cling cao hon.

Retain

N&u RETAIN dugc set bang 1, khi gai tin dugc publish tu Client, Broker PHAI luu trcr Lai goi tin vdi Qos,
va no sé dugc gdi dén bat ky Client nao subscribe cung kénh trong tuong lai. Khi mét Client két ndi
t&i Broker va subscribe, né sé& nhan dugce gai tin cudi cling cd RETAIN = 1 vdi bat ky topic nao ma nd
dang kg trung. Tuy nhién, néu Broker nhén duogc gdi tin ma cd QoS = 0 va RETAIN = 1, né sé& huyj tat céd
céc gdi tin co RETAIN = 1trudc do. Va phai luu goi tin nay lai, nhung hoan toan cdé thé huy bat ky luc

nao.

Khi publish mét goi dir liéu dén Client, Broker phéi set RETAIN = 1 néu géi duoc gai nhu la két qua cla
viéc subscribe mdi clia Client (ging nhu tin nhan ACK béo subscribe thanh cang). RETAIN phai béng

0 néu khdéng quan tdm tdi két qué clia viéc subscribe.

LWT

Gai tin LWT (last will and testament) khéng thuc su biét duge Client cé truc tuyén hay khdng, céi nay
do goi tin KeepAlive d&dm nhén. Tuy nhién gdi tin LWT nhu la théng tin diéu gi sé xay dén sau khi thiét

bi ngoai tuyén.
M6t vi du

TOi cé 1 cadm bién, nd gdi nhing d liéu quan trong va rat khdng thuang xuyén. N6 co dang kY trudc
v&i Broker mét tin nhén lwt & topic /node/gone-offline vdi tin nhén id clia né. Va téi cling dang ky
theo ddi topic /node/gone-offline, sé gai SMS tdi dién thoai thdi méi khi nhan dugc tin nhén nao &
kénh ma téi theo déi. Trong qué trinh hoat dong, cdm bién ludn gilt k&t néi véi Broker bdi viéc lubn gadi
goi tin keepAlive. Nhung néu vi I do gi dé, cdm bién nay chuyén sang ngoai tuyén, két néi tai Broker
timeout do Broker khdng con nhan dugc goi keepAlive. Luc nay, do cdm bién clia toi da dang kg LWT,
do vay broker sé déng két néi clia Cadm bién, ddng thaoi sé publish mét gdi tin la Id clia cédm bién vao
kénh /node/gone-offline, di nhién L& tdi cling s& nhan dugc tin nhén bao cai cdm bién yéu quy cla

minh da ngoai tuyén.
Ngén gon

Ngoai viéc déng két ndi clia Client d& ngoai tuyén, gdi tin LWT cdé thé dugc dinh nghia trudc va dugc
gadi bdi Broker tdi kénh nao do khi thiét bi dang kg LWT ngoai tuyén.
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MQTT Client

Nhu chung ta da tim hidu & phan trudc, 2 thanh phan publisher va subscriber la d&c trung tao nén
giao thirc MQTT. Cac MQTT Client khéng két néi truc tiép vdi nhau, moi géi dir lieu dugce gUi di déu
théng qua MQTT Broker. Bé cé thé trién khai cac Ung dung clia MQTT Client, ching ta cdn MQTT
Broker (sé& duoc trinh bay trong phan sau). 0 phan nay ching ta sé lam quen vai giao thic MQTT
ba&ng céc vi du s dung MQTT Client théng dung va céac dich vu MQTT Broker mién phi va phé bién, 2

trong s6 chung la test. mostquitto.org va cloudmatt.com

MQTT Lens

Théng tin

MQTT Lens la mot tién ich md rdng cla Chrome (Chrome Extension), nd s dung trinh duyét Chrome
dé két n&i dén MQTT Broker cling nhu test cac tinh n&ng publish/subcribe clia giao thic MQTT. Bay

& mot cdng cu rdt hitu ich dé kiém tra két ndi dén MQTT Broker va kiém tra viéc gli va nhan gai tin.
M6t s6 thong tin clia MQTT Lens dugc trinh bay & béng dudi.

Bé&ng 2. Short Profile

Type Chrome App

License MIT

Operating Systems Windows, Linux & Mac0OSX
Website "nttps

Két ndi

Chung ta sé s dung céng cu nay vdi dich vu MQTT Broker tai iot.eclipse.org dugc trinh bay nhu céc
budc bén dudi:

- Budc 1: Cai dat trinh duyét Chrome, thuc hién dang nhép tai khoan clia ban vao chrome, truy
cép vaao dia chi chrome.google.com/webstore/category/extensions va gd mgttlens vao muc tim

kiém tién ich nhu hinh bén dudi.
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Hinh 48. Hinh &dnh céc budc thém va khdéi chay tién ich MQTT lens

- Budc 3:Tao 1 MQTT Client két néi dén MQTT Broker eclipse nhu céc budc bén dudi.
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O MQTTlens

Connection

Add a new Connection X

Connection Details

Connection nams Connection toler schame
———
Hosteame
Client 1D
lers_2HZAzKgedEQVPQOUPCoIUADS Connection: Eclinse MQTT
Session Automatic Connection
subistrive i
) Clean Sessian # Automatic Cornection 120 seconds
o 108t mostance
Cradentials 0
Pubish A
Usarname Password
i [0 tmeust once 7| ] retames JEEEEY
Last-will v
Mezsa,
2 Subscriptions
B cancn B cresTE connECTION

Hinh 50. Hinh &nh tao 1 MQTT client
Gidi thich

Chung ta sé tao 1 connection cé tén eclipse MQTT vdi host name clia MQTT Broker la iot.eclipse.org,
Broker nay sé giup trao déi dif liéu clia céc Client vdi nhau va l&ng nghe céc Client & port 1883 (port
st dung giao thirc MQTT va khéng ma héa dif lieu, cac port khac tham khéo tai test.mosquitto.org) O
connection nay sé dang ki nhan goi tin tai topic Home/garden/sensor/# (ki tu # cho phép subcribe

cac topic Home/garden/sensor/1, Home/garden/sensor/2 vv..). Tiép theo chung ta sé pulish 1 goi dU

liéu vdi ndi dung "Temp in garden: 27degree Celcius " tai topic Home/garden/sensor/1.

K&t qud: Tai muc subrcriptions, chiing ta sé& nhan dugc goi dir liéu da publish do d& subcribe topic

Home/garden/sensor/# nhu hinh bén dudi.

#Time Topc QoS
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Hinh 51. Hinh &nh di liéu nhan dugc sau khi publish gdi tin

Mé& réng
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Tao nhidu connection dé subcribe va publish cac goi tin vai MQTT Broker iot.eclipse.org ddng thoi

test cac goi tin vdi QoS va LWT

MQTT.js

MQTT js la moét thu vién MQTT client, dugc viét bdng ngdn ngl JavaScript trén nén tédng Node.js va hd
trg MQTT Over Websocket (MOW).

MQTT s & du &4n m& ngudn md (open source), ban cd thé tai MQTT.js bdn cap nhat mdi nhét tai

github.com/mqttjs/MQTT.js.git
Cai dat

Trudc tién ta can kiém tra hé didu hanh da hé trg Node.js trudc khi cai d&t MQTT.js. Néu chua thi co

thé tham kh&o céach cai dat tai nodejs.org/en/

Khditao mot du &an Node.js. D& dé quan LY, cé thé tao mot thu muc riéng, vi du matt-client va mét file
javascrip trong do, vi du nhu client-a.js. Bi dén thu muc nay va mdé terminal (linux 0S) hodc Command

Prompt (trén Windowns 0OS) va dung lénh:
npm init

Khi chay lénh nay, ban cling can phai khai bdo thém mot s6 thdng tin cho du an nhu tén, phién bén,
keywords, tac gia,.. Sau khi tao xong, trong thu muc vira tao sé xuét hién mot file la package.json vai
ndi dung la cac phan da khai bao. File nay cling chia thubc tinh dung dé luu trif cac package chung

ta da cai dat.
Tiép theo chudng ta sé cai MATT js, st dung l&nh:
npm install mqgtt --save

Sau khi cai d&t xong, ban co thé s dung module mqtt dé thuc hién viéc két ndi MQTT Client vdi
Broker, publish message hay subscribe topic. T&t nhién, toan bd céac file lién quan dén thu vién sé

nam trong thu muc node_modules, trong thu muc du an.

Dé hidu r& hon céch hoat dong clia MQTT js, chung ta sé tao ra thém 1s6 file ma ngudn Javascript

(file .js) la client-a.js va client-b.js thuc hién subcribe va puslish céc gai tin.
N&i dung thuc hién

2 Client nay sé két ndi vao cung 1 MQTT Broker. Client A sé& subscribe kénh /client-a/sub, néu nhéan
bé&t ky dr liéu nao dugc publish vao kénh nay, client A sé public di liéu Hello from client A vao kénh
/client-b/sub va déng két néi, két thuc. Client B sé subscribe kénh /client-b/sub, néu nhan bét ky di
liéu nao duogc public vao kénh nay, client B sé ddng két néi va két thuc. Ngay khi két néi vao Broker,

client B sé public 1 gai tin Hello from client B vao kénh /client-a/sub
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M& ngudn cla client A
client-ajs

// tao bi€n mqtt st dung céc chirc ndng cla module mqtt
var mqtt = require('mqtt")
// tao bién client s dung thudc tinh connect && k&t ndi dén broket MQTT véi hostname mqtt://iot.eclipse.org
var client = mqtt.connect('mqtt://iot.eclipse.org")
// function cé chire nang subscribe 1 topic néu da k&t ndi thanh céng dé&n broker
client.on('connect', function() {
console.log('Client A connected")
// client subcribe topic /client-a/sub
client.subscribe('/client-a/sub")
i)
// function cé chirc ndng glri 1 géi tin dén dén topic da dang ki
client.on('message', function(topic, message) {
// in ra man hinh console 1 message & dinh dang string
console.log(message.toString())
// publish géi tin 'Hello from client A' d&n topic /client-b/sub
client.publish('/client-b/sub', 'Hello from client A")
// déng k&t n8i cla client
client.end()
i)
console.log('Client A started')

M& ngubdn cla client B
client-bjs

// tao bi€n mqtt st dung cac chirc ndng cla module mqtt
var mqtt = require('mgtt")
// tao bién client s dung thudc tinh connect G& k&t ndi d&n broket MQTT véi hostname mqtt://iot.eclipse.org
var client = mqtt.connect('mqtt://iot.eclipse.org")
// function cé chirc nang subscribe 1 topic néu da k&t ndi thanh céng dén broker
client.on('connect’, function() {
console.log('Client B connected")
// client subcribe topic /client-b/sub
client.subscribe('/client-b/sub")
// publish goi tin 'Hello from client B' dé&n topic /client-a/sub
client.publish('/client-a/sub', 'Hello from client B")
i)

client.on('message', function(topic, message) {
// in ra man hinh console 1 message & dinh dang string
console.log(message.toString())
// déng k&t ndi cla client
client.end()
)
console.log('Client B started')

K&t qua hién thi nhu hinh bén dudi:
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Khéi chay client a trén terminal

your computer name B Path/to/folder 38 [s[s RN« S ¥=158 - £

Client A started
Client A connected
Hello from client B

Khe&i chay client b trén terminal

your computer name B Path/to/folder LLLRa Sz e P L

Client B started
Client B connected
Hello from client A

l&énh chay file .js

Két quéa sau khi chay file .js

Hinh 52. Hinh &nh ké&t quéa khi kh&i chay céc MQTT client

Ngoai ra, MQTT.js con cung cdp thém céc lénh dé cé thé tuong téc vai Broker théng qua terminal. Dé

lam dugc digu nay, chung ta cai dat MQTT js nhu mat module toan cuc bang cach s dung lénh:
npm install mgtt -g.

Ban co thé kiém tra bang cdch md 2 man hinh terminal, @ man hinh 1 (tam goi la subscriber) s&

subscribe vao topic tén la "topicA" bang l&nh:
maqtt sub -t 'topicA' -h 'test.mosquitto.org' -v

O terminal tha 2 (tam goi la publisher) thuc hién publish mét tin nh&n vdi néi dung "hello subscriber”

tdi "topicA":
maqtt pub -t 'topicA' -h 'test.mosquitto.org' -m 'hello subscriber'
Céac options:

- -t: MQTT topic, nai sé thuc hién pushlish 1 message.

- -h: X&c dinh méy chi sé két néi dén.

- -m: GUi 1 message dung command line.

- -v:verbose, option cho phép ghi lai nhat ki hoat déng clia cac tap tin trong file cdu hinh.
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Terminal & subcriber

BETETOU - ¢ mqtt sub -t 'topicA' -h 'test.mosquitto.org' -v
topicA on

topicA hello subscriber

Terminal & publisher

jtt pub -t 'topicA' -h ‘test.mosc ' -m 'hello subscr

NOour computer name

Hinh 53. Hinh dnh message dugc publish dung command line

0 D& xem thém cac APl khéc trong MQTT.js, ban cdé thé s& dung lénh: mqtt help

[command].

ESP8266 MQTT Client

Thuc té cé khé nhiéu thu vién MQTT cho ESP8266 trén Arudino, & day chung ta chi dé céap dén 2 thu
vién phé bién & PubSubClient va ESP8266MQTTClient

PubSubClient

Trong phan nay chung ta sé thuc hién két néi board ESP8266 WiFi Uno dén 1 broker s dung thu vién
PubSubClient.

- Budc 1: Download thu vién PubSubClient tai duong dén github.com/knolleary/pubsubclient va
add vao chuang trinh Arduino. Ngoai ra co thé import thu vién nay trong Arduino b&ng céch tim
kiém thu vién vdi ti khda PubSubClient, chon thu vién PubSubClient clia tac gid Nick O'Leary va

nhéan install.

- Budc 2 : Viét va nap chuong trinh cho ESP8266. Ma ngutn dugc trinh bay & phia dudi

#include <ESP8266WiFi.h>
#include <PubSubClient.h>

const char* ssid = "........ ;
const char* password = "......... J
const char* mqtt_server = "broker.mqtt-dashboard.com";

WiFiClient espClient;
PubSubClient client(espClient);

void setup() {
pinMode(16, OUTPUT);
Serial.begin(115200);
// ham thwc hién chie nang k€t ndi Wifi va in ra dia chi IP cGa ESP8266
setup_wifi();
// cai dat server 1& broker.mqtt-dashboard.com va 13ng nghe client & port 1883

iotmaker.vn
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client.setServer(mqtt_server, 1883);

// goi ham callback d€ thwe hién cac chirc ndng publish/subcribe
client.setCallback(callback);

// goi ham reconnect() d& thwe hién k&t n8i lai v&i server khi bi mat k&t ndi
reconnect();

}

void setup_wifi() {
delay(10);
Serial.println();
Serial.print("Connecting to ");
Serial.println(ssid);
// k&t n6i dén mang Wif1
WiFi.begin(ssid, password);
// in ra ddu . néu chwa k&t n8i dwoe dén mang Wifi
while (WiFi.status() !'= WL_CONNECTED) {
delay(500);
Serial.print(".");
}
// in ra théng bdo d& k&t ndi va dia chi IP cla ESP8266
Serial.println("");
Serial.println("WiFi connected");
Serial.println("IP address: ");
Serial.println(WiFi.localIP());
}

void callback(char* topic, byte* payload, unsigned int length) {
//in ra tén cla topic va ndi dung nhan dwoe tw kénh MQTT lens d& publish
Serial.print("Message arrived [");
Serial.print(topic);
Serial.print("] ");
for (int i = 0; i < length; i++) {
Serial.print((char)payload[il);
}
// kiém tra néu dir 1iéu nhan dwoc tir topic ESP8266/LED_GPIO16/status 1& chudi "on"
// <& batled GPI016, n&u 1a chudi "off" s& tat led GPIO16
if ((char)payload[0] == 'o' && (char)payload[1] == 'n") //on
digitalWrite(16, LOW);
else if ((char)payload[0] == 'o' && (char)payload[1] == 'f' && (char)payload[2] == 'f") //off
digitalWrite(16, HIGH);
Serial.println();
}

void reconnect() {
// 1&p cho dé&n khi duwoc k&t ndi tré lai
while (!client.connected()) {
Serial.print("Attempting MQTT connection...");
if (client.connect("ESP8266")) {
Serial.println("connected");
// publish g6i tin "Connected!" d&n topic ESP8266/connection/board
client.publish("ESP8266/connection/board", "Connected!");
// dang ki nhan géi tin tai topic ESP8266/LED_GPIO16/status
client.subscribe("ESP8266/LED_GPI016/status");

} else {
// in ra man hinh trang thai cda client khi khéng k&t ndi dwoc véi MQTT broker
Serial.print("failed, rc=");
Serial.print(client.state());
Serial.println(" try again in 5 seconds");
// delay 5s trwéce khi th® lai
delay(5000);

}

}
}

void loop() {
// kiém tra ndu ESP8266 chwa k&t n8i dwoce thi s& thuwe hién k&t ndi lai
if (!client.connected()) {

800
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reconnect();

}
client.loop();

}

Gidi thich ma ngudn:

Chuing ta sé tao mét bién espClient thudc lép WiFiClient, bién nay dugc khai bao la MQTT Client va s
dung céc thudc tinh cla thu vién PubSubClient. Tai ham setup() sé thiét l&p ESP8266 & ché do
station, k&t n&i d&n mang wifi. BEn canh dd ham setup() cling sé thuc hién chic nang tu dong két noi
lai v&i MQTT Broker khi xay ra mét két ndi dong thai thuc hién cac chidic nédng publish, subscribe clia 1
MQTT Client théng qua ham reconnect(). Ham callback() cé nhiém vu lay d liéu clia cac puslisher khi
publish 1 message sau do gli dén cac client d& subscribe topic dé va kiém tra ndi dung cla
message dé didu khién led & GPIO16. Ham loop() cé chiic n&ng két ndi Client la ESP8266 vai Broker,
thuc hién chiic n&ng publish 1 message va subscribe topic. client.loop() s& kiém tra thai gian két néi
clia Client va&i géi KEEP_ALIVE dé dua ra céc thong tin v trang thai két ndi clia ESP8266 ddng thai lay

dir liéu clia message tU buffer dé gli dén cac Client d& subcribe topic.

- Budc 3 : M& MQTT lens trén trinh duyét Chrome, tao 1 connection véi host name broker.matt-
dashboard.com, st dung port 1883. Thuc hién subscribe topic ESP8266/connection/board. Sau
khi nh&n nut subscribe trén MQTT lens sé xuét hién 1 message gui ti esp8288 va&i ndi dung
connnected. Thuc hién pushlish cdc message vao topic ESP8266/LED_GPIO16/status. Néu
pushlish message vdi ndi dung on, led GPIO'6 trén board sé sang, pushlish message off led
GPIO16 trén board sé tét. Cac message vdi ndi dung khac thi van sé hién thi dif liéu nhan dugc
trén serial terminal clia Arduino nhung sé khéng co tac dung digu khién led GPIO16. K&t qua

hién thi nhu hinh bén dudi:

L MQTTlens

Connections + ~| | ¢
Connectlon: pubSubClient

subseribe A
ESP8266iconnection/board 0 - at most ance ¥
Publish ~
L Jdev/ttyusao -
B i ESPE268/LED_GPIO16/status 0-atmostonss v [] h!ilmdm

{1UT7] T4%| 7 peemtirloccblingt]l 'of 7T 2 uff{L{4pT'T T107 calell Toif'afdi7§ Tnof 5
conpecting to (| YOUT S5SID test pubSubClient library

PWiFL connected
IP address:

Subscriptions

Topic: "ESPB266/connection/board” showingthe st 5 messages — [ (DD ~

# Time Topic QoS
| 0 100 CEETEIND O °
Dir ligu nhan dugc tir Dir lieu nhan duee tie
# Time Topic QoS | (1]

QREREY £ spazssiconnectionboant 1 o §

& 2uroscroll Mo lne ending | = | |115200baud | w | |Clear outpat Message: connecisst [§|

Hinh 54. K&t qué hién thj trén serial terminal va MQTT lens khi s&r dung thu vién pubsubClient
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ESP8266MQTTClient

Tiép theo, chung ta sé tim hiéu cach sir dung thu vién ESP826BMQTTClient, thu vién dugc cong ddng
developer danh gi& la 8n dinh dé& s dung hon so vai thu vién PubSubClient théng qua 1 Ung dung
digu khién led trén board ESP8266 WiFi Uno b&ng 1 Ung dung trén dién thoai smartphone.

- Budc 1: Download thu vién ESP8266MQTTClient tai dusng dén github.com/tuanpmt/
FSP8266MATTClient va add vao chuong trinh Arduino. Ngoai ra cé thé import thu vién nay trong
Arduino bang cach tim kiém thu vién vdi ti khda ESP8266MQATT, chon thu vién clia tac giad Tuan

PM, version 1.3 va nhén install.

- Budc 2 : Viét va nap chuong trinh cho ESP8266. M& ngutn dugc trinh bay & phia dudi.

#include <ESP8266MQTTCLlient.h>
#include <ESP8266WiFi.h>

#define ledPin 16  //Led on board ESP8266 WiFi Uno
MQTTCLlient mqtt;

const char* ssid = "Your SSID";
const char* password = "Your password";

void setup() {
Serial.begin(115200);
pinMode(1ledPin, OUTPUT);

// OFF led GPIO16 khi bat dau chuwong trinh
digitalWrite(ledPin, HIGH);

// Thiét 1&p ESP8266 & ch& d6 STA va k&t ndi Wifi
WiFi.mode(WIFI_STA);
WiFi.begin(ssid, password);
Serial.print("\nConnecting to ");
Serial.println(ssid);
while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(".");
}
Serial.println("");
Serial.println("WiFi connected");
Serial.println("IP address: ");
Serial.println(WiFi.localIP());

// K&t n6i dén server MQTT, in ra id cGa topic "esp8266/GPI016" ddng thdri dang ki nhdn message véi gdi QoS 0,
// va subcribe cdc topic "hello/esp8266"
mgtt.onConnect([1() {
Serial.printf("MQTT: Connected\r\n");
Serial.printf("Subscribe id: %d\r\n", mqtt.subscribe("esp8266/GPI016", 0));
mqtt.subscribe("esp8266/GPI016", 0);
1

// Thwe hién chlc nang subscribe topic va publish cac message
mqtt.onSubscribe([](int sub_id) {
//in ra id cla cac topic da subscribe 1la "hello/esp8266" va "MQTTlens/test/#"
Serial.printf("Subscribe topic id: %d ok\r\n", sub_id);

//publish message cé ndi dung hello app dén topic Broker/app vé&i géi QoS 0 va co retain 0
mqtt.publish("Broker/app", "hello app", 0, 0);
1
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// X& 1f dt* 1iéu nhan dwoe cla cdc topic d& subscribe
mqtt.onData([](String topic, String data, bool cont) {
Serial.printf("Data received, topic: %s, data: %s\r\n", topic.c_str(), data.c_str());

// N&u chubi nhan dwoe 1& 'on' s& ON led trén board ESP8266 WiFi Uno, chudi 'off' s& OFF led
if (topic == "esp8266/GPI0N16" && data[0] == 'o' && data[1] == 'n' && data[2] == "\0"') {
digitalWrite(ledPin, LOW);
Serial.println("Turn on the led on board");
} else if (topic == "esp8266/GPI016" && data[0] == 'o' && data[1] == 'f' && data[2] == 'f' && data[3] == "\0' ) {
digitalWrite(ledPin, HIGH);
Serial.println("Turn off the led on board");
}
ok )
// kh&i tao broker MQTT la iot.eclipse.org s& dung phuwong thirc websocket va lang nghe client & port 80
mqtt.begin("ws://iot.eclipse.org:80/ws");
}

void loop() {
// Ham kh&i tao MQTT, kiém tra va x@ 1 cac dir 1iéu tir cac topic, kiém tra cac thubc tinh cda giao
// thére nhw gbi keep-a-live, géi tin QoS, id cla topic...,
mgtt.handle();

b

Gidi thich ma ngudn

Tuong tu nhu ma ngudn cla chuong trinh s dung thu vién pubsubCLient, ching ta cling sé khdi tao
ESP8266 la MQTT Client trong class MQTT cla thu vién ESP8266MQTTClient. Cai d&t ESP8266 & ché
d6 Station va két ndi dén network wifi. Chidic ndng clia céc ham trong thu vién da duoc gidi thich & file
méa ngudn, & ham matt.onConnect() ching ta sé subscribe topic la esp8266/GPI016. Ham
matt.onSubscribe() sé thuc hién puslish cac message & topic da chi dinh la Broker/app. Ham
matt.onData() s& nhan, kiém tra va x( i di liéu nhan dugc tU topic da subscribe. 8] day ta sé dung 1
public MQTT Broker la iot.eclipse.org, s& dung phuong thic Websocket la ldng nghe cac MQTT Client
& port 80, day la port mé&c dinh khi s&r dung Websocket. Viéc gli nhan dif liéu bang phuong thic
Websocket sé& giup gidm b&ng thang va dé tré khi truyén nhan dir liéu théng qua giao thic MQTT. Chi
tiét v& Websocket chung ta sé dugc hoc & céc bai hoc sau. g loop() chung ta chi can goi ham
handle() dé khdi tao va kiém tra cac thudc tinh cla giao thic cling nhu x( Ui, truy&n va nhan di liéu tu

céc topic da subscribe va public.

0 Dé tim hidu chi tiét file cdu hinh cla thu vién, co thé xem tai github.com/
tuanpmt/ESP8266MQTTClient/tree/master/src

. Budc 3 : Cai d&t va sir dung Ung dung trén dién thoai dé diéu khién led GPIO16.

Truy cép vao App Store trén hé diéu hanh i0S hoac CH Play trén hé diéu hanh Android. nhép tu khoa
loT Smartconfig va cai d&at Ung dung loT Smartconfig clia developer Tuan PM. Hinh dnh Ung dung

hién thi nhu bén dudi:
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SMARTCONFIS . :
. iot smartconfig

I @ I MAKER ot 52008k
v /sl masouitio.org: BOBOMMatt
A
"'\-\_-’-’
1& Ny sudi Turong by

it sier vn

e
ESP8E266, ing dung ESP32 Smartconfig -
vl MQTT Client che tha nghiém
P0C THEM
. LEXE LI X o - a | n .
He diéu hanh Android | He diéu hanh iosJ

Hinh 55. Hinh &nh Ung dung loT Smartconfig trén hé diéu hanh i0S va Android

IOTMAKER.VN
Password
loT Maker =
NHAN
Pham Tuan
'{:ﬂ loT Smartconfig B T 1. DT o
Tuan PM
SHARTCEN |3+

Ung dung nay s dung vd&i ESP8266 va ESP32, ngoai chific ndng co ban & publish, subscribe clia giao

thic MQTT, Ung dung con cé chiic ndng smartconfig dé ESP8266 va ESP32 co thé dé dang thiét lap

két nGi vai cac network wifi khadc nhau mét céch thuén tién va nhanh chdng ma khéng phai nap lai méa

nguon.

Tiép theo, trugt Ung dung qua phan MQTT, nhé&n vao nut connect dé két ndi dén server MQTT Broker

ws://iot.eclipse.org:80/ws. Thuc hién subscribe topic Broker/app va publish message vao topic
espB8266/GPI016. Néu publish message on vao esp8266/GPIO16 thi led trén board ESP8266 WiFi Uno

sé& sang, gui off sé tat led, ddng thai khi ESP8266 publish cadc message & topic Broker/app thi noi

dung cac message sé dugc hién thi trén Ung dung. K&t qua hién thi nhu hinh bén duai:
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iot_i3gtbi ] [Username J [Password ]

ws://iot.eclipse.org:80/ws l

esp8266/GP1016 ] [Off ] m

E!.roker[app:hello app
Broker/app:hello app

Q

Hinh 56. Hinh &nh subcribe topic va publish cac message trén Ung dung

® 0 /dev/ttyusBo

[

chksum Ox2d
csum Ox2d
v f0SedGe2

comecting o[ N

WiF1 connected

IP address:
192.168.1.4

MOTT: Connected
Subscribe 1d: 11932
Subscribe topic id: 11932 ok

Data received., fopic: espB266/GPIOLSE, data: on

Turn on the led on board

Data received, toplc:; espB266/GPI0LE, data; off
Turn off the led on board

Data received, topic: espB266/GPIOLE, data: on

Turn on the led on board

Data received. topic: espB266/GPIOLS, data: off
Turn off the led on board

Data received, toplc: espB266/GPI0LE, data; on

Turn on the led on board

Hinh 57. Hinh &nh trén Serial terminal cla Arduino

iotmaker.vn

B autoscroll |No line ending | = | |115200 baud | *| |Clear output |
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-
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MQTT Broker

0 phan trudc chung ta st dung cac dich vu MQTT Broker mi&n phi dé thir nghiém, tuy nhién ta co thé
sé phai trd phi dich vu vdi nhiing Ung dung l&n can bang théng réng va téc dé dap Ung nhanh, cong
vdi viéc dr liéu co thé bitdn cong do dd bdo mat thdng tin chua cao. Do dé, & phan nay, ching ta sé
tu minh x4y dung 1 MQTT Broker. Viéc tu thiét l&p 1 MQTT broker giup chung ta cé thé sir dung giao
thdre MQTT trén méy local ma khéng can két n6i dén céc dich vu MQTT Broker & mang internet. Qué
trinh truyén, nhan va x i dir liéu dién ra 1 cdch nhanh chdng cling nhu bdo méat théng tin clia nguoi
dung. Tuy nhién, dé tao dugc 1 MQTT Broker vdi day dU tinh nédng cla giao thic MQTT doi hdi chung
ta phai co kién thuc t8t v& giao thiic MQTT cling nhu cac ngdn ng(r l&p trinh b trg cho viéc xay dung
no. Dé bat dau, ta sé tao ra 1 MQTT Broker don gidn bang céch dung 1 module hé trg sén cé do la

Mosca.

MOSCA

Mosca & 1trong s6 r&t nhidu server MQTT Broker cla giao thiic MQTT. C6 thé ké dén cac server khac

nhu HiveMQ, Apache Apollo, Mosquitto, Mongoose. Mosca cé 1s6 déc diém nhu sau:

- N6 la 1 Node.js Broker, dugc viét b&ng ngdn nglr JavaScript vi vay dé co thé xay dung MQTT
Broker, chung ta cadn Node js dé chay. Mosca cé thé nhiung vao Ung dung clia ban néu Ung

dung nay dugc viét bang Node js

- Mosca la 1 multi-transport MQTT Broker, cé nghia la nd hé trg tét cé cac chic nédng publish,
subscribe clia cac broker khéc. Danh sach cac publish/subscribe broker dugc hé trg bao godm
RabbitMQ, Redis, Mosquitto, ZeroMQ. 0 phan nay chung ta sé tao ta 1 MQTT Broker don gidn

dung Mosca vdi su hé trg clia co s dif liéu Mongodb
Muc tiéu

- Chung ta sé& tao 1 MQTT Client la ESP8266 va 1 MQTT Client trén may tinh s dung MQTT.js nham

két ndi dén MQTT Broker, subscribe topic va publish cdc message.

- Dung Mosca tao 1 MQTT Broker trén may tinh ca nhan nham broadcast messages (truyén ba

cac goi tin) dén céc MQTT Client.
Cac budc thuc hién

. Budc 1: Trudc tién, ching ta nén tao 1 folder dé thiét lap 1 MQTT Broker trén may local. Di dén
folder nay, tao file package.js bang l&nh npm init va thiét lap céc théng tin cla du &n. Tiép theo,
cai dét module mosca b&ng lénh npm install mosca --save. D& lA&ng nghe cac két ndi dén tu
client cling nhu luu trir dir liéu vé thong tin két ndi va ndi dung cac message ta can cong cu hd

tro do la MongoDB, ban cing cé thé chon Redis, Mosquitto, RabbitMQ... va tim hidu thém vé diém
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manh, yéu cla céc co s dif liéu nay. D8 cai d&t MongoDB, ching ta sé& truy cap vao dia chi
docs.mongodb.com/manual/administration/install-community/, tuy theo hé didu hanh dé chon
gai cai dat thich hop. Sau khi cai dat xong, chiding ta sé mdé port 27017 (port méac dinh khi dung
mongodb, chung ta cé thé didu chinh port & file c&u hinh clia mongodb) dé ldng nghe cac két
ndi ti client théng qua lénh sudo service mongod start. Trén hé didu hanh Linux, cé thé kiém

tra cac két néi trén hé thdng bang lénh Netstat nhu hinh dudi:

e _‘hh-‘.‘\’
Lénh dung dé liét ké trang
quanln@quanin: ~ : élcé{: kétnai tl"én hé ﬂ’lﬁng
8 Your name HEIlEEEam

nCl'u‘l:‘ . ernet COMMECTLIONS™ I:I[ﬂ_'_n,' SErvers]

Proto R -0 Send-Q0 Lacal Addrasss Enreinn Addre=se Ctata

tcp @ g 127.8.0.1:276817 LISTEN

wtcp 8 FETETETOTaIT . - LISTER

. tcp : e 7.8.8.1:5939 : g LISTEN
8 127.68.1.1:F f. LISTEN
<] 3.8.1: .8.6 LISTEN
e : e LISTEN
g S >
-

0 127.0.1.1:5: IP Adress d& mé va lang nghe
6 152.168.1.7:123 céc két néi & port 27017

e

udpé

Hinh 58. Hinh &nh port 27017 d& md& thanh céng va ldng nghe céc k&t néi

- Budc 2 : Tao file Javascript dé viét m& ngudn cho MQTT Broker. Vi du v& mé& ngudn cla file

serverMosca.js dugc viét bén dudi:

Ma ngudn file serverMosca.js
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var mosca = require('mosca'); // Khai bdo bién mosca st dung céc thudc tinh cla module mosca
// S& dung thw vién ascoltatore nham hd tro' publish message, subscribe topic dé&n tlr céc Broker/Protocol
var ascoltatore = {

type: 'mongo’,
url: 'mongodb://localhost:27017/mqtt', // url: dia chi url cla mongodb, server s& 13ng nghe cac client & dia
// chi localhost:27017

pubsubCollection: 'ascoltatori', // pubsubCollection: Noi d&& lwu tri* cdc message clia mongodb
mongo: {} // mongo: Cai dat danh cho k&t ndi cla mongo. Khdng s dung
¥
var settings = {
port: 1883, // port k&t ndi dén server

backend: ascoltatore // ascoltatore s& dwoc goi va thwce thi khi tao server dwoc tao d€ thiét 18p cac k&t ndi

b

// Lénh tao server s dung mosca
var server = new mosca.Server(settings);

// Thwe hién ham setup, in ra man hinh console néu cé sw kién ready cda server
server.on('ready', setup);
function setup() {

console.log('Mosca server is up and running');

}

// In ra dong chi¥ client connected va id cla client khi c6 sw kién client k&t n8i thanh cong dén server
server.on('clientConnected’, function(client) {
console.log('client connected', client.id);

55

// In ra dong chit client disconnected va id cda client khi cé sw kién client ngat k&t ndi v&i server
server.on('clientDisconnected', function(client) {
console.log('client disconnected’, client.id);

b

// In ra message cla client gl*i & dang string khi cé sw kién client publish 1 message
server.on('published", function(packet, client) {

console.log('Published", packet.payload.toString());
2

- Budc 3 : Viét m& ngudn cho ESP8266. Bé nhanh chéng, chiung ta s& dung mé& ngudn cla thu
vién ESP8266MQTTClient da viét & muc trudc. Sta déi dia chi clia MQTT Broker tu
matt.begin("mqtt://iot.eclipse.org:1883"); thanh mqtt.begin("maqtt://your-local-ip:1883"); vai your-
local-ip la dia chi IP clia méay tinh (vi du 192.168.1.7), chu | rang ESP8266 va MQTT Broker phai két

néi chung 1 network WiFi.

- Budc 4 : Tao MQTT Client dung MQTT js. Chung ta sé& tao 1 folder dé chua cac file cia MQTT
Client. Tuong tu nhu budc 1, dung npm init dé tao file package.js va thiét lap cac théng tin cla
du &n. Tiép theo cai d&t module mqtt bang lénh npm install mqtt --save va tao file Javascript
dé viét ndi dung cho MQTT Client. Vi du v& ma& ngudn file moscaClient js dugc trinh bay bén

dudi:

Ma& nguon file moscaClient.js
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// Khai bdo bién mqtt &€ st dung céc thubc tinh thudc module mgtt
var mqtt = require('mqtt"');
// Tao 1 k&t n8i dén dia chi 192.168.1.7 port 1883 théng qua giao thirc MQTT
var client = mqtt.connect('mqtt://192.168.1.7:1883");
/ Khi ¢é sw kién connect dé&n server, client s& subscribe topic MQTTlens/test/3 va
/ publish 1 message "on" vao topic hello/world &€ ON led & board ESP8266 WiFi Uno
client.on('connect', function () {
client.subscribe('Broker/app");
client.publish('esp8266/GPI016", 'on');

)
// Khi c6 message glri d&n client, client s& chuy&n d&i dir 1iéu tlr Buffer sang dang String va in ra man
// hinh console di¥ 1iéu nhén dwee va déng két ndi.
client.on('message', function (topic, message) {
// message is Buffer
console.log(message.toString());
//client.end();

1))

KEt qua

Trén terminal, di dén thu muc chua file moscaServer js va khdi chay server bang lénh node
moscaServerjs. Server s& khdi dong va ladng nghe cac két néi dén tu cac MQTT Client. Tiép theo, nap
chuang trinh trén Arduino cho ESP8266, sau do khdi chay MQTT Client trén may tinh bang lénh node
moscaClientjs. Khi co cac su kién két ndi, ngat két ndi, pushlish 1 message hay subcrible 1topic dén
tl cac client thi bén phia server d&u sé& hién thi ndi dung va thang tin. Cac terminal hién thi k&t qua

nhu hinh bén dudi:

'Your-name-computer
Your-name-computer SR I o T 8 104

Your-name-computer [UEETRETTATT g S [T (B T EY o 1-1 aV7-Y oy B

10sca server 1s up and running

client connected ESP_ 1868452

Published ESP 1868452

Published {"clientId":"ESP _1868452","topic":"esp8266/GPI016"}
Published {"clientId":"ESP 1868452","topic":"hello/world"}

Published hello app

Published hello app

client connected mqttjs 208d6864

Published mqtt]js 208d6864

Published on

Published {"clientId":"mgttjs 208d6864","topic":"Broker/app"}

Hinh 58. Hinh &nh thdng tin nhéan dugc ta cac client & server mosca
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~fmosca-client
nt$ node moscaClient.js

(3

MQTT: Connected

Subscribe 1d: 46546

Subscribe topic 1d: 46546 ok

Subscribe topic 1d: 34846 ok

Data received, topic: espB8266/GPI0OL6, data: on
Turn on the led on board

Hinh B0. Hinh &nh théng tin nhan dugc & client matt.js va client ESP8266

M6t s8 MQTT Broker s dung cho s&an pham thuc té

Mosquitto

Mosquitto & 1 MQTT Broker viét b&dng ngdn nglr l&p trinh C. M6t s8 déc diém néi bat clia mosquitto la
t8c db truyedn nhan va xU i dif lieéu nhanh, dé 8n dinh cao, dugc s dung réng rai va phu hap vai
nhing Ung dung embedded. Thich hgp cho céc hé théng nhé chay trén may local nhu Raspberry P,
bén canh dé Mosquitto cling dugc hd trg céc giao thiic TLS/SSL (céc giao thiic nham xac thuc server

va client, ma hoa céc message dé bado mat dr liéu).

Mot s6 nhugc diém clia mosquitto & kho thiét ké khi lam nhitng Ung dung l&n va it phuong thic xac

thuc thiét bi nén kha n&ng bdo méat van chua téi uu.

EMQ

EMQ (Erlang MQTT Broker) la mot MQTT Broker dugc viét b&dng ngdn ngl lap trinh Erlang. Uu diém cla
EMQ la tinh 8n dinh cao, thich hop dé thiét ké cac hé thdng lon do khé ndng md réng Ung dung dé
dang cling nhu kha dé dé cai dat. Ngoai ra EMQ con hb trg nhigu phuong thic xac thuc ngudi dung,
phat trién va cap nhéat tinh né&ng lién tuc badi céng ddng developer. Tuy nhién diém yéu clia MQTT
broker nay la kho déi vai nhitng ngudi mai bét dau. Théng tin vé EMQ co thé xem tai trang emqttd-

docs.readthedocs.io/en/latest/#

oo
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Tong két

TU nhirng n6i dung da trinh bay & trén, ching ta phan nao hidu rd v& cach thic hoat ddng cla giao
thice MQTT cling nhu vai tra clia nd trong cac Ung dung loT. Nhiing néi dung dugc trinh bay & phan
nay chi la phéan co ban cla giao thuc, vi day la giao thic quan trong va thuong st dung trong 1oT nén
chung ta hay danh nhiéu thai gian hon dé nghién clu thém vé hoat déng clia cac goi QoS, Keep

alive, cling nhu céc v&n dé ching thuc tai khoén, v&n dé bao méat d liéu khi s&r dung MQTT.
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Websocket

WebSoket la cong nghé ho trg giao tiép hai chigu gilta client va server bang cach s dung mét TCP
socket dé tao mot két néi lién tuc, hiéu qua va it tdn kém. M&c du dugc thiét ké dé chuyén s’ dung

cho céc Ung dung web, l&p trinh vién van co thé dua ching vao béat ki loai ing dung nao.

WebSockets mdi xudt hién trong HTML5, cho phép céc kénh giao tiép song song hai chiéu va hién da
dugc hé trg trong nhiéu trinh duyét. Két néi duge md théng qua mot HTTP request (éu cau HTTP), vdi
nhitng header d&c biét théng bdo cho Server (cé hé trg) chuyén sang két néi Websocket. K&t néi nay
dugc duy tri dé ban co thé gdi va nhan dif liéu moat cach lién tuc, khéng dit quang, va khéng can béat

ky HTTP header (overhead) nao n(fa.

Websocket hé trg cho céc trinh duyét phé bién hién nay nhu: Google Chrome, Microsoft Edge,

Internet Explorer, Firefox, Safari va Opera.
. 2
Uu diém

WebSockets cung cép kha néng giao tiép hai chidu vadi két ndi dugc duy tri, cé d6 tré thap, giup
Server dé dang giao tiép vdi Client. Do do, websocket s& phu hgp cho céc Ung dung real-time, nguoi
dung sé& khong méat thai gian phai reload lai trinh duyét dé cap nhat théng tin mdi nhat nhu khi s
dung giao thuc HTTP.

Nhuoc diém

Giao thilc Websocket chua dugc tét céa céac trinh duyét da co hién nay ho trg. Websocket cling doi

héi céc Ung dung web trén server dé hé trg no.
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S’ dung ESP8266 nhu Websocket Server

Trong phan nay, ching ta sé thiét l&p Ung dung s dung ESP8266 nhu 1 Websocket Server va Trinh
duyét nhu la mot Web Socket Client dé cap nhat trang thai nat nhén, cliing nhu diéu khién dén LED
trén board thai gian thuc théng qua Trinh duyét.

Yéu cau

- Khai déng 1 Webserver (cé hd trg Websocket) trén chip ESP8266.

- Khi truy cép vao dia chi IP clla ESP8266 sé tra vé 1 file HTML bao gom n6i dung clia doan
Javascript thiét lap k&t n6i Websocket dén ESP8266 ddng thai ldng nghe céc gdi tin ti ESP8266

Server.

- Khi nh&n nut trén board ESP8266 sé& gdi ndi dung trang thai nut nhat dén Web Browser hién thi

dang hop kiém (checkbox), nh&n nut la cé kiém, khdng nhan nut la khang co kiém.

- BdNng thai khi nhdn hdp kiém trén trinh duyét sé thay déi trang thai dén LED trén board
ESP8266.

Chuén bij

Cai dat thu vién, xem thém Cai dat thu vién Arduino:

- github.com/me-no-dev/ESPAsyncWehbServer

. github.com/me-no-dev/ESPAsyncTCP

Gigi thiéu vé thu vién ESPAsyncWebServer

Thu vién ESPAsyncWebServer dung cho viéc thiét lap HTTP server va websocket server cho module

ESP8266, va x( li céac su kién trén server-client.

Dé cac chuong trinh dung thu vién ESPAsyncWebserver hoat dong, ta can dung thém thu vién
ESPAsyncTCP.

Poan code Javascript dé tao k&t n8i Web Socket

iotmaker.vn
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//Trinh tw m& mdt websocket co ban:

var ws = new WebSocket('ws://domain.com:8000/'); // m& 1 websocket
ws.onopen = function() //

{
// sw kién khi websocket dwoe m& thanh cbng
b
ws.onmessage = function(evt)
{
// sw kién xdy ra khi client nhén di 1iéu tl server
Y

ws.onclose = function() {
// sw kién khi websocket bi ddéng
I

Nhung file HTML chla doan code JS vao ESP8266
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<IDOCTYPE HTML>
<html>
<head>
<title>ESP8266 WebSocket</title>
</head>
<body>

<div> Webscoket status <span id="status" style="font-weight: bold;"> disconnected </span> </div>

<div> ESP8266 Button Status <input type="checkbox" id="btn" name="btn" /> </div>

<div> Control LED <input type="checkbox" id="1led" name="led" disabled="true" /> </div>

<script type="text/javascript">
var button = document.getElementById('btn');
var led = document.getElementById('led");

var url = window.location.host; // ham trd vé& url cUa trang hién tai kém theo port
var ws = new WebSocket('ws://"' + url + "/ws'); // m& 1 websocket v&i port 8000
ws.onopen = function() //khi websocket dwore m& thi ham nay sé dwoce thwe hién

{
document.getElementById('status').innerHTML = 'Connected';
led.disabled = false; //khi websocket dwoe mé&, mé&i cho phép
F
ws.onmessage = function(evt) // sw kién xdy ra khi client nhan di* 1iéu tur server
{
if(evt.data == 'BTN_PRESSED') {
button.checked = true;
} else if(evt.data == 'BTN_RELEASE") {
button.checked = false;
}
F

ws.onclose = function() { // ham nay s& dworc thwe hién khi déng websocket
led.disabled = true;
document.getElementById('status').innerHTML = 'Disconnected’;

15

led.onchange = function() { // thwe hién thay d&i bat/tdt led
var status = 'LED_OFF';
if (led.checked) {
status = '"LED_ON';

}
ws.send(status)
}
</seript>
</body>
</html>

Chuong trinh hoan chinh cho ESP8266

#include <ESP8266WiFi.h>
#include <ESPAsyncWebServer.h>

const char* ssid = "¥xxxx*.

const char* password = "F¥dkkkEEl
const int LED = 16;

const int BTN = 0;

// &€& dwa doan code HTML vao chweng trinh Arduino, cdn chuy&n d6i code HTML sang dang char

const char index_html[] PROGMEM = ""
"<IDOCTYPE HTML>"

"<htm1>"

"<head>"

! <title>ESP8266 WebSocket</title>"

iotmaker.vn
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"</head>"

"<body>"

<div> Webscoket status <span id=\"status\" style=\"font-weight: bold;\"> disconnected </span> </div>"
" <div> ESP8266 Button Status <input type=\"checkbox\" id=\"btn\" name=\"btn\" /> </div>"

" <div> Control LED <input type=\"checkbox\" id=\"led\" name=\"led\" disabled=\"true\" /> </div>"
<script type=\"text/javascript\">"

" var button = document.getElementById('btn');"

" var led = document.getElementById('led"');"

var status = document.getElementById('status');"

var url = window.location.host;"

! var ws = new WebSocket('ws://' + url + '/ws');"

ws.onopen = function()"

" Iz
! status.text = 'Connected';"

! led.disabled = false;"

" 3.

" ws.onmessage = function(evt)"

m Iz

! if(evt.data == "BTN_PRESSED') {"

! button.checked = true;"

" } else if(evt.data == 'BTN_RELEASE') {"
! button.checked = false;"

" 3

m 3"

ws.onclose = function() {"

! led.disabled = true;"
status.text = 'Disconnected’;"
" 3.

led.onchange = function() {"

" var status = 'LED_OFF';"

! if (led.checked) {"

" status = 'LED_ON';"

m X
! ws.send(status)"
" 3

! </script>"

"</body>"

"</htm1>";

AsyncWebServer server(8000);
AsyncWebSocket ws("/ws");

// Ham x@& 1i sw kién trén Server khi client 1a browser phat sy kién
void onWsEvent(AsyncWebSocket * server, AsyncWebSocketClient * client, AwsEventType type, void * arg, uint8_t *data,
size_t len) {
if (type == WS_EVT_DATA && len > 0) { // type: loai sw kién ma server nhadn dwoe. NEu sy kién nhan dwoce 1a tor
websocket thi bdt dau x& 1f
data[len] = 0;
String data_str = String((char*)data); // ép ki€u, dGi tw ki€u char sang String
if (data_str == "LED_ON") {
digitalWrite(LED, @); // Khi client phat sw kién "LED_ON" thi server sé& bat LED
} else if (data_str == "LED_OFF") {
digitalWrite(LED, 1); // Khi client phdt sw kién "LED_OFF" thi server sé& tat LED
b
}

b

void setup()

{
pinMode(LED, OUTPUT);
pinMode(BTN, INPUT);
Serial.begin(115200);
Serial.setDebugOutput(true);
WiFi.mode (WIFI_AP_STA);
WiFi.begin(ssid, password);
if (WiFi.waitForConnectResult() '= WL_CONNECTED) {

Serial.printf("STA: Failed!\n");
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WiFi.disconnect(false);
delay(1000);
WiFi.begin(ssid, password);

}

ws.onEvent(onWsEvent); // goi ham onWsEvent
server.addHandler (&ws);
server.on("/", HTTP_GET, [](AsyncWebServerRequest * request) {

request->send_P(200, "text/html", index_html); // trd vé file index.html trén giao dién browser khi browser truy cép
vao IP cla server

)5

server.begin(); // kh&i ddng server

void loop()
{

static bool isPressed = false;

if (!isPressed && digitalRead(BTN) == 0) { //Nh&n nat nhan GPI0O
isPressed = true;
ws.textAL1("BTN_PRESSED");

} else if (isPressed && digitalRead(BTN)) { //Nhd@ nat nhdn GPI0O

isPressed = false;
ws.textAL1("BTN_RELEASE");

}
}

Thuc hién sau khi kiém tra ma& ngudn:

- Chon Board ESP8266 WiFi Uno trong Arduino IDE

- Nap chuong trinh xuéng board dung Arduino IDE

KEt qua

Sau khi bién dich xong code trén Arduing, ta vao browser, truy cép vao dia chi IP clia ESP8266 da tra

veé trén Serial Monitor cling vdi port da thiét lap trén server, d trudng hop nay la 192.168.1.65:8000

"E’ ESP8266 WebSock: x _
< C | () 192.168.1.65:2001

Webscoket status disconnected
ESP8266 Button Status |
Control LED

Hinh B1. Clta s& trinh duyét co thé didu khién ESP8266 théng qua Web Socket
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Video két qua

P https://www.youtube.com/watch?v=pN3YSLiWbHk (YouTube video)
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SU dung ESP8266 nhu Websocket Client

Trong mot s6 Ung dung khéc, ching ta cé 1 Server Websocket dé thuc hién céc tac vu thai gian thuc
nhu Ung dung dién thoai, trinh duyét Web. Thi ESP8266 cd thé két ndi truc tiép vao céc server nay
nhu 1 Websocket Client dé tiép nhan, ho&c gdi théng tin théng qua Websocket.

Mot s6 dich vu st dung Websocket dién hinh nhu dich vu tin nhén Slack, dich vu co s& dif liéu thoi

gian thuc Firebase

o phan nay, chung ta sé& s’ dung Node.js dé tu xay dung 1 Web server, viia déng vai tro [a 1

Websocket Server. Cé nhiing tinh néng:

- Co thé cung cép file index.html chira céc doan ma javascript tao két n6i Websocket gitra trinh

duyét vai Server, gibng nhu phan Server Nodejs
- Cho phép két néi Websocket dén, bao gbm tu trinh duyét, hay tir ESP8266

- Server sé broadcast tat cé céc goi tin tu bat ky 1 client nao gai dén, tdi tat ca cac client con lai.

Vdi tinh n&ng nhu trén thi ban cé thé hinh dung nhu sau: Néu 1cla s6 trinh duyét co két néi
Websocket d&n Server, khi nh&n 1 nut kiém, thi s& gdi v& server trang théi clia nut kiém da. Vi du
LED_ON, server nhan dugc sé gdi di liéu LED_ON dén céac trinh duyét con lai (hoac bao gém cé

ESP8266), va trinh duyét con lai sé& hién thi trang thai nut kiém nay dang bat.

@ localhost:A000 | i & C @ localhost:2000 i
‘Webscoket status disconnected ‘Webscoket status disconnected
ESP8266 Button Status ESPR266 Button Status
Control LED Control LED &

Hinh B2. Hai clra s& trinh duyét sé& hién thi trang thai nut kidm gidng nhau khi click thay déi

Javascript Websocket Client trén trinh duyét

Vdi file index.html cé chira m& ngudn Javascript tao k&t ndi dén Websocket, dé cung thu muc vdi file

server.]s

iotmaker.vn
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index.html

<IDOCTYPE HTML>
<html>
<head>
<title>ESP8266 WebSocket</title>
</head>
<body>
<div> Webscoket status <span id="status" style="font-weight: bold;"> disconnected </span> </div>
<div> ESP8266 Button Status <input type="checkbox" id="btn" name="btn" /> </div>
<div> Control LED <input type="checkbox" id="1led" name="led" disabled="true" /> </div>

<script type="text/javascript">
var button = document.getElementById('btn');
var led = document.getElementById('led");
var url = window.location.host; // ham trd vé& url cla trang hién tai kém theo port
var ws = new WebSocket('ws://' + url + '/ws'); // m& 1 websocket v&i port 8000
console.log('connecting...")
ws.onopen = function() //khi websocket dwore m& thi ham nay sé dwoce thwe hién
{
document.getElementById('status').innerHTML = 'Connected';
led.disabled = false; //khi websocket dwoce mé&, m&i cho phép
console.log('connected...")

%

ws.onmessage = function(evt) // sw kién xdy ra khi client nhén di* 1iéu tir server
{
console.log(evt.data)
if(evt.data == 'BTN_PRESSED') {
button.checked = true;
} else if(evt.data == 'BTN_RELEASE") {
button.checked = false;
} else if(evt.data == 'LED_OFF') {
led.checked = false;
} else if(evt.data == "LED_ON") {
led.checked = true;
}
15
ws.onclose = function() { // ham nay sé dwoc thwe hién khi ddéng websocket
led.disabled = true;
document.getElementById('status').innerHTML = 'Connected';
I

led.onchange = function() { // thwe hién thay d&i bat/tit led
var led_status = 'LED_OFF';
if (led.checked) {
led_status = "LED_ON';

}
ws.send(led_status)
}
</seript>
</body>
</html>

Node.js Websocket Server

Trong pha&n nay chung ta ca&n dung thu vién Websocket ws github.com/websockets/ws. Ban cdé thé

cai dat bang cach thuc thi lénh:

npm install ws
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Server.|)s

var fs = require('fs');

var url = require('url");

var http = require('http');
var WebSocket = require('ws');

// function gii yéu cau(response) tlr phia server hodc nhan yéu cdu (request) cla client g&¥i 1én
function requestHandler(request, response) {
fs.readFile('./index.html', function(error, content) {
response.writeHead(200, {
'Content-Type': 'text/html’
1
response.end(content);

D
}

// create http server

var server = http.createServer(requestHandler);
var ws = new WebSocket.Server({ server });

var clients = [];

function broadcast(socket, data) {
console.log(clients.length);
for(var i=0; i<clients.length; i++) {
if(clients[i] != socket) {
clients[i].send(data);
}
}
}
ws.on('connection’, function(socket, req) {
clients.push(socket);

socket.on('message’, function(message) {
console.log('received: %s', message);
broadcast(socket, message);

b

socket.on('close', function() {
var index = clients.index0f(socket);
clients.splice(index, 1);
console.log('disconnected");
58
5D

server.listen(8000);
console.log('Server listening on port 8000');

ESP8266 Websocket Client

github.com/Links2004/arduinoWebSockets
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#include <Arduino.h>

#include <ESP8266WiFi.h>

#include <WebSocketsClient.h> //https://github.com/Links2004/arduinoWebSockets
WebSocketsClient webSocket;

const char* ssid = "...";
const char* password = "...";
const int LED = 16;

const int BTN = 0;

void webSocketEvent(WStype_t type, uint8_t * payload, size_t length) {
switch (type) {
case :
Serial.printf("[WSc] Disconnected!\n");
break;
case
{
Serial.printf("[WSc] Connected to url: %s\n", payload);
}
break;
case :
Serial.printf("[WSc] get text: %s\n", payload);
if(stremp((char*)payload, "LED_ON") == 0) {
digitalWrite(LED, @); // Khi client phat sw kién "LED_ON" thi server sé& bat LED
} else if(stremp((char*)payload, "LED_OFF") == 0) {
digitalWrite(LED, 1); // Khi client phat sw kién "LED_OFF" thi server s& t3t LED
}
break;
case :
Serial.printf("[WSc] get binary length: %u\n", length);
break;
}
}

void setup() {

pinMode(LED, OUTPUT);

pinMode (BTN, INPUT);

Serial.beqgin(115200);

Serial.println("ESP8266 Websocket Client");

WiFi.begin(ssid, password);

while (WiFi.status() != WL_CONNECTED) {
delay(500);
Serial.print(".");

}

webSocket.begin("192.168.0.106", 8000);
webSocket.onEvent (webSocketEvent);

}

void Toop() {
webSocket. loop();
static bool isPressed = false;
if (!isPressed && digitalRead(BTN) == 0) { //Nh&n ndt nhan GPIOO
isPressed = true;
webSocket.sendTXT("BTN_PRESSED");
} else if (isPressed && digitalRead(BTN)) { //Nhd nat nhdn GPT00
isPressed = false;
webSocket.sendTXT("BTN_RELEASE");
3
}
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JESPB266 Nebsocket Client

= 67 @ localhost: 5000 g1 o .. [Wsc] Connected to url: #
—I[WSc] get text: LED_ON
Webscoket status disconnected E:ig g:: :::t 'L:g-g;F
ESP8266 Button Status [WSc] get text: LED_OFF
Control LED [Wsc] get text: LED_OM

[WSe] get text: LED_OFF
[Wsc] get text: LED_OM
[WSc] get text: LED_OFF
[WSc] get text: LEDON

Autoscroll Nolineending & 115200 baud

RSP A= 15y

Hinh B3. Click nut kiém sé thay déi trang théi LED trén board
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Tong két

Viéc s dung giao thic websocket sé co nhiéu lgi ich cho céc két néi 2 chiéu, ludn duoc duy triva cé

do tré thap.

800
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Firmware update over the
air (FOTA)

Céc phuong phap phét trién ph&n mé&m va san phdm phé bién hién nay, thi xuat ban két qua ting

giai doan thudng mang lai hiéu qué cao, sdn ph&m co thé dén tay ngudi dung s&m, nhan dugc phan
hoi sdm tir khach hang, va dugc digu chinh dé hap |y hon. Chinh viéc phét hanh s&n phdm sdm
thuding sé it tinh n&ng va can cap nhat thém tinh n&ng, ndng cao chét lugng s&n phdm trong tuong

lai.

Cap nhéat Ung dung tU xa trén céc phan mém dién thoai, méay tinh da rat phé bién. Cac phan mém

dugc cap nhat hang tuan, thang.. dé slra L6i, nAng cép tinh n&ng.

D6i vai céc sdn phédm phan clng cling tuong tu, ching ta nén bé sung céc tinh n&ng cap nhat ti xa
ngay tU giai doan phéat trién san phdm. Ngoai viéc giup nadng cdp cac tinh n&ng trong tuong lai mot
céch dé dang, thi van dé sla L6i, nAng c&p hé thdng tu xa sé giup tiét kiém dugc rat nhiéu chi phi va

ngubdn luc

Trong pha&n nay, chung ta sé tim hiéu cac phuong phép cap nhat tir xa cho ESP8266, lam sao dé nap
Firmware khéng day cho module, lam sao dé ESP8266 co thé tu tai Firmware v, ldm sao dé ESP8266

c6 thé tu khai déng 1 HTTP Server dé cdé giao dién Web upload firmware [&n chip.
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Cap nhat firmware tu xa

Cap nhat firmware OTA (Qver the Air) la tién trinh tai firmware mdi vao ESP8266 module thay vi si
dung céng Serial. TInh ndng nay thuc su rat hitu dung trong nhidu trudng hap gidi han vé két néi vat
y dén ESP Module.

OTA cd thé thuc hién vai:

- Arduino IDE
- Web Browser

- HTTP Server

SUrdung OTA vdi tuy chon dung Arduino IDE trong qué trinh phat trién, thi nghiém, 2 tuy chon con lai
pht hgp cho viéc trién khai Ung dung thuc té&, cung cdp tinh ndng cap nhat OTA thang qua web hay
st dung HTTP Server.

Trong t&t ca cac trudng hgp, thi Firmware hé trg OTA phai dugc nap lan dau tién qua céng Serial, néu
moi th hoat déng tron tru, logic Ung dung OTA hoat déng dung thi coé thé thuc hién viéc cap nhat
firmware théng qua OTA.

Sé khdng céd d&dm bédo an ninh déi vdi qua trinh cap nhat OTA bj hack. N6 phu thudc vao nha phéat
trién d&m bao viéc cap nhat dugc phép ti ngudn hap phép, dang tin cay. Khi cap nhat hoan tat,
ESP8266 s& khai dong lai va thuc thi code mdi. Nha phat trién phai d&dm bao Ung dung thuc trén
module phéi dugc tat va khdi déng lai 1 cach an toan. N6i dung bén dudi cung cép b8 sung cac théng

tin v& an ninh, va an toan cho tién trinh cdp nhat OTA.

Bdo mat

Khi ESP8266 dugc phép thuc thi OTA, cd nghia né dugc két néi mang khéng day va coé khé nédng duoc
cép nhéap Sketch mdi. Cho nén kha n&dng ESP8266 bj t&dn cdng sé nhiéu han va bj nap bdi méa thuc thi
khéc la rat cao. B8 gidm kha n&ng bi tdn cdng can xem xét bao vé cap nhat clia ban vai mot mat

kh&u, céng sl dung c6 dinh khac biét, v.v..

Kiém tra nhiing tinh ndng dugc cung cdp bdi thu vién ArduinoOTA thudng xuyén, cé thé dugc nang

cép khé nang bédo vé an toan:

void setPort(uint16_t port);
void setHostname(const char* hostname);
void setPassword(const char* password);

M@t s6 chiic nang béao vé da dugc xay dung trong va khéng yéu cau béat ky ma hda nao cho nha phéat
trién. ArduinoOTA va espota.py sUf dung Digest-MD5 dé ching thuc viéc tai firmware [&n. Bon gian &

dadm béo tinh toan ven cla firmware bang viéc tinh MD5.
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H&y phéan tich rdi ro cho riéng Ung dung clia ban va tuy thudc vao Ung dung ma quyét dinh nhimng
chiic n&ng cling nhu thu vién dé thuc hién. Néu can thiét, co thé xem xét viéc thuc hién cac phuong
thic bdo vé khai bi hack, vi du nhu cap nhat OTA chi cho tai lén chitheo lich trinh cu thé, kich hoat
OTA chi dugc nguai dung nhéan nut chuyén dung “Céap nhéat”, v.v..

An toan

Qua trinh OTA tiéu tdn ngudn tai nguyén va bang théng cla ESP8266 khi tai lén. Sau do, ESP8266
duoc khadi déng lai va mot Sketch mdi dugc thuc thi. Can phan tich va kiém tra &nh hudng clia qué

trinh nay tdi cac chuc nang cl va sketch madi clia ESP module.

Né&u ESP dugc dat & xa va didu khién mot vai thiét bi, ta nén chu ( tdi hoat déng cla thiét bi néu thiét
bi ngiing hoat déng dot xuét do qua trinh cép nhat. Do do, ta can phai xac dinh dugc trang thai lam
viéc an toan cla thiét bi trudc qua trinh cap nhat. Vi du, module dugc dung dé digu khién hé théng
tudi nudc tu ddng trong vusdn. Néu trong qué trinh hoat dong ma hé théng didu khién bi tat dot ngot

va cac van bi md, thi cé vuon sé bi ngép nudc.

Céc ham sau day dugc cung cép bdi thu vién ArduinoOTA va dugc dung dé xUr L Ung dung trong quéa
trinh cdp nhat OTA ho&c dé xU L khi OTA gép L6i:

void onStart(OTA_CALLBACK(fn));

void onEnd(OTA_CALLBACK(fn));

void onProgress(OTA_CALLBACK_PROGRESS(fn));
void onError (OTA_CALLBACK_ERROR (fn));

Yéu cau can ban

B6 nhd Flash phéi co dl dung lugng dé luu ca sketch cii (dang van hanh trén hé théng) va sketch
mdi (cép nhat OTA).

Hé théng File va EEPROM cling ca&n dung lugng dé luu tr.

Ham ESP. getFreeSketchSpace(); duge dung dé kiém tra dung lugng tréng cho sketch mdi.

Update process - memory view

- Sketch mdi sé dugc chira trong dung lugng tréng giua sketch cl va spiff.
. Trong lan reboot tiép theo thi “eboot” bootloader kiém tra céc cau lénh.
- Sketch mdi sé dugc copy.

- Sketch mai khéi dong.
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start:

current sketch

update:

current sketch

reboot:

new sketch

siiFFs

new sketch

spiffs

Spiffs
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OTA sU dung Arduino IDE

Thuc hién OTA vdi Arduino IDE chi nén thuc hién khi:

- S dung nap firmware cho module ESP8266 théng qua WiFi ma khéng dung céng Serial
- ESP8266 va may tinh chay Arduino IDE s dung chung mang WiFi ndi bd
- ESP8B266 da két néi thanh céng vao mang WiFi

- Nap firmware da hé trg OTA théng qua c8ng Serial trudc dd
Trudc khi b&t dau, can phai chéc ché&n Arduino IDE da dugc cai dat phién bdn mai nhét, bao gdm gaoi
ESP8266 cho Arudino, va Python 2.7
, o x ~ P
Budc 1: nap firmware hé trg OTA thédng qua cdng
Serial

Md& sketch vi du méu BasicOTA.ino. Vao File > Examples > ArduinoOTA.

_ & Arduino T Edi Sketeh Tools Help @

Tples

>

02.Digital »

03.Analog >

04.Communication >

05.Control »

S %5 p6.5ensors »
Sawe As.., 385 07, Display -
Page Setup oagp  08.Suings »
Print ®p 09USE S
10.StarterKit_Basickit >

11 ArduinolSP >

Bridge »

Ethernet »

Firmata -

LiguidCrystal L

sD >

Stepper >

Temboo »

TFT L3

WiFi L3

‘
DNSServer > OTALeds
EEPROM 3
L

ESPEZE6

Hinh B4. M& sketch vi du méu OTA
Cung c&p chinh xac SSID va mat khdu mang WiFi dang dung dé ESP8266 cd thé két néi vao

Cung cép SSID va password

const char* ssid = ".......... g
const char* password = ".......... ;

Tuy vao phién ban va board ESP ban si dung, ban cé thé thay “Upload Using:™
0 trong menu. Lua chon nay sé khéng hoat déong va khdng anh hudng tai lua
chon clia ban. Chic n&ng nay tuong thich véi cac phién ban OTA cl va bi gd bo

& platform package version 2.2.0.
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Upload sketch Ctrl+U Khi hoan thanh, md Serial Monitor Ctrl+Shift+M (xem S dung Arduino IDE Serial

Monitor) va kiém tra module da trup cap dugc WIFI chua

BasicOTA Jdevjcu.wchusbserial1410

2 ,Bout'mg
n{"Booting™¥; |Ready

I_5TAY; \TP oddress:
nCssid, password); |
14 while (WiFi_waitForConnectResult() != WL_CONNECTED) {
5 Serial.println("Connection Faoiled! Rebooting..."J;
iy (S8 ;
7 ESP. restart();

A onStart([10) {
type;
LnalTh; getComand() == U_FLASH)

type = “sketch;
3 else /7 U_SPLIFFS
2 type = “filesystem”;

if updating SPIFFS this would be the place to umu:
println("Start updating " + typel;

A.onEnd([]C) {

0] § printin{"\nknd");

32 ArduinoQTA.enProgress([](uns int progress, unsigned int

Serial.printf("Prograss: %u¥dhr' (progress / (total / 1083

34 5 - -
35 FRCET Ok TRt . Srea Autoscroll Nolineending [ | 115200 baud [
36 erial, pr Error[%u]: ", error);

else if Cerror == QTA_BEGIN_ERRDR) Serial.printin(”Begin Failed"};
39 else if (error == OTA_CONNECT_ERRORY println{"Cennect Failed");
40 else if (error == OTA_RECEIVE_ERROR) 1l prin "Receive Failed"};
1 olse if Cerror == OTA_END_ERROR) Sorial.printlnC"End Foiled";

t("IP address: ");
n(WiFi.localIPC));

“irt

if (error = OTACAUTH_ERROR) Serial,println(Auth Failed"ds '

Generic ESP Module, 80 MHz, 26 MHz, 40MHz, 0, 4M (3M SPIFF5), nodemew, Disabled, Mone on |devicuwchusbsenal 1410

Hinh B5. Kiém tra module ESP8266 da truy cap dugc mang WiFi ndi bd chua

0 ESP module nén dugc reset sau khi Upload xong firmware
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#include <ESP8266WiFi.h>
#include <ESP8266mDNS.h>
#include <WiFiUdp.h>
#include <ArduinoOTA.h>
const char* ssid = "...";
const char* password = "...";

void setup() {
Serial.begin(115200);
Serial.println("Booting");
WiFi.mode(WIFI_STA);
WiFi.begin(ssid, password);
while (WiFi.waitForConnectResult() != WL_CONNECTED) {
Serial.println("Connection Failed! Rebooting...");
delay(5000);
ESP.restart();
}
ArduinoOTA.onStart([]1() {
String type;
if (ArduinoOTA.getCommand() == U_FLASH)
type = "sketch";
else // U_SPIFFS
type = "filesystem";

// NOTE: if updating SPIFFS this would be the place to unmount SPIFFS using SPIFFS.end()
Serial.println("Start updating " + type);

1

ArduinoOTA.onEnd([]() {
Serial.println("\nEnd");

1

ArduinoOTA.onProgress([](unsigned int progress, unsigned int total) {
Serial.printf("Progress: %u%%\r", (progress / (total / 100)));

1

ArduinoOTA.onError([](ota_error_t error) {
Serial.printf("Error[%u]: ", error);
if (error == OTA_AUTH_ERROR) Serial.println("Auth Failed");
else if (error == OTA_BEGIN_ERROR) Serial.println("Begin Failed");
else if (error == OTA_CONNECT_ERROR) Serial.println("Connect Failed");
else if (error == OTA_RECEIVE_ERROR) Serial.println("Receive Failed");
else if (error == OTA_END_ERROR) Serial.println("End Failed");

15

ArduinoOTA. setPassword((const char *)"ota-pass");

Arduino0TA.begin();

Serial.println("Ready");

Serial.print("IP address: ");

Serial.println(WiFi.localIP());

}

void loop() {
ArduinoOTA.handle();
}

Budc 2: Lua chon cdng nap théng qua OTA

Khi module k&t n&i tagi mang WiFi thanh céng, sau vai gidy, c6ng esp8266-ota sé& xuit hién trén
Arduino IDE. LUc nay ban hoan toan co thé bo két néi Serial tir board mach dén may tinh. Arduino IDE
c6 thé nap firmware mdi théng qua WiFi. Chon port vdi dia chi IP hién trén cla s8 Serial Monitor &

budc trudc.
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Auto Format #T (10/1401:13

Archive Sketch

Fix Encoding & Reload

Serial Monitor {+38BM
Serial Plotter {rasL

ESP8266 Sketch Data Upload
WiFi101 Firmware Updater

Board: "Generic ESP8266 Module"

Flash Mode: "DIO"

Flash Size: "4M (3M SPIFFS)"

Debug port: "Disabled"

Debug Level: "None"

Reset Method: "nodemcu”
. Crystal Frequency: "26 MHz"

Flash Frequency: “40MHz"

CPU Freguency: "80 MHz"

Upload Speed: "921600" |
! Get Board Info /dev/cu.Bluetooth-Incoming-Port
= |  [dev/cu.wchusbserial1410

YYYVYYVYYYYY

v

Programmer: "AVRISP mkil"
Burn Bootloader
B T T T T T T e e BE e ESD8266-34391d at 192.168.0.100

voelt

Hinh 66. Chon céng nap ti Network

Né&u c8ng OTA khéng hién l&n, ban can thoét Arduino IDE, va md lai. Kiém tra lai
0 port OTA. Néu van tiép tuc khéng hién thi c8ng OTA, kiém tra tuong llra clia may

va céac cai dat trén router.

, 2 . Yl . . ~ . .
Budc 3: Sua firmware mai va nap lai thdng qua WiFi
Sau khi d& chon dung cdng nap OTA, ban hoan toan cd thé sla lai firmware mdi va nap théng qua
WiFi, tuy nhién can luu § nhu sau:

. Firmware mdi phai ddm bdo két n&i dén WiFi khédng bi méat (vi du cé&p sai mat khau)

- Firmware mdi phai cé céc ham khai tao va xUr lJ OTA nhu Budc 1: nap firmware ho trg OTA thong

qua céng Serial

800
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S’ dung mat khau

Arduino0TA, onStart([JO) {
String type;
if CArduinoOTA. getCommand() == U_FLASH)

type = "sketch”;
else // U_SPIFFS
type = "filesystem”;

Y,

Ser

;

Ardul
Ser

s

Ardui

Se

0

Arduir
Ser

NOTE
tal.prir

noOTA.onEnd([]1() {

tal.prin

no0TA, onProgress([]{unsigned int progress,
rial.printf("Progress: %u%%\r*, (progress / (total / 100)));

In{"\nEnd" )}

100TA. onError{[J(ota_error_t error) {

ial.printf("Errorf%ul: ", error);

Hinh B87. Nap firmware thanh céng théng qua OTA

it updating SPIFFS this would be the place to wunmount SPIFFS using SPIFFS.
In("Start updating " + type);

unsigned int total) {

136/155

Bdo vé qué trinh upload OTA vdi password la mot qué trinh khé don gidn. Nhiing viéc ban can lam la

2 ~ w
bd sung doan ma nguodn:

ArduinoOTA.setPassword((const char *)"your-password");

Sau dd upload lai sketch moét lan nita (dung OTA). Sau khi bién dich va upload xong, clfa s6 sé& hién

lén yéu cau nhép password:

Type board password to access its console

Password: |

Cancel

Hinh 68. Password cho OTA

Upload

Nhap password, néu dung, két qua la thdng béo Authenticating...OK va qua trinh nap dién ra binh

thuong.

Céc lan nap sau Arduino IDE s& nhd mat khdu va khéng hai lai, trir khi ban thay déi mat khdu OTA, va

cac budc xac thuc khdong thanh céng, Arduino IDE sé hai lai ban.

Can luu Y la password co thé dé dang thay dugc, néu IDE khéng dugc déng sau l&n upload cudi

iotmaker.vn
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cung. Viéc nay co thé dugc thuc hién b&ng céach cho phép Show verbose ouput during: upload trong

File > Preferences va upload l&n module.

Nh{ng su c6 thuong gap

Néu viéc cdp nhat OTA thét bai, budc dau tién ban can lam L& kiém tra phan béo L&i hién trén clra sé
Log clia Arduino IDE. Néu viéc nay khdng giup dugc ban, hdy upload lai khi kiém tra céac thong tin cla

ESP hién trén serial port.
Céc nguyén nhan phé bién gay L6i OTA nhu sau:

- Khéng dd dung lugng b nhdé trén chip (vi du nhu ESPO1 véi 512KB bd nhd flash khang dd cho
OTA).

- Khu vuc dir liéu cho SPIFFS qua nhiéu, khéng con dl dé chua firmware, trong trudng hop ban co
4MB Flash thi trudng hgp nay khéng xay ra.

- Khu vuc bé nhd chua firmware qua it, téi thidu la 512KB

- Khéng reset module ESP sau l&n upload d&au dung Serial Port.
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Cap nhat Firmware dung Web Browser

Khi thuc hién cap nhéat firmware dung Web Browser, ESP8266 sé khadi dong 1 HTTP Server, vai 1 form
upload. Khi truy cap dung dia chi clia nd, ban sé& dugc cung cdp 1giao dién dé chon file binary, va
upload l&n Chip. Viéc nay htu dung khi khéng dung Arudino IDE cho viéc cép nhét, s’ dung luén trinh

duyét sén cdé. Hodc tich hop vao 1 Ung dung ma ban cé thé muén cap nhat nd trong tuong.

Cap nhat vai web browser dugc thuc hién bang thu vién ESP8266HTTPUpdateServer cung vdi 2 thu
vién khac ESP8266WebServer va ESP8266mDNS cho viéc nhéan dién ESP8266 trong mang ndi bo.

Thuc hién
M@ vi du: File > Examples > ESP8266BHTTPUpdateServer > WebUpdater

#include <ESP8266WiFi.h>

#include <WiFiClient.h>

#include <ESP8266WebServer.h>
#include <ESP8266mDNS.h>

#include <ESP8266HTTPUpdateServer.h>

const char* host = "esp8266-webupdate”;
const char* ssid = "...";
const char* password = "...";

ESP8266WebServer httpServer(80);
ESP8266HTTPUpdateServer httpUpdater;

void setup(void){

Serial.begin(115200);
Serial.println();
Serial.println("Booting Sketch...");
WiFi.mode(WIFI_AP_STA);
WiFi.begin(ssid, password);

while(WiFi.waitForConnectResult() '= WL_CONNECTED){
WiFi.begin(ssid, password);
Serial.println("WiFi failed, retrying.");

}

MDNS.begin(host);
httpUpdater.setup(&httpServer);
httpServer.begin();

MDNS.addService("http", "tcp", 80);
Serial.printf("HTTPUpdateServer ready! Open http://%s.local/update in your browser\n", host);

}

void loop(void){
httpServer.handleClient();
}

Cung cé&p dung SSID va mat khdu mang WiFi may tinh ban dang dung, nap Firmware WebUpdater vao
ESP8266 Chon Board ESP8266 WiFi Uno trong Arduino IDE va Nap chuong trinh xuéng board dung
Arduino IDE
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0 Luu g la méy tinh phai s dung mang WiFi cling v&i ESP8266

Khi ban khéng thé truy cap vao module ESP8266 theo céng Serial, thi dé nhan dién dugc dia chi IP
clia module trong mang LAN, ban c&n chay dich vu mDNS trén may tinh. Dich vu nay sén co trong
MacQS, tuy nhién, vdi Linux thi ban can cai dat Avahi: avahi.org/, con Windows thi Bonjour:

support.apple.com/downloads/bonjour_for_windows

Vi dich vu mDNS chay trén may tinh, ban dé dang truy cap vao ESP8266 theo dudng déan esp8266-

webupdate.local/update

= C'  (® esp8266-webupdate.local/update w2

Choose File No file chosen Update

Hinh B3. Giao dién Web c&p nhéat firmware

Bang céch chon file va nhan cap nhat, ESP8266 sé& tién hanh cap nhat firmware mai do ban gdi lén.

File nay co thé duoc xuét ra b&dng céch Sketch > Export compiled Binary, va file .bin s& ndm trong thu

< Gl Tools Help

Verify/Compile 3R |
Upload #dU
Upload Using Programmer {+38U

Export compiled Binary X #S

Show Sketch Folder #BK
Include Library i
Add File...

muc clia Sketch

Hinh 70. Xu&t file Binary
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Khi da nhap esp8266-webupdate.local/update ma khéng thuc hién dugc, hay
thay esp8266-webupdate vai dia chi IP clia module (ban cé thé xem trong

0 modem/router, hay Serial Terminal). Vi du, néu IP clia module la 182.168.1.100 thi
URL phai la 192.168.1.100/update. Phuong phép nay hlu hiéu trong truong hop
host software cai dat & budc 1 khéng hoat dong.

Néu cac budc dién ra thanh cong tét dep, thi trén trinh duyét va clra s8 Serial Terminal (néu md&) nhu
hinh

Send

00910900 | 939| €936 90O 99O P90 VOLNoOVO b xHL;1{1lx0n® €de

Booting Sketch...
HTTPUpdateServer ready! Open http://esp8266-webupdate.local/update in your browser

ets Jan 8 2013,rst cause:2, boot mode:(3,7)

load 0x4010f@2@, len 1384, room 16
tail 8

chksum @x2d

csum @x2d

vba@e®45b

@cp:0

1d

Booting Sketch. ..
HTTPUpdateServer ready! Open http://esp8266-webupdate.local/update in your browser

ets Jon 8 2013,rst cause:2, boot mode:(3,7)

load @x4010700@, len 1384, room 16
tail 8

chksum @x2d

csum @x2d

vba@ed49b

@cp:0

1d

Booting Sketch. ..
HTTPUpdateServer ready! Open http://esp8266-webupdate.local/update in your browser

€

@ ® [} esp8266-webupdate.localjup x ' Tuan
o
:;: < C' @ esp8266-webupdate.local/update | o
c5
vi Update Success! Rebooting...
le

D_baud 4

Hinh 71. Thuc hién thanh cong cap nhéat Firmware s’ dung WebUpdater
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Bao mat

N&u b6 sung WebUpdater vao s&n phdm clia minh, di nhién ban s& khéng mudn ngudi khac tu do dua

vao thiét bj 1 firmware khéc. Hay s dung ham httpUpdater.setup(&httpServer, update_path,

update_username, update_password); vdi cac thdng s username, password ma bat budc ban phai

nhép dung mdi dugc phép upload firmware mai.

Mé& vidu: File > Examples > ESP8266HTTPUpdateServer > SecureWebUpdater dé xem chi tiét
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HTTP Server

Vi 2 phuong phép trudc, ban dé dang cap nhat Firmware théng qua mang WiFi néi ba. Tuy nhién, khi
trién khai ‘ng dung thuc té&, ching ta s& can cap nhat Firmware tU xa théng qua Internet, va can 1

Server dé luu trr firmware, quén L cac phién ban.
Mot kich ban phé thong thuang dugc lam nhét do La:

- Khi ESP8266 khdi dong (khodng sau 1 khoéng thdi gian - vi du nhu 1 ngay), nd sé két ndi dén

Server, cung cép théng tin phién ban hién cdé clia né
- Server khi nhan thay phién ban hién tai can phai dugc n&dng cép, no sé tra vé firmware mdadi

- Néu phién ban hién tai clia ESP8266 khdng can phéi cap nhét, nd sé trd vé ma 304.

Dé thuc hién dugc didu nay, chung ta can thuc hién trén cad ESP8266 va trén Server side. Th nghiém
trong muc nay, chung ta s& dung Node.js lam server. Ban hoan toan cd thé thuc thi doan code

Server nay va gan cho né domain dé co thé truy cap tU bat ky dau.

ESP8266 ESPhttpUpdate

Bang cach thuc thi ESPhttpUpdate.update('your-domain.com", 8000, "/fimrware.bin");,, ESP8266 sé& tu
déng két néi tdi server & dia chi your-domain.com:8000/fimrware.bin dé tai phién ban firmware mdi
vé. M& HTTP Status Code:

- (M&) 200: Néu ton tai firmware mdi, va ndi dung file sé duoc gai kem sau do

- (M&) 304: Thong bao la khéng cé ban update mai.
Doan ma co thé dé dang tim th&y & File > Examples > ESPhttpUpdate > httpUpdate

Ban c&n cung cép SSID, mat khdu WiFi chinh xac, thuc hién Chon Board ESP8266 WiFi Uno trong
Arduino IDE va Nap chuong trinh xuéng board dung Arduino IDE
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#include <Arduino.h>

#include <ESP8266WiFi.h>
#include <ESP8266HTTPClient.h>
#include <ESP8266httpUpdate.h>
const char* ssid = "...";
const char* password = "...";
const char *currentVersion = "1.0"; @

const char *serverUrl = "http://192.168.0.106:8000/firmware.bin"; @
void setup() {

Serial.begin(115200);

Serial.println();

Serial.println();

Serial.print("ESP8266 http update, current version: ");
Serial.println(currentVersion);

WiFi.begin(ssid, password);
while (WiFi.status() != WL_CONNECTED) {

delay(500);

Serial.print(".");
}
t_httpUpdate_return ret = ESPhttpUpdate.update(serverUrl, currentVersion);
switch (ret) {

case :
Serial.printf("HTTP_UPDATE_FAILD Error (%d): %s", ESPhttpUpdate.getlastError(),
ESPhttpUpdate.getlastErrorString().c_str());

break;

case :

Serial.println("HTTP_UPDATE_NO_UPDATES");
break;

case :
Serial.println("HTTP_UPDATE_OK");
break;

}

void Toop() {
}

® Phién ban firmware clia ban, gid s ban thay d&i la 2.0 va dat lén server, sau dé ban déi lai 1.0 va

nap vao board

®@ budsng dé&n dén firmware clia ban, & dia chi web, ip, hay domain

800
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Node.js OTA Server

Khi ESP8266 két néi téi Web Server, thi nd s& cung cép cac thdng tin Header dé Server cén cl vao dd

dénh gié firmware co can phéi cap nhat hay khdéng. Vi du vé céc header

[HTTP_USER_AGENT] => ESP8266-http-Update
[HTTP_X_ESP8266_STA_MAC] => 18:FE:AA:AA:AA:AA
[HTTP_X_ESP8266_AP_MAC] => 1A:FE:AA:AA:AA:AA
[HTTP_X_ESP8266_FREE_SPACE] => 671744
[HTTP_X_ESP8266_SKETCH_SIZE] => 373940
[HTTP_X_ESP8266_SKETCH_MD5] => a56f8ef78a0bebd81262067daf1408a
[HTTP_X_ESP8266_CHIP_SIZE] => 4194304
[HTTP_X_ESP8266_SDK_VERSION] => 1.3.0

[HTTP_X_ESP8266_VERSION] => 1.0

Dua trén kién thic phan Server Nodejs, chung ta xay dung 1 OTA Server dung Node.js nhu sau

Server.|s

var fs = require('fs");

var url = require('url");

var http = require('http");

var querystring = require('querystring');

var crypto = require('crypto');

// function gli yéu cau(response) tlr phia server hodc nhan yéu cdu (request) cla client g&i 1én
function requestHandler(request, response) {

// Gid s& dia chi yéu cau firmware http://192.168.1.7:8000/firmware.bin
var uriData = url.parse(request.url);
var pathname = uriData.pathname; // /firmware.bin

if (pathname == '/firmware.bin") {
var ver = request.headers['x-esp8266-version'];
console.log('Client request update, version ', ver);
if(ver == '1.0") {
console.log('Send firmware 2.0 to client');
fs.readFile("'./esp8266-firmware-2.0.bin", function(error, content) {
response.writeHead(200, {
'Content-Type': 'binary/octet-stream',
'Content-Length': Buffer.bytelLength(content),
'x-MD5": crypto.createHash('md5").update(content).digest("hex")
)8
response.end(content);
B
} else {
response.statusCode = 304;
response.end();

}

var server = http.createServer(requestHandler);
server.listen(8000);

console.log('Server listening on port 8000');

Thuc thi node server.js dé khdi dong Server
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ﬂ Khi ban lam viéc vdi cac ngdn ngl lap trinh khac, ludn phéi ddm béo khi gdéi vé

client cadn cd day dd thong tin header Content-Length va x-MD5

0 Ban can file esp8266-firware-2.0.bin & muc ESP8266 ESPhttpUpdate bién dich

vdi currentVersion = '2.0" d&t cung thu muc vdifile server js

Néu ban thuc hién day dd céac budc nhu trén, két qué thuc thi sé nhu hinh

- [ ] ota-server — node server.js — 80x34
Sl ® F =T TET ®§ node server. js

Server listenifd oA pBit BOG2

Ebtcmbehenies: (pdabe, e STORELS G0 DIB| B0 || O B0 o0 VInDBR 0B [{IpBne G400 a0l 16 S0 0P

Send firnware 2.8 to client

Client reguest update, version 2.0 ESPB266 http update, current version: 1.8

Send

ets Jan & Z813,rst cause:Z, boot mode:(3,7

E5PB266 http updote, current version: 2.0
...... HTTP_UPDATE_NO_UPDATES

 Autoscroll MNa line ending - 115200 baud

Hinh 72. Két qué thuc hién OTA s dung HTTP Server
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Cheatsheet

Pha&n nay cung cép théng tin cho viéc tra clu nhanh cac ham cd thé sir dung vdi Arduino, ESP8266
va ngdn ng{ lap trinh C. Co réat nhiéu thu vién cho Arduino cung cép céc tinh nang hitu ich théng qua
cac APl cho phép ngudi s dung goi, ndi dung tédm lugc & day chi dé cép tdi cac thu vién thudng
xuyén dugc s’ dung nhat. Néu ban s dung céc thu vién khéc, hoan toan cd thé tra ciu dé dang
trong tai liéu s dung cla thu vién dé. Théng thuang céc thu vién dugc phéat hanh ngudtn mé trén

Github sé co file README.md cung cép day dd céc thong tin.

iotmaker.vn
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Arduino - ESP8266 Cheatsheet

/* CAU TRUC O BAN CUA 1 SKETCH */
void setup() {
/*k
Ham dwoc goi khi bat ddu sketch. Dung d& khdi tao
bi&n, c&u hinh chan, kh&i tao thw vién...
Code trong setup chi chay 1 18n (khi kh&i déng hodc
reset board)
*/
}
void loop() {
// Noi dung trong loop() 1dp lai lién tuc
}

/* LENH RE NHANH */

if (x < 5) // thwe thi code néu x<5

{ code }

else if (x > 10)// thwc thi code néu x>10
{ code }

else { code } // thwc thi code céac trwong hep con lai
switch (var) { // thwc thi case cé giad tri var

case 1:

break;

case 2:

break;

default:

/% CAC KIEU VONG LAP */

/* Thuye hién code néu x<5 */

while (x < 5) { code };

/* Thwe hién code, so sanh, néu x<@ tiép tuc thuwc hién
code */

do { code } while(x < 0);

/* Kh&i tao i, thuwc hién code va tang i néu i < 10 */
for (int 1 = 0; 1 < 10; i++) { code };

/* Thoat ra vong ldp (for, while, do-while) ngay 1ap
tie */

break;

/* Di dén chu ki 1dp ti€p theo cla vong 1dp hién tai */
continue;

/* CAC DINH NGHTA VE HAM*/

<ret. type> <name>(<params>) { ... }

int func_name(int x) { return x*2; }

return x; // x phdi trung khép véi ki€G trd vé cla ham
return; // loai return danh cho ham void

/* INCLUDE */

/* include thw vién chuin */

#include <stdio.h>

/* include thw vién tao b&i ngweri dung */
#include "your-library.h"

/* DU LIEU KIEU CHUBI */

/* Chudi bao gbm ki tw k&t thac chudi \@ (null) */
char str1[8] = {'A",'r",'d","v","i",'n","'0","\0"};
/* Trinh bién dich tw ddng thém ki tw \0 vao cudi
chudi */

char str2[8] = {"A",'r',"'d","u","1",'n","0'};

/* Khai bdo chudi ,khdng khai bdo s& phan t& va gan gia
tri chudi*/

char str3[] = "Arduino";

/* Khai bdo va gén gid tri cho chudi */

char str4[8] = "Arduino";

/* DU LIEU KIEU MANG */

/* Khai bdo mang ki&u int c6 6 phan tl& va gan gia tr
cho m&i phan td& */

int myPins[] = {2, 4, 8, 3, 6};

/* M3ng ki&u int 6 phan tl va khéng gén gia tri */

int myInts[6];

myInts[@] = 42; // Gan gia tri 42 cho phan td& dau tién
myInts[6] = 12; // LOI | chi s& clia mang chi tir 0 d&n 5

/*Qualifiers*/

static  // Khéng thay d&i gia tri & cac 1&n goi
volatile // In RAM (Thwéng dung trong ngdt)

const // Khéng d6i (chi doc)

PROGMEM  /* Cho phép lwu trir dir 1iéu trong bd nh&
FLASH thay vi SRAM */

/* CAC TOAN TU’, PHEP TOAN THU'ONG DUNG */
/* Cac todn t& thwong dung */
= toan t bang

+ toan t& cdng

- toan td trw

*  toan t& nhan

/  toan t& chia 18y phan nguyén
%  toan t chia 1&y phan dw

== phép so sanh bang

= phép so sanh khoéng khong bang (khéc)
< phép so sanh nhé hon

>  phép so sanh 1&n hon

<= phép so sanh nhd hon hodc bing

>= phép so sanh 1&n hon hodc bang

&& phép toan logic (AND)

|| phép todn logic (OR)

I phép toan logic (NOT)

/* C&c toan t& hop nhdt */

++ tang 1 don vi

-- gidm 1 don vi

+= phép toadn cbng va gan gia tr
ex: X =5; x+=1; //x = 6

-= phép todn trir va gan gia tr
ex: x =5; x-=1; //x = 4

*= phép todn nhan va gan gid tr
ex: x =5; x*=3; //x =15

/= phép toén chia 1&y phan nguyén va gan gia tr
ex: x =6; x/=2; //x =3
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ex: x = 6; x/=2; //x =3
&= phép toadn logic AND va gdn gid tri
ex: X = 0b1010; x&= 0110; //x =0b0010
|= phép toan logic OR va gan gia tr
ex: x = 0b1010; x&= 0110; //x =0b1110

/* Cac todn t@ trén bit */

& and A oxor

<< dich trai >> dich phdii
| or ~ not

/* Thue thi vé&i con tré */
Greference: // 18y dia chi cGa bién ma con trd trd t&i
*dereference:// 18y gid tri cGa bi€n ma con trd tré t&'

/* HANG SO VA KIEU DO LIEU */

123 SE thap phan

0b@111 S8 nhj phén

0173 S6 Octal - base 8

0x7B S8 thap luc phan base 16

1230 S8 nguyén khéng dau

123L S6 nguyén c6 ddu 4 bytes

123UL  SE nguyén khéng d&du 4bytes

123.0 S8 thuc

1.23e6 S6 thwe ding cor s6 mii ex: 1.23*1073 = 1230

/*PHAM VI cUA KIEU DO LIEU */

boolean true | false

char -128 - 127, 'a' '$" etc.
unsigned char 0 = 255

byte 0 - 255

int -32768 - 32767
unsigned int 0 - 65535

word 0 - 65535

long -2147483648 - 2147483647
unsigned long 0 - 4294967295
float -3.4028e+38 - 3.4028e+38
double -3.4028e+38 - 3.4028e+38
void i.e., no return value

/* KHAT BAO BIEN */

int a,

int a = 0b01111011, b = 0123, ¢ = 1, d;
float fa = 1.0f;

double da = 1.0;

char *pointer;

char *other_pointer = NULL;

/**

* BUILT-IN FUNCTIONS

* Pin Input/Output

* Digital I/0 - pins 0-13 A@-A5

*/

/* Thi€t 18p c&u hinh chan */

pinMode(pin, [INPUT, OUTPUT, INPUT_PULLUP])
/* Poc giad tri cla pin_6 va gan cho a */
int a = digitalRead(pin_6);

/* Cai dat mlc HIGH/LOW cho pin_5 */
digitalWrite(pin_5, [HIGH, LOW])

/* Poc giad tri cla pin va gan cho a, pin tir AD-->A5 */
int a = analogRead(pin)

/* PWM ngd ra - pins 3569 10 11

* ESP8266: pin 0..16, range = 0..1023, 1KHz default
*/

/* Bat gia tri PWM cho pin */

iotmaker.vn
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analogWrite(pin, value)

/* ESP8266: thay dBi RANGE PWM output */
analogWriteRange(new_range)

/* ESP8266: Tan s& PWM output */
analogWriteFreq(new_frequency)

/* ADVANCED I/0 */

/* Tao séng vubng tan s freq_Hz v&i duty cycle=50% */
tone(pin, freq_Hz)

/* Tao séng vudng tan s& freq Hz, duration mili gidy */
tone(pin, freq_Hz, duration_ms)

/* Nglrng viéc tao séng vudng khi dung tone() */
noTone(pin)

/* Dich 1 byte, mdi 1&n dich 1 bit, dich ti bit cao */
shiftOut(dataPin, clockPin, [MSBFIRST, LSBFIRST], value)
/* Trd vé& (ms) cda xung HIGH/LOW trén chan pin */
unsigned long pulseIn(pin,[HIGH, LOW])

/* CHUC NANG NGAT */

/* Thi&t 18p chirc ndng ngdt & céac chan digital */
attachInterrupt(interrupt, func, mode)

/*

interrupt: s8 ngdt (thwong 1a chan st dung chiec ndng
ngat)

func : ham s& dwoc goi khi ngdt xdy ra (lwu y : ham
khéng ¢6 tham s6 dau vao cling nhw kiéu trd vé)

mode : gdm cac ch& d& LOW,CHANGE, RISING, FALLING. Ngit
s& dwoc kich hoat khi chan ngdt & mode twong tng

*/

/* V6 hiéu héa ngdt interrupt */
detachInterrupt(interrupt)

/* V6 hiéu héa t& cd cac ngat */

noInterrupts()

/* Cho phép t&i ngat sau khi dung noInterrupts() */
interrupts()

/
* THU' VIEN PHO BIEN *

/
* Serial *
*Thw vién giao tiép véi PC hodc thdng qua RX/TX*

/

/* Thi&t 18p giao ti€p serial-UART v&i t8c dd speed */
begin(long speed)

/* V& hiéu héa giao tiép serial */

end()

/* Trd vé& s6 bytes cé s8n d& doc */

int available()

/* doc dir 11éu dén tir serial (trd vé byte d&du tién cda
di® 1iéu ttr serial hodc -1 néu dir 1i€u khdng cd */

int read()

/* Che» qua trinh truyén di* 1iéu serial hoan t&t */
flush()

/* In ra serial port di* 1iéu data (v&i bat ki kiéu div
11éu nao duwoe thiét 1ap */

print(data)

/* Twong tw nhw print(data) nhwng sau khi in ra serial
-port, con trd sé& xudng dong tiép theo */
println(data)

/* Glri di¥ 1iéu value/string/array dén serial port */
write(byte)

/* Ham dwoe goi khi c6 div 11€u dén tr chan RX */
SerialEvent()
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/ /* Dung khi chwong trinh cdn thwe thi nhiéu téc vu clng
& Servo.h & mot lGc, thw vién hd tro <Scheduler.h> */
* Thw vién hd tror diéu khién déng cor servo * void yield();
/ /* Reset chip ESP */
/* void ESP.reset();
Thi&t 1ap chan két n8i v&i servo va dd rong xung /* Tra vé kich thwée ving nhé tréng & heap */
pin : Chan k&t ndi v&i servo uint32_t ESP.getFreeHeap();
[min_uS, max_uS] : DS réng xung tinh theo us twong Gng /* Trad vé ID cla chip ESP */
v&i gbc xoay tir @ dén 180 uint32_t ESP.getChipId();
*/
attach(pin, [min_uS, max_uS]) /* CHE DO CAU HINH WIFI STATION */
/* Ghi dir 1iéu gbc xoay cho ddng co’ angle tir 0~180 */ /* Thi&t 18p ch€ d6 station */
write(angle) WiFi.mode(WIFI_STA);
/* Vi&t gia tri d€ diéu khién gbéc quay cho servo, gid /* K&t ndi dén AP */
tri toe 700 ~ 2300 */ WiFi.begin(ssid, password);
writeMicroseconds(uS) /* Ngat k&t n8i dé&n network wifi hién tai */
/* Doc gia tri goc xoay (0 dén 180 dd) */ bool WiFi.disconnect();
int read() /* Trd vé dia chi IP cla station */
/* Trd vé true néu bién servo da k&t ndi dén pin */ WiFi.localIP();
bool attached() /* Trd vé trang thai khi k&t n8i dén AP */
/* 6& bd bién servo ra khdi chan da k&t ndi */ WiFi.status();
detach() /* Trd vé tén cha netwwork WiFi d& k&t ndi */
WiFi.SSID();
/ /* Trd vé cwdng dd cla WiFi (don vi dBm) */
* Wire.h * WiFi.RSSI();
& Dung trong giao tiép I2C & /* Bat ddu thi&t 18p ch& dd WPS */
/ WiFi.beginWPSConfig();
/* Master kh&i tao thw vién Wire v&i giao tiép 12C */ /* Bat dau thi&t 1&p ch& &6 smart config */
begin() WiFi.beginSmartConfig();
/* Slave tham gia vao k&t n8i 12C, addr la 7 bits dia
chi cla slave */ /* CHE 12(0) CAU HINH WIFI SOFT ACCESS POINT (AP) */
begin(addr) /* Khéi tao 1 AP v&i tén va password */
/* WiFi.softAP(ssid, password);
Master yéu cau 1 s& byte twr slave: /* Kh&i tao 1 AP va thi€t 18p cdu hinh cho AP gbm dia
address: 7bits dia chi cla slave. chi IP, gateway va subnet */
count: S8 lwong byte master yéu cau WiFi.softAPConfig (local_ip, gateway, subnet);
stop: Ki€u boolean, néu true, master tin hiéu stop sau /* Trd vé s8 station d& k&t nGi dén AP */
khi yéu cau va gidi phdng bus I2C, néu false, master WiFi.softAPgetStationNum();
glri yéu cau restart d€ gil k&t ndi /* Ngdt k&t n8i cla cac station */
*/ WiFi.softAPdisconnect(wifioff);
requestFrom(address, count, stop) /* Tra vé dia chi IP cla AP */
/* GGri tin hidu bit d&u, truyén dir 1iéu d&n slave cé WiFi.softAPIP();
dia chi addr */ /* Tra vé dia chi MAC cla AP */
beginTransmission(addr) WiFi.softAPmacAddress(mac);
/* Glri di 1iéu (1 byte)dé&n slave */
send(byte) /* WIFT FEATURES */
/* Glri di¥ 1iéu (string) dén slave */ /* SCAN */
send(char * string) /* Thi&t 18p ch€ d6 Station */
/* G&ri dir 1iéu (1 mdng )vé&i s8 byte la size */ WiFi.mode(WIFI_STA);
send(byte * data, size) /* Scan va trd vé s lwong network avalable */
/* Gl&ri tin hiéu k&t thac truyén dir 1iéu t&i slave */ WiFi.scanNetworks();
endTransmission() /* Trd vé tén clda network (kiéu string) & vi tri num */
/* Tra vé s8 byte availabe sau khi doc b&i read() */ WiFi.SSID(num).c_str();
int available() /* Trd vé thong tin cla tat cd cac network */
/* truy xudt dén 1 byte d& truyén tlr slave dé&n master WiFi.getNetworkInfo(networkItem,é&ssid,
hodc truyén & chiéu ngwoe lai khi nhén duworc &encryptionType, &RSSI,*&BSSID, &channel, &isHidden)
requestFrom. Trd vé byte ti€p theo d& nhan duwoc */
byte receive() /* DIAGNOSTICS */
/* Ham handler sé& dwece goi khi slave nhan dir 1iéu */ /*
onReceive(handler) * Myc dich : chudn doédn, cung c& théng tin va khic
/* Handler s& duwoc goi khi master yéu cdu dir 1iéu */ * phuc sw c8 khi khong k&t ndi dé€n net work WiFi
onRequest(handler) */
/* In ra serial cac chudn doan théng tin cda network */
/ WiFi.printDiag(Serial);
e ESP8266 d /* Enable ch& dd debug */
/ Serial.setDebugOutput(true);
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/* WEBSERVER */

/* May cha TCP tai port 80 s& phdn hdi cac HTTP request
dwoc glri 1én tir client */

ESP8266WebServer server (80);

/* Server bat d&u 1ang nghe cac client */
server.begin();

/* Viét dir 1iéu dén cdac client */
server.write(buf, len)

/* Kh&1 tao server & dia chi URL, handleRoot la ndi
dung hodc ham sé& thwe hién */

server.on ( "URL", handleRoot );

/* Server twong tac v&i client d€ givi, nhan dir 1iéu */
server.handleClient();

/* Trd v& 1 néu bién val c6 tén tai trén server */
server.hasArg(val)

/* L&y gid tri cla bién val trén server */
server.arg(val);

/* Glri yéu cdu cap nhat dir 1iéu tlr server

code : HTTP code

text/html : Dinh dang trd vé& 1a file HTML

content: NOi dung s& trd vé tir phia server */
server.send (code, "text/html",content);

/* MQTT */

/*

Cac thw vién hd tror giao thic MQTT danh cho ESP8266
trén arduino thwong s dung la ESP8266MQTTClient

va PubSubClient. Phan nay gidi thich cac ham cla céac
thw vién

*/

/* Céac ham cla thw vién ESP8266MQTTClient™/

/* Khai bdo 1 bi&n mqtt thube class MQTTClient */
MQTTClient mqtt;

/* Ldy di* 1iéu nhdn dwoe tir topic dd subcribe */
mqtt.onData([]1(String topic, String data, bool cont)
/* Hay subcribe topic /qos@ */
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mqtt.unSubscribe("/qos0");

/* Thwe hién subscribe topic va publish cac message */
mqtt.onSubscribe([](int sub_id)

/* Publish 1 message "qos@" dén topic /qos@ v&i QoS =0,
va Retain = 0 */

mqtt.publish("/qos@", "qos@", 0, 0);

/* K& n8i dén server MQTT */

mqtt.onConnect([1()

/* Subscribe topic va nhan message tai topic /qos@ */
mqtt.subscribe("/qos0", 0)

/* B&t ddu truyén nhan di¥ lidu v&i broker MQTT c¢é url
mgtt://test.mosquitto.org tai port 1883 */
mgtt.begin("mqtt://test.mosquitto.org:1883")

/* Ham dwoce goi trong loop() nham kh&i tao MQTT, kiém
tra x& 1f cac dir 1i8u tr cac topic, kiém tra cac thube
tinh cla giao thirc nhw gdéi keep-a-live, QoS... */
mqtt.handle();

/* Cac ham cda thw vién PubSubClient*/

/* Khai bdo bi€n espClient thudc d8i twong client trong
class PubSubClient */

PubSubClient client(espClient);

/* Publish g6i tin "Connected!" &&n topic ESP8266 */
client.publish("ESP8266", "Connected!");

/* Subscribe @& nhan cac message tir topic ESP8266 */
client.subscribe("ESP8266");

/* Cai d5t server 13ng nghe client & port 1883 */
client.setServer(url_server, 1883);

/* Goi ham callback d€ thwe hién cac chic nang
publish/subcribe */

client.setCallback(callback);

/* Ham dwoe goi trong loop() nham kh&i tao MQTT, kiém
tra

xG 1i cac di¥ 1iéu tir cdc topic, kiém tra céac thudc tinh
cda giao thirc nhw gdi keep-a-live, géi tin QoS... */
client.loop();
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C - Cheatsheet

/% CAU TRUC CO' BAN */ 123L S6 nguyén c6 dau 4 bytes
Viét cha thich trén 1 dong dung // 123UL S8 nguyén khdng diu 4bytes
ex: x++ ; // tang x 1 don vi 123.0 S6 thue
/* */ Vi€t chd thich trén nhiéu dong. 1.23e6 S8 thyc dung cor s6 mii ex: 1.23*1073 = 1230

ex : / /* dinh nghia hang s8 a kiu nguyén, c6 gia tri 1a 1 */
* Cha thich dwoe viét = const int a = 1;
*  trén nhiéu dong * /* Binh nghiia hdng s8 x kidu thue, cd gia tri 14 4.0 */
/ const float x = 4;
/* CAU TRUC 1 CHUONG TRINH */ /* Binh nghiia hang s6 ¢ kidu integer cé gia tri 49 */
#include <stdio.h>//include thw vién chudn cla C const ¢ = “1; // Ki tw 1 trong ma ASCII 1a 49
#include "ilib.h" //include thw vién tao b&i ngwedi dung /* Dinh nghiia str 1a hang s6 kidu con trd, tré t&i
int global_var; //bién dwoe ding trong chwong trinh chubi “Cheasheet C” */
/* Khai bdo ham bat ddu cda 1 chwong trinh € vé&i kidu const char * str = “Cheasheet C”;
trd v& 1a integer. D81 s6 arg kiu int dwoc truyén vao
ham */
int main (int arg){
float local_var ; // Bién chi dwoe dung trong ham main
Lénh 1

/* KHAT BAO BIEN */
/* Khai bédo bi&n a ki€u nguyén va khéng gan gia tri */
int a;
/* khai bdo a kiéu binary, b kiéu base8, ¢ kiéu s6
s nguyén, d ki&u s8 nquyén va khéng gan gia tri */
Lénh n ; int a = 0b01111011, b = 0123, ¢ = 1, d;
return 0; //chwong trinh thwe hién thanh c6ng va thoat /* Khai bdo bién fa thudc ki€u s8 thyce float */
} float fa = 1.0f;
/* Khai bdo bi&n da thudc kidu s6 thwc double */

/*KIEU DO* LIEU VA PHAM VI */ double da = 1.0;

boolean true | false /* Khai bdo bié€n con trd va trd dén 1 vung nhé khong
char -128 - 127, 'a' '$' etc. xac dinh */

unsigned char 0 - 255 char *pointer;

byte 0 - 255 /* Khai bdo bi€n con trd va trd vé NULL (0)*/

int -32768 - 32767 char *other_pointer = NULL;

unsigned int 0 - 65535

word 0 - 65535 /* CHUBT Ki TU */

long -2147483648 - 2147483647 /* Chubi bao gbm ki tw k&t thuc chudi \@ (null) */
unsigned long 0 - 4294967295 char str1[8] = {'A",'r","'d","u","1",'n","0","\0"};
float -3.4028e+38 - 3.4028e+38 /* Trinh bién dich tw ddng thém ki tw \0 vao cudi
double -3.4028e+38 - 3.4028e+38 chudi */

void i.e., no return value char str2[8] = {"A",'r',"'d","u","1",'n","0'};

/* Khai béo chudi ,khéng khai bdo s& phan t& va gén gia
tri chudi */

char str3[] = "Arduino";

/* Khai béo va gan gid tri cho chudi */

char str4[8] = "Arduino";

/* DAT TEN BIEN */
/* Pat tén ddng */
int x; // M6t bién

int x = 1; // Bi&n dwoe khai bdo va khé&i tao

float x, y, z; //
const int x = 88; //
int tenBienlok; //
int ten_bien_nay_ok;
/* Pat tén sai */

int 2001_tensai; //
int ten-sai; //
int while; //

Nhi€u bién cung kiéu dir liéu
Bi&n tinh, khéng ghi duorc
b3t tén bién nay dung

Vi s8 & dau
Ddu '-' khéng phai 1a alphanumberic

Sai, vi dung tl khéa vong 1ap while

/* HANG SO VA KIEU DO LIEU */
123 S6 thap phan

0b0111 S8 nhj phan

0173 S6 Octal - base 8
0x78 S thép luc phan base 16
123U S8 nguyén khong dau

/* Cac ham x& 1i chubi thuwdng dung */

/* N&i céc ki tw ttr chudi source ti€p vao vi tri cudi
cla chudi dest */

strcat(dest, source)

/* Tim vi tri xu8t hién dau tién cda ki tw c trong
source, trd vé con tré chi t&i vi tri dé hodc null néu
khéng tim thdy c trong source */

strchr(source, c)

/* Ham trd vé& d6 dai cla chudi st */

strlen(st)

/* copy va thay céc ki tw cla chubi soure vao dest */
strepy(dest, source)

/* chép ki ty tir ddu d&n n tir chudi source vao dest */
strncpy(dest, source, n)
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/* MANG */ /* for : Khé&i tao va gan gia tri cho i, thwec hién code
/* Khai bdo mdng 1 chiéu 6 phan t& ki€u integer va gan tang 1 néu i < 10 */
gid tri cho mdi phan ti */ for (int i = 0; 1 < 10; i++) { code };
int myPins[] = {2, 4, 8, 3, 6},
/* Khai bdo mdng 1 chidu 6 phan t& kiu integer va /* PHEP TOAN VA TOAN TU* THU'ONG DUNG
khéng gan gia tri */ /* Cac todn tl& thwong dung */
int myInts[6]; = toan t bang
myInts[@] = 42; // Gan gid tri 42 cho phan t& d&u tién + toan t cong
myInts[6] = 12; // LT | chi s8 cia mang chi tir 0 dén 5 - todn tl trir
/* Ldy gid tri cda phan td& th& 3 trong mdng mylnts */ *  toan tG nhan
int ¢ = myInts[2]; // C6 th& dung *(myInts + 2) /  toan t& chia 18y phan nguyén
/* L8y dia chi cGa phan t& th¢ 3 trong mang mylnts */ % todn tl chia 1&y phén dw
int ¢ = &myInts[2]; // C6 th€ dung int ¢ = myInts + int == phép so sanh bang
/* Trd vé chiéu dai clGa mdng myInts */ 1= phép so sanh khong khong bang (khac)
int length = sizeof(myInts) / sizeof(myInts[0]); < phép so sanh nhé hon
/* Khai bado 2 mdng ki€u float, arr1 cé 5 phan tl, arr2 >  phép so sanh 1é&n hon
c6 10 phan ti */ <= phép so sanh nhd hon hodc bang
float arr1[5], arr2[10]; >= phép so sanh 1&n hon hodc béng
/* Khai bao mang s& nguyén arr c¢é 2 dong, 5 cdt. Téng && phép toan logic (AND)
cbng ¢6 10 phan td& */ || phép toédn logic (OR)
int a[2][5]; I phép toan logic (NOT)
/* KHOT LENH VA CAC LENH DUNG TRONG VONG LAP */ /* Cac toan t& hop nhat */
{} // bao gbm nhi€u 1énh, thwdng dwoe st dung trong h ++  tang 1 don vi
am --  gidm 1 don vj
/* Goto : chwong trinh s& nhdy d&n nhdn (nhdn phdi cé += phép todn cOng va gan gid trij
mat trong cau lénh ch&ra goto) */ ex: X =5; x+=1; //x = 6
goto nhan; -=  phép toan trr va gan gid trj
/* Continue : Chi dung trong cac 1énh cé vong 1dp sé& ex: x = 5; x-=1; //x = 4
chuyén qua chu ki m&i ca vong 13p trong cing nhdt */ *=  phép todn nhan va gan gid tri
continue; /* ex: x = 5; x*=3; //x =15
/* Break : Dung v&i cac vong 13p thoat khdi vong 13p /= phép toan chia 1&y phan nguyén va gan gia tri
trong cung nhdt, hodc ding trong cdu tridc switch..case ex: X = b6; x/=2; //x =3
d€ thoat ra khdi case twong (ng */ &= phép toan logic AND va gan gid trij
break; /* ex: x = 0b1010; x&= 0110; //x =0b0010
/* Return */ = phép toan logic OR va gan gid tri
/* Dung cho ham khéng cé kiéu trd vé& (void) */ ex: x = 0b1010; x&= 0110; //x =0b1110
return;
/* Value c6 th€ 1a hang s, bién, bi&u thic hodic goi /* Cac toan t@ trén bit */
dén 1 ham khac &€ trd vé gia trj */ & and A xor
return <value>; << dich trai >> dich phdii
| or ~ not
/* LENH RE NHANH */
if (x < 5) // thwc thi code néu x<5 /* THUC THI VOTI CON TRO */
{ code } Greference: // 18y dia chi cla bi&n ma con trd trd té&i
else if (x > 10)// thwe thi code néu x>10 *dereference:// 18y gia tri cGa bi€n ma con trd tré t&i
{ code } /* khai bdo bi&n con trd ki&u int tré t&i dia chi cla
else { code } // thyc thi code cac trwong hop con lai bién a */

int a = 5; int *pointer = &a;
switch (var) { // thwc thi case cé gid tri var

case 1: /% CAC ki Ty DIEU KHIEN VA Ki Ty DAC BIET */
\n Nhdy xudng dong k€& tiép canh vé cot dau tién
break; \t Canh c6t tab ngang.

case 2: \r Nhdy vé dau hang, khong xudng hang.

\a Tiéng kéu bip.

break; \\ In ra ddu \

default: \" In ra ddu"

\" In radéu '

} %%: In ra dau %

\b ~ backspace (xéa 1 ky tw ngay truwéc)
/* CAC KIEU VONG LAP */

/* While: Thwe hién code néu x<5 */ /* HAM VA CAc VAN DE LIEN QUAN */

while (x < 5) { code }; /* Khai béo prototype cta ham max, c¢6 2 d6i s6 dau vao
/* Do-While : Thwc hién code, so sanh, néu x<@ tiép tuc la a va b thube kiéu s8 nguyén, k&t qud trd vé cda ham
thwe hién code */ ki€u s nguyén */

do { code } while(x < 0); int max(int a, int b);
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/* Khai bdo bi€n c la gid tri trd vé cda ham max */

int ¢ = max(5,4);

/* Khai bdo prototype cla ham khéng c6 ddi s6 va khdng
c6 ki&u trd vé (void) */

void none();

/* TYPEDEF- Dinh nghta ki&u di¢ 1iéu */

/* Dinh nghia ki€u unsigned char 1a BYTE, khai bdo cac
bi&n a, b thubc ki€u BYTE */

typedef unsigned char BYTE; BYTE a, b;

/% KIEU LIET KE - ENUMERATION (enum) */

/* khai bado ki&u di* 1iéu enum 1a cdc ngay trong tudn */
enum daysOfWeek { sunday, monday, tuesday, wednesday };
/* Tao bi&n toDay thudc daysOfWeek va gan gid tri */
daysOfWeek toDay = wednesday;

/% STRUCT - KIEU DO* LIEU DO NGU'OT DUNG DINH NGHTA */
/* Khai bao struct sinhVien */
struct sinhVien{
char tenSinhVien;
char MSSinhVien;
int tuoiSinhVien;
b5
/* Truy xudt dé&n thanh phan MSSinhVien trong struct
sinhVien */
sinhVien.MSSinhVien;
/* D81 tén struct sinhVien thanh 1 bi&n duy nhdt 1a
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SINHVIEN */

typedef struct sinhVien SINHVIEN;

/* Khai bdo bi&n sinhVienA thudc struct SINHVIEN */
SINHVIEN sinhVienA;

/* CAC LENH XU LY TAP TIN (#include <stdio.h>) */

/* Khai bdo 1 bi&n con trd 1la dweng dan cda 1 file */
const char *filePath = "Puwdng/dan/file/document.txt";
/* Tao 1 bién con tré thudc kiéu FILE */

FILE *file;

/* M@ 1 file & dwdng din filePath va doc di¥ 1iéu */
file = fopen(filePath, "r");// Trd vé& NULL néu that bai
/* Déng 1 file d& m&, trd vé 0 néu thanh cdng , nguoc
lai trd vé EOF */

fclose(file);

/* Viét ki tw c 1én file dang m&, trd vé EOF néu ghi
that bai, trd vé& ma ASCII cda c néu thanh cdng */

int fputc(int ¢, FILE *f);

/* Vi&t chudi "hello" 1én file dang m& */

int ¢ = fputs("hello", file);

/* Doc (255-1) ki tw tr file dang m&, k&t qud doc
duorc

s& lwu vao madng str, viéc doc bj dirng néu gap ki tw
‘\n' hodc EOL */

fgets(str, 255, file);

/* Thay d6i vi tri tré d&n trong file cGa con tré
internal file position indicator vé& lai dau file */
int fseek(file, 0, SEEK_SET);

/* Trd vé kich thwée cla ndi dung c6 trong file */
ftell(file);

www.cheatography.com/ashlyn-black/cheat-sheets/c-reference/
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Loi két

Cac thanh vién tham gia déng gop.

D& hoan thién ndi dung clia séch con co su déng gop cla céc thanh vién sau:
- 1. Pham Minh Tu&n (TuanPM)] - Ch{ bién
- 2.LAm Nhat Quéan - Ki su lam viéc tai loT Maker Viét Nam.
- 3. Trinh Hoang Buc - Ki su lam viéc tai loT Maker Viét Nam.

- 4.Lé Phuong Trinh - Thuc tap sinh tai loT Maker Viét Nam - Sinh vién Bai Hoc Bach Khoa,
chuyén nganh dién tlr vién théng, khoa hoc 2014.

- 5.Tran Phuc Vinh - Thuc tap sinh tai loT Maker Viét Nam - Sinh vién Dai Hoc Bach Khoa,
chuyén nganh ki thuét dién, khda hoc 2014.

Va su dong gép clia cdng dong tai arduino.esp8266.vn

Loi két.

Théat vui khi ban d& ddng hanh cung ching téi di dén hét cudn séch nay. Muc dich clia cuén sach la
giup nhitng ngudi mai bat dau tim hiéu vé Internet Of Things (IoT) cé kién thiic co ban va huang di
chinh xac dé nghién cdu vé IoT mét cadch nhanh chédng hon. Hi vong cuén sach sé dén tay that nhidu
ban dam mé linh vuc cdng nghé con mdéi mé nhung rét tiém nang nay. Chuc cac ban thanh céng trén

con duong ma minh da chon.

M&c du d& c68 gdng dé hoan thanh t6t nhat ndi dung cho cuén séach, tuy nhién van khéng tranh khoi

nhing thiéu sot. Moi g kién déng gop xin gdi mail vé dia chi support@iotmaker.vn
Ngoai ra cac ban cdé thé tuong téc vdi chung téi qua 1s6 dia chi:

- 1. Webstore : iotmaker.vn/

- 2. Facebook: www.facebook.com/iotmaker.vn/

Mot s6 trang web déng gop cho cdng ddng (mong nhan dugc su chia sé va déng gop clia cac ban dé
codng dong loT Viét Nam nadi riéng cling nhu cong dong ki thuat Viét Nam ndi chung ngay mot phat

trién hon):

- 1. V& ESP8266 vdi Arduino : arduino.esp8266.vn/

iotmaker.vn
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- 2.V& ESP32 : esp32.vn

- 3. Facebook Group: www.facebook.com/groups/iotmaker/

Gidy phép su dung tai liéu.

©0Ee

- Tai lidu tuédn theo gidy phép CC-BY-NC-SA (creativecommons.org/licenses/by-nc-sa/4.0/

legalcode)

- B&n quyén toan bo tai liéu nay thudc vé 10T Maker Viét Nam, ban dugc mién phi sl dung cho
muc dich cé nhén, hoc tap va sl dung trong céc du éan clia minh, khéng dugc s dung cho muc
dich thuong mai. N&u ban mudn sla chira, phan phdi lai, ban bat budc phai gitt nguyén gidy

phép va can cd su déng | clia loT Maker Viét Nam.

. Chi duy nhéat céc cac nhan, t8 chic duoc liét ké tai iota.edu.vn la dugc phép s dung tai liéu

cho muc dich thuong mai.
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